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COPYRIGHT

Copyright © 2023 Spectra Logic Corporation. All rights reserved. This item and the
information contained herein are the property of Spectra Logic Corporation.

NOTICES

Except as expressly stated herein, Spectra Logic Corporation makes its products and
associated documentation on an “AS IS” BASIS, WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE,
BOTH OF WHICH ARE EXPRESSLY DISCLAIMED. In no event shall Spectra Logic be liable
for any loss of profits, loss of business, loss of use or data, interruption of business, or for
indirect, special, incidental or consequential damages of any kind, even if Spectra Logic has
been advised of the possibility of such damages arising from any defect or error.

Information furnished in this manual is believed to be accurate and reliable. However, no
responsibility is assumed by Spectra Logic for its use. Due to continuing research and
development, Spectra Logic may revise this publication from time to time without notice, and
reserves the right to change any product specification at any time without notice.

TRADEMARKS

Attack Hardened, BlackPearl, BlueScale, RioBroker, Spectra, SpectraGuard, Spectra Logic,
Spectra Vail, StorCycle, TeraPack, TFinity, and TranScale are registered trademarks of Spectra
Logic Corporation. All rights reserved worldwide. All other trademarks and registered
trademarks are the property of their respective owners.

NOVEMBER 2023 4 SPECTRA VAIL API GUIDE



MASTER LICENSE AGREEMENT

This Master License Agreement governs use of Spectra Logic Corporation stand-alone software such as
StorCycle software ("Software"). Your organization has agreed to the license contained herein and
terms and conditions of this Master License Agreement (the "MLA"). Use of the Software is affirmation
of your acceptance and grants to your organization ("Licensee") the right to use the Software.

1. License.

1.1 Grant of License. Subject to all of the terms and conditions of this MLA, Spectra Logic Corporation
and its wholly-owned subsidiaries ("Spectra") grant to Licensee a non-transferable, non-sublicensable,
non-exclusive license during the applicable Term (as defined below) to use the object code form of the
Software specified in the quote supplied either by Spectra or an authorized reseller internally and for
operational use, and only in accordance with the technical specification documentation generally made
available by Spectra to its licensees with regard to the Software ("Documentation"). The term
"Software" will include any Documentation and any ordered Support and maintenance releases of the
same specific Software product provided to Licensee under this MLA.

1.2 Term and Renewals. The Software is licensed under a subscription basis or is permanently
licensed, as defined herein. Licensee's Software license is stated on the quote provided to Licensee.

(a) If the Software is ordered on a subscription basis ("Subscription"), the term of the software license
will (i) commence upon receipt of a purchase order issued to Spectra directly from Licensee or from an
authorized reseller issued on your behalf and will (ii) continue for the number of year(s) noted on the
quote commencing on the date of activation of key(s) performed by Spectra Professional Services
("Subscription Term"). Unless terminated earlier in accordance with section 4, each Software
Subscription Term will automatically renew upon expiration of the initial Software Subscription Term
for additional successive terms unless either party gives the other prior written notice of cancellation
at least thirty (30) days prior to expiration of the then-current term. Unless otherwise specified on the
quote, the license fee for any Software Subscription Term renewal will be based on the then-current
Subscription rates.

(b) If the Software is ordered on a permanent license basis ("Permanent"), the term of the software
license will not expire except in accordance with section 4. The term of associated products such as
support, user, server and storage elections will commence upon on the date of activation of key(s)
performed by Spectra Professional Services and may be renewed at such time as the term of such
quoted election(s) expire.

1.3 Installation. Software may be installed on Licensee's computers only by Licensee's employees,
authorized resellers, or by Spectra Professional Services as requested by Licensee.

1.4 License Restrictions. Licensee shall not (and shall not allow any third party) to
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(a) decompile, disassemble, or otherwise reverse engineer the Software or attempt to reconstruct or
discover any source code, underlying ideas, algorithms, file formats or programming interfaces of the
Software by any means whatsoever (except and only to the extent that applicable law prohibits or
restricts reverse engineering restrictions, and then only with prior written notice to Spectra), (b)
distribute, sell, sublicense, rent, lease or use the Software (or any portion thereof) for time sharing,
hosting, service provider or like purposes, (c) remove any product identification, proprietary,
copyright or other notices contained in the Software, (d) modify any part of the Software, create a
derivative work of any part of the Software, or incorporate the Software into or with other software,
except to the extent expressly authorized in writing by Spectra, or (e) publicly disseminate Software
performance information or analysis (including, without limitation, benchmarks).

2. Ownership.

Notwithstanding anything to the contrary contained herein, except for the limited license rights
expressly provided herein, Spectra retains all rights, title and interest in and to the Software
(including, without limitation, all patent, copyright, trademark, trade secret and other intellectual
property rights) and all copies, modifications and derivative works thereof. Licensee acknowledges
that it is obtaining only a limited license right to the Software and that irrespective of any use of the
words "purchase", "sale" or like terms hereunder no ownership rights are being conveyed to Licensee
under this MLA or otherwise.

3. Payment and Delivery.

3.1 Payment. All payments, either to Spectra or an authorized reseller, are non-refundable (except as
expressly set forth in this MLA). Unless otherwise specified on the applicable quote, all license fees,
support and Professional Services fees, if any, are due within thirty (30) days of date of invoice.
Licensee shall be responsible for all taxes, withholdings, duties and levies arising from the order
(excluding taxes based on the net income of Spectra). Any late payments shall be subject to a service
charge equal to 1.5% per month of the amount due or the maximum amount allowed by law,
whichever is less.

3.2 Delivery. Immediately upon receipt of a purchase order from Licensee or on behalf of Licensee or
from an authorized reseller on behalf of Licensee, Licensee will have the right to access the Software.
Software will be delivered by electronic means unless otherwise specified on the applicable quote.
Spectra will contact Licensee and request its server identification number(s) and provide Activation
code(s).

4. Term of MLA.

4.1 Term.

(a)(i) If Licensee ordered a Software Subscription License, this MLA expires on the day the Term of the
Software expires. However, the ability to retrieve/restore archived data will continue indefinitely.

(ii) If a Permanent Software License was ordered, the software license does not expire.
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(b) Section 4.1(a) is subordinate to this section 4.1(b). Either party may terminate this MLA if the other
party (a) fails to cure any material breach of this MLA within thirty (30) days after written notice of
such breach, (b) ceases operation without a successor; or (c) seeks protection under any bankruptcy,
receivership, trust deed, creditors arrangement, composition or comparable proceeding, or if any such
proceeding is instituted against such party (and not dismissed within sixty (60) days thereafter).
Termination is not an exclusive remedy and the exercise by either party of any remedy under this
MLA will be without prejudice to any other remedies it may have under this MLA, by law, or
otherwise.

4.2 Survival. Sections 1.4 (License Restrictions), 2 (Ownership), 3 (Payment and Delivery), 4 (Term of
MLA), 5.3 (Disclaimer), 8 (Limitation of Remedies and Damages), 10 (Confidential Information), 11
(General), and Licensee's right to Work Product and ownership of Licensee Content described in
Section 7 shall survive any termination or expiration of this MLA.

5. Limited Warranty and Disclaimer.

5.1 Limited Warranty. Spectra warrants to Licensee that for a period of ninety (90) days from the
effective date (the "Warranty Period"), the Software shall operate in substantial conformity with the
Documentation. In addition, Spectra warrants that (i) it has the right to enter into and perform all
obligations under this MLA, (ii) no agreement exists that restricts or conflicts with the performance of
Spectra's rights and obligation hereunder, (ii) the technical information provided to Licensee is
accurate and complete, and (iv) the Software is free from any third-party intellectual property
infringement claims. Spectra does not warrant that Licensee's use of the Software will be uninterrupted
or error-free, will not result in data loss, or that any security mechanisms implemented by the Software
will not have inherent limitations. Spectra's sole liability (and Licensee's exclusive remedy) for any
breach of this warranty shall be, in Spectra's sole discretion, to use commercially reasonable efforts to
provide Licensee with an error-correction or work-around which corrects the reported non-conformity,
to replace the non-conforming Software with conforming Software, or if Spectra determines such
remedies to be impracticable within a reasonable period of time, to terminate the Software license and
refund the license fee and support fee, if any, paid for the non-conforming Software. Spectra shall have
no obligation with respect to a warranty claim unless notified of such claim within the Warranty
Period.

5.2 Exclusions. The above warranty will not apply (a) if the Software is used with hardware or
software not specified in the Documentation, (b) if any modifications are made to the Software by
Licensee or any third party, (c) to defects in the Software due to accident, abuse or improper use by
Licensee, or (d) to items provided on a no charge or evaluation basis.

5.3 Disclaimer. THIS SECTION 5 CONTAINS A LIMITED WARRANTY AND EXCEPT AS
EXPRESSLY SET FORTH IN THIS SECTION 5 THE SOFTWARE AND ALL SERVICES ARE
PROVIDED "AS IS". NEITHER SPECTRA NOR ANY OF ITS SUPPLIERS MAKES ANY OTHER
WARRANTIES, EXPRESS OR IMPLIED, STATUTORY OR OTHERWISE, INCLUDING BUT NOT
LIMITED TO WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
LICENSEE MAY HAVE OTHER STATUTORY RIGHTS. HOWEVER, TO THE FULL EXTENT
PERMITTED BY LAW, THE DURATION OF STATUTORILY REQUIRED WARRANTIES, IF ANY,
SHALL BE LIMITED TO THE LIMITED WARRANTY PERIOD.
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6. Support.

Spectra will provide the support services identified in the quote ("Support"). Support services for the
Subscription License will coincide with the license term.

7. Professional Services.

7.1 Professional Services. Professional Services may be ordered by Licensee pursuant to a quote
describing the work to be performed, fees and any applicable milestones, dependencies and other
technical specifications or related information. The parties acknowledge that the scope of the
Professional Services provided hereunder consists solely of either or both of (a) assistance with
Software installation, deployment, and usage or (b) development or delivery of additional related
Spectra copyrighted software or code. Spectra shall retain all right, title and interest in and to any such
work product, code or software and any derivative, enhancement or modification thereof created by
Spectra (or its agents) ("Work Product").

7.2 Licensee Content. Licensee grants Spectra a limited right to use any Licensee materials provided to
Spectra in connection with the Professional Services (the "Licensee Content") solely for the purpose of
performing the Professional Services for Licensee. Licensee owns and will retain ownership (including
all intellectual property rights) in the Licensee Content.

8. Limitation of Remedies and Damages.

8.1 NEITHER PARTY SHALL BE LIABLE FOR ANY LOSS OF USE, LOST DATA, FAILURE OF
SECURITY MECHANISMS, INTERRUPTION OF BUSINESS, OR ANY INDIRECT, SPECIAL,
INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY KIND (INCLUDING LOST PROFITS),
REGARDLESS OF THE FORM OF ACTION, WHETHER IN CONTRACT, TORT (INCLUDING
NEGLIGENCE), STRICT LIABILITY OR OTHERWISE, EVEN IF INFORMED OF THE POSSIBILITY OF
SUCH DAMAGES IN ADVANCE.

8.2 NOTWITHSTANDING ANY OTHER PROVISION OF THIS MLA, SPECTRA'S AND
AUTHORIZED RESELLER'S, IF ANY, ENTIRE LIABILITY TO LICENSEE SHALL NOT EXCEED THE
AMOUNT ACTUALLY PAID BY LICENSEE UNDER THIS MLA.

8.3 THIS SECTION 8 SHALL NOT APPLY WITH RESPECT TO ANY CLAIM ARISING UNDER THE
SECTIONS TITLED "GRANT OF LICENSE," "LICENSE RESTRICTIONS" OR "CONFIDENTIAL
INFORMATION."

9. Indemnification.

(a) Spectra shall defend, indemnify and hold harmless Licensee from and against any claim of
infringement of a patent, copyright, or trademark asserted against Licensee by a third party based
upon Licensee's use of the Software in accordance with the terms of this MLA, provided that Spectra
shall have received from Licensee (i) prompt written notice of such claim (but in any event notice in
sufficient time for Spectra to respond without prejudice), (ii) the exclusive right to control and direct
the investigation, defense, and settlement (if applicable) of such claim, and (iii) all reasonably
necessary cooperation of Licensee.
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(b) If Licensee's use of any of the Software is, or in Spectra's opinion is likely to be, enjoined due to the
type of infringement specified above, or if required by settlement, Spectra may, in its sole discretion (i)
substitute for the Software substantially functionally similar programs and documentation, (ii) procure
for Licensee the right to continue using the Software, or if (i) and (ii) are commercially impracticable,
(iii) terminate the MLA and refund to Licensee the license fee.

(c) The foregoing indemnification obligation of Spectra shall not apply if the Software is modified by
any person other than Spectra, but solely to the extent the alleged infringement is caused by such
modification, if the Software is combined with other non-Spectra products or process not authorized
by Spectra, but solely to the extent the alleged infringement is caused by such combination, to any
unauthorized use of the Software, to any unsupported release of the Software, or to any open source
software or other third-party code contained within the Software. THIS SECTION 9 SETS FORTH
SPECTRA'S AND RESELLER'S, IF ANY, SOLE LIABILITY AND LICENSEE'S SOLE AND EXCLUSIVE
REMEDY WITH RESPECT TO ANY CLAIM OF INTELLECTUAL PROPERTY INFRINGEMENT.
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10. Confidential Information.

Each party agrees that all code, inventions, know-how, business, technical and financial information it
obtains ("Receiving Party") from the disclosing party ("Disclosing Party") constitute the confidential
property of the Disclosing Party ("Confidential Information"), provided that it is identified as
confidential at the time of disclosure or should be reasonably known by the Receiving Party to be
Confidential Information due to the nature of the information disclosed and the circumstances
surrounding the disclosure. Any software, documentation or technical information provided by
Spectra (or its agents), performance information relating to the Software, and the terms of this MLA
shall be deemed Confidential Information of Spectra without any marking or further designation.
Except as expressly authorized herein, the Receiving Party will hold in confidence and not use or
disclose any Confidential Information except as necessary to carry out the purpose of this MLA. The
Receiving Party's nondisclosure obligation shall not apply to information which the Receiving Party
can document (a) was rightfully in its possession or known to it prior to receipt of the Confidential
Information, (b) is or has become public knowledge through no fault of the Receiving Party, (c) is
rightfully obtained by the Receiving Party from a third party without breach of any confidentiality
obligation, (d) is independently developed by employees of the Receiving Party who had no access to
such information, or (e) is required to be disclosed pursuant to a regulation, law or court order (but
only to the minimum extent required to comply with such regulation or order and with advance notice
to the Disclosing Party). The Receiving Party acknowledges that disclosure of Confidential Information
would cause substantial harm for which damages alone would not be a sufficient remedy, and
therefore that upon any such disclosure by the Receiving Party the Disclosing Party shall be entitled to
appropriate equitable relief in addition to whatever other remedies it might have at law.

11. General.

11.1 Assignment. This MLA will bind and inure to the benefit of each party's permitted successors and
assigns. Neither party shall assign this MLA (or any part thereof) without the advance written consent
of the other party, except that either party may assign this MLA in connection with a merger,
reorganization, acquisition or other transfer of all or substantially all of such party's assets or voting
securities. Any attempt to transfer or assign this MLA except as expressly authorized under this
section 11.1 is null and void.

11.2 Severability. If any provision of this MLA shall be adjudged by any court of competent
jurisdiction to be unenforceable or invalid, that provision shall be limited to the minimum extent
necessary so that this MLA shall otherwise remain in effect.

11.3 Governing Law; Jurisdiction and Venue. This MLA shall be governed by the laws of the State of
Colorado and the United States without regard to conflicts of laws provisions thereof, and without
regard to the United Nations Convention on the International Sale of Goods. Except where statutory
laws prohibit Licensee from entering into arbitration or choice of laws, any dispute or claim relating in
any way to Licensee's use of the Software, or of a copyright issue, or to any associated support
services, will be resolved by binding arbitration in Denver, Colorado. The prevailing party in any
action to enforce this MLA will be entitled to recover its attorneys' fees and costs in connection with
such action.
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11.4 Amendments; Waivers. No supplement, modification, or amendment of this MLA shall be
binding, unless executed in writing by an authorized representative of both parties. No waiver will be
implied from conduct or failure to enforce or exercise rights under this MLA. No provision of any
purchase order or other business form employed by Licensee will supersede the terms and conditions
of this MLA, and any such document relating to this MLA shall be for administrative purposes only
and shall have no legal effect.

11.5 Force Majeure. Neither party shall be liable to the other for any delay or failure to perform any
obligation under this MLA (except for a failure to pay fees) if the delay or failure is due to events
which are beyond the reasonable control of such party, including but not limited to any strike,
blockade, war, act of terrorism, riot, natural disaster, failure or diminishment of power or of
telecommunications or data networks or services, or refusal of approval or a license by a government
agency.

11.6 Export Compliance. Licensee acknowledges that the Software is subject to export restrictions by
the United States government and import restrictions by certain foreign governments. Licensee shall
not and shall not allow any third-party to remove or export from the United States or allow the export
or re-export of any part of the Software or any direct product thereof (a) into (or to a national or
resident of) any embargoed or terrorist-supporting country, (b) to anyone on the U.S. Commerce
Department's Table of Denial Orders or U.S. Treasury Department's list of Specially Designated
Nationals, (c) to any country to which such export or re-export is restricted or prohibited, or as to
which the United States government or any agency thereof requires an export license or other
governmental approval at the time of export or re-export without first obtaining such license or
approval, or (d) otherwise in violation of any export or import restrictions, laws or regulations of any
United States or foreign agency or authority. Licensee agrees to the foregoing and warrants that it is
not located in, under the control of, or a national or resident of any such prohibited country or on any
such prohibited party list. The Software is further restricted from being used for the design or
development of nuclear, chemical, or biological weapons or missile technology, or for terrorist activity,
without the prior permission of the United States government.

11.7 Third-Party Code. The Software may contain or be provided with components subject to the
terms and conditions of third party "open source" software licenses ("Open Source Software"). Open
Source Software may be identified in the Documentation, or Spectra shall provide a list of the Open
Source Software for a particular version of the Software to Licensee upon Licensee's written request.
To the extent required by the license that accompanies the Open Source Software, the terms of such
license will apply in lieu of the terms of this MLA with respect to such Open Source Software.

11.8 Entire Agreement. This MLA is the complete and exclusive statement of the mutual
understanding of the parties and supersedes and cancels all previous written and oral agreements and
communications relating to the subject matter contained herein.
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Amazon Web Services

If Licensee has licensed Software for use in conjunction with Amazon Web Services, such web
services will be provided by Amazon in accordance with its standard terms and conditions.
SPECTRA MAKES NO WARRANTY REGARDING AMAZON SERVICES AND SUGGESTS
THE USE OF AMAZON’S CONTINUOUS DATA BACK UP SERVICES.
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CONTACTING SPECTRA LOGIC

To Obtain General Information - Spectra Logic Website: www.spectralogic.com

United States Headquarters European Office

Spectra Logic Corporation
6285 Lookout Road
Boulder, CO 80301
USA

Spectra Logic Europe Ltd.
329 Doncastle Road
Bracknell
Berks, RG12 8PE
United Kingdom

Phone: 1.800.833.1132 or 1.303.449.6400
International: 1.303.449.6400
Fax: 1.303.939.8844

Phone: 44 (0) 870.112.2150
Fax: 44 (0) 870.112.2175

Spectra Logic Technical Support Technical Support Portal: support.spectralogic.com

United States and Canada - Phone

Toll free US and Canada: 1.800.227.4637
International: 1.303.449.0160

Europe, Middle East, Africa
Phone: 44 (0) 870.112.2185

Deutsch Sprechende Kunden
Phone: 49 (0) 6028.9796.507
Email: spectralogic@stortrec.de

Mexico, Central and South America, Asia, Australia, and New Zealand
Phone: 1.303.449.0160

Spectra Logic Sales Website: shop.spectralogic.com

United States and Canada

Phone: 1.800.833.1132 or 1.303.449.6400
Fax: 1.303.939.8844
Email: sales@spectralogic.com

Europe

Phone: 44 (0) 870.112.2150
Fax: 44 (0) 870.112.2175
Email: eurosales@spectralogic.com

To Obtain Documents - Spectra Logic Website: support.spectralogic.com/documentation
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RELATED PUBLICATIONS

Vail Online Help

This user guide is also available in web form, and can be accessed by clicking the question
mark (?) icon in the Vail management console, or by entering the below URL into a web
browser.

• https://developer.spectralogic.com/doc/vail/ga/Default.htm

Spectra Logic Vail Release Notes

The Spectra Vail Software Releases Notes on the Support Portal website provide the most up-to-
date information about the Spectra Vail application, including information about the latest
software releases and documentation updates.

Spectra Logic BlackPearl Systems

The following documents related to the BlackPearl Nearline Gateway and BlackPearl
NAS systems are available from the Documentation screen on the BlackPearl user interface,
and on the Support Portal website, at: support.spectralogic.com.

The Spectra BlackPearl User Guide provides detailed information about configuring, using, and
maintaining your BlackPearl system.

The Spectra BlackPearl DS3 API Reference provides information on understanding and using the
Spectra DS3 API.

The BlackPearl NAS User Guide provides detailed information about configuring, using, and
maintaining your BlackPearl NAS system.

Spectra Logic Tape Libraries

User Guides for Spectra Logic tape libraries are posted on the Support Portal website.

NOVEMBER 2023 14 SPECTRA VAIL API GUIDE

https://developer.spectralogic.com/doc/vail/ga/Default.htm
http://support.spectralogic.com/
http://support.spectralogic.com/
http://support.spectralogic.com/python/documents/Spectra BlackPearl User Guide.pdf
https://support.spectralogic.com/documentation/user-guides/blackpearl-ds3-api-reference
https://support.spectralogic.com/documentation/default-source/user-guides/blackpearl-nas-solution-user-guide.pdf
http://support.spectralogic.com/documentation/user-guides


VAIL APPLICATION API
{
    "schemes": [
      "https"
    ],
    "swagger": "2.0",
    "info": {
      "description": "Resources for managing the Vail Sphere",
      "title": "Vail Sphere REST API",
      "version": "2.0"
    },
    "basePath": "/",
    "paths": {
      "/sl/api/accounts": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "List all AWS accounts",
          "operationId": "getAccounts",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.Account"
                }
              }
            }
          }
        },
        "post": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Add an AWS account",
          "operationId": "createAccount",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.Account"
              }
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/api.Account"
              }
            },
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            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/accounts/{id}": {
        "delete": {
          "produces": [
            "application/json"
          ],
          "summary": "Deletes an AWS Account from Vail",
          "operationId": "deleteAccount",
          "parameters": [

{
              "type": "string",
              "description": "AWS account ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "patch": {
          "consumes": [
            "application/merge-patch+json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Modify an existing AWS account",
          "operationId": "updateAccount",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.AccountUpdate"
              }
            },
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{
              "type": "string",
              "description": "AWS account ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.Account"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/buckets": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "List all buckets",
          "operationId": "getBuckets",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.Bucket"
                }
              }
            }
          }
        },
        "post": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Create a bucket",
          "operationId": "createBucket",
          "parameters": [

{
              "name": "body",
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              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.BucketCreate"
              }
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/api.Bucket"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/buckets/{name}": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get a bucket",
          "operationId": "getBucket",
          "parameters": [

{
              "type": "string",
              "description": "Bucket name",
              "name": "name",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.Bucket"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "delete": {
          "produces": [
            "application/json"
          ],
          "summary": "Delete a bucket",
          "operationId": "deleteBucket",
          "parameters": [
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{
              "type": "string",
              "description": "Bucket name",
              "name": "name",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "patch": {
          "consumes": [
            "application/merge-patch+json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Patch a bucket",
          "operationId": "updateBucket",
          "parameters": [

{
              "type": "string",
              "description": "Bucket name",
              "name": "name",
              "in": "path",
              "required": true
            },

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.BucketUpdate"
              }
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.Bucket"
              }
            },
            "400": {
              "description": "Bad Request",
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              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/buckets/{name}/metrics": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get bucket metrics",
          "operationId": "getBucketMetrics",
          "parameters": [

{
              "type": "string",
              "description": "Bucket name",
              "name": "name",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/api.Metrics"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/buckets/{name}/objects": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "List all objects in the given bucket",
          "operationId": "getObjects",
          "parameters": [

{
              "type": "string",
              "description": "Bucket name",
              "name": "name",
              "in": "path",
              "required": true
            },

{
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              "type": "string",
              "description": "Prefix filter to limit result",
              "name": "prefix",
              "in": "query"
            },

{
              "type": "string",
              "description": "Path delimiter to generate common prefixes",
              "name": "delimiter",
              "in": "query"
            },

{
              "type": "string",
              "description": "Marker used as a starting point",
              "name": "marker",
              "in": "query"
            },

{
              "type": "boolean",
              "description": "Indicates all versions should be returned",
              "name": "versions",
              "in": "query"
            },

{
              "type": "string",
              "description": "Marker for version id used as a starting point",
              "name": "version-id-marker",
              "in": "query"
            },

{
              "type": "integer",
              "description": "Maximum number of returned items",
              "name": "max-keys",
              "in": "query"
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.ListObjectsResult"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/buckets/{name}/objects/{object}": {
        "get": {
          "produces": [
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            "application/json"
          ],
          "summary": "Get object metadata",
          "operationId": "getObjectMetadata",
          "parameters": [

{
              "type": "string",
              "description": "Bucket name",
              "name": "name",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "Object name.  Slashes must be encoded.",
              "name": "object",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "ID of a specific version to get metadata for",
              "name": "version",
              "in": "query"
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.ObjectMetadata"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/buckets/{name}/objects/{object}/{storage}": {
        "put": {
          "produces": [
            "application/json"
          ],
          "summary": "Create object clone",
          "operationId": "createObjectClone",
          "parameters": [

{
              "type": "string",
              "description": "Bucket name",
              "name": "name",
              "in": "path",
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              "required": true
            },

{
              "type": "string",
              "description": "Object name.  Slashes must be encoded.",
              "name": "object",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "Storage ID where clone is to be created",
              "name": "storage",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "ID of a specific object version",
              "name": "version",
              "in": "query"
            },

{
              "type": "integer",
              "description": "Use the new storage as a restore that persists for this number of
days",
              "name": "days",
              "in": "query"
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "delete": {
          "produces": [
            "application/json"
          ],
          "summary": "Delete object clone",
          "operationId": "deleteObjectClone",
          "parameters": [

{
              "type": "string",
              "description": "Bucket name",
              "name": "name",
              "in": "path",
              "required": true
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            },
{

              "type": "string",
              "description": "Object name.  Slashes must be encoded.",
              "name": "object",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "Storage ID of clone to delete",
              "name": "storage",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "ID of a specific object version",
              "name": "version",
              "in": "query"
            },

{
              "type": "boolean",
              "description": "Storage should be made optional rather than deleted immediately",
              "name": "optional",
              "in": "query"
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/buckets/{name}/scan": {
        "post": {
          "produces": [
            "application/json"
          ],
          "summary": "Scan a linked bucket",
          "operationId": "scanBucket",
          "parameters": [

{
              "type": "string",
              "description": "Bucket name",
              "name": "name",
              "in": "path",
              "required": true
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            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/api.Bucket"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/certificate": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get the certificate",
          "operationId": "getCertificate",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.Certificate"
              }
            }
          }
        },
        "put": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Update the Certificate",
          "operationId": "updateCertificate",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.CertificateUpdate"
              }
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/api.Certificate"
              }
            },
            "400": {
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              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/cloud/buckets": {
        "post": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "List all cloud buckets according to the given parameters",
          "operationId": "getCloudBuckets",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.CloudBucketRequest"
              }
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "type": "string"
                }
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/creds": {
        "post": {
          "produces": [
            "application/json"
          ],
          "summary": "Create a set of node credentials and AWS assume-role credentials for the node
represented by the request signer's ARN.",
          "operationId": "createCreds",
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/api.NodeCredentials"
              }
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            }
          }
        }
      },
      "/sl/api/creds/{nodeid}": {
        "post": {
          "produces": [
            "application/json"
          ],
          "summary": "Create the credentials for the node.",
          "operationId": "createCredsByNodeID",
          "parameters": [

{
              "type": "string",
              "description": "Node ID",
              "name": "nodeid",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/api.NodeCredentials"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/endpoints": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "List endpoints",
          "operationId": "getEndpoints",
          "parameters": [

{
              "type": "string",
              "description": "type of endpoint",
              "name": "type",
              "in": "query"
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.Endpoint"
                }
              }
            },
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            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/endpoints/{id}": {
        "delete": {
          "produces": [
            "application/json"
          ],
          "summary": "Deregister and delete the endpoint",
          "operationId": "deleteEndpoint",
          "parameters": [

{
              "type": "string",
              "description": "Endpoint ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "patch": {
          "consumes": [
            "application/merge-patch+json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Update the endpoint",
          "operationId": "updateEndpoint",
          "parameters": [

{
              "type": "string",
              "description": "Endpoint ID",
              "name": "id",
              "in": "path",
              "required": true
            },

{
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              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.EndpointUpdate"
              }
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.Endpoint"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/endpoints/{id}/bp": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get status of a single BlackPearl endpoint",
          "operationId": "getBlackPearlStatus",
          "parameters": [

{
              "type": "string",
              "description": "Endpoint ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.BlackPearlStatus"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
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        "post": {
          "produces": [
            "application/json"
          ],
          "summary": "List buckets in the given BlackPearl Endpoint",
          "operationId": "getBlackPearlBuckets",
          "parameters": [

{
              "type": "string",
              "description": "Endpoint Node ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "type": "string"
                }
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/endpoints/{id}/logsets": {
        "post": {
          "produces": [
            "application/json"
          ],
          "summary": "Create a logset for the given Endpoint",
          "operationId": "createEndpointLogset",
          "parameters": [

{
              "type": "string",
              "description": "Endpoint ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/api.Logset"
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              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/endpoints/{id}/update": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get an endpoint's software update status",
          "operationId": "getEndpointSoftwareUpdateStatus",
          "parameters": [

{
              "type": "string",
              "description": "Endpoint ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/worker.UpdateStatus"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "post": {
          "produces": [
            "application/json"
          ],
          "summary": "Update an endpoint's software version",
          "operationId": "updateEndpointSoftware",
          "parameters": [

{
              "type": "string",
              "description": "Endpoint ID",
              "name": "id",
              "in": "path",
              "required": true
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            },
{

              "type": "string",
              "description": "url of update archive file",
              "name": "url",
              "in": "query"
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/endpoints/{id}/update/upload": {
        "post": {
          "consumes": [
            "multipart/form-data"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Upload a software update archive file and apply the update to the endpoint",
          "operationId": "uploadEndpointSoftware",
          "parameters": [

{
              "type": "string",
              "description": "Endpoint ID",
              "name": "id",
              "in": "path",
              "required": true
            },

{
              "type": "file",
              "description": "software update archive file",
              "name": "file",
              "in": "formData",
              "required": true
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
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              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/entitlements": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "list entitlements",
          "operationId": "get",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/license.Entitlement"
                }
              }
            }
          }
        },
        "put": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Set entitlements",
          "operationId": "setEntitlements",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/license.SignedEntitlements"
              }
            },

{
              "type": "string",
              "description": "Signature of entitlements",
              "name": "signature",
              "in": "query"
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "type": "array",
                "items": {
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                  "$ref": "#/definitions/license.Entitlement"
                }
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/geocodes": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Search for places using an external geocode API.",
          "operationId": "getGeocodes",
          "parameters": [

{
              "type": "string",
              "description": "Search text used for the query",
              "name": "q",
              "in": "query"
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.Geocode"
                }
              }
            }
          }
        }
      },
      "/sl/api/iam/groups/{account}": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "List all IAM groups for the specified account",
          "operationId": "getIAMGroups",
          "parameters": [

{
              "type": "string",
              "description": "IAM account ID",
              "name": "account",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
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                "$ref": "#/definitions/api.IAMGroups"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/iam/groups/{account}/{groupname}": {
        "put": {
          "produces": [
            "application/json"
          ],
          "summary": "Create a new IAM group",
          "operationId": "createIAMGroup",
          "parameters": [

{
              "type": "string",
              "description": "IAM account ID",
              "name": "account",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "IAM group name",
              "name": "groupname",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.IAMGroup"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "409": {
              "description": "Conflict",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
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        },
        "delete": {
          "produces": [
            "application/json"
          ],
          "summary": "Delete an IAM group",
          "operationId": "deleteIAMGroup",
          "parameters": [

{
              "type": "string",
              "description": "IAM  account ID",
              "name": "account",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "IAM group name",
              "name": "groupname",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/iam/users/clear_cache": {
        "post": {
          "produces": [
            "application/json"
          ],
          "summary": "Clears the cache for IAM users and groups",
          "operationId": "clearIAMCache",
          "responses": {
            "204": {
              "description": "No Content"
            }
          }
        }
      },
      "/sl/api/iam/users/{account}": {
        "get": {
          "produces": [
            "application/json"
          ],
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          "summary": "List all IAM users for the specific account",
          "operationId": "getIAMUsers",
          "parameters": [

{
              "type": "string",
              "description": "IAM account ID",
              "name": "account",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.IAMUsers"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/iam/users/{account}/{username}": {
        "put": {
          "produces": [
            "application/json"
          ],
          "summary": "Create a new IAM user",
          "operationId": "createIAMUser",
          "parameters": [

{
              "type": "string",
              "description": "IAM account ID",
              "name": "account",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "IAM user name",
              "name": "username",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.IAMUser"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
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              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "409": {
              "description": "Conflict",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "delete": {
          "produces": [
            "application/json"
          ],
          "summary": "Delete an IAM user",
          "operationId": "deleteIAMUser",
          "parameters": [

{
              "type": "string",
              "description": "IAM account ID",
              "name": "account",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "IAM user name",
              "name": "username",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/iam/users/{account}/{username}/groups": {
        "get": {
          "produces": [
            "application/json"
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          ],
          "summary": "List IAM groups for the specified user",
          "operationId": "getIAMUserGroups",
          "parameters": [

{
              "type": "string",
              "description": "IAM account ID",
              "name": "account",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "IAM user name",
              "name": "username",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.IAMGroup"
                }
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/iam/users/{account}/{username}/groups/{group}": {
        "put": {
          "produces": [
            "application/json"
          ],
          "summary": "Add the specified user to the specified group. The group must already exist.",
          "operationId": "addIAMUserToGroup",
          "parameters": [

{
              "type": "string",
              "description": "IAM account ID",
              "name": "account",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "IAM user name",
              "name": "username",
              "in": "path",
              "required": true
            },

{
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              "type": "string",
              "description": "IAM group name",
              "name": "group",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.IAMGroup"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "delete": {
          "produces": [
            "application/json"
          ],
          "summary": "Remove the specified user from the specified group. The group will not be
deleted.",
          "operationId": "removeIAMUserFromGroup",
          "parameters": [

{
              "type": "string",
              "description": "IAM account ID",
              "name": "account",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "IAM user name",
              "name": "username",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "IAM group name",
              "name": "group",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
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            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/iam/users/{account}/{username}/keys": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "List IAM keys for the specified user",
          "operationId": "getIAMUserKeys",
          "parameters": [

{
              "type": "string",
              "description": "IAM account ID",
              "name": "account",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "IAM user name",
              "name": "username",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.IAMUserKey"
                }
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "post": {
          "produces": [
            "application/json"
          ],

NOVEMBER 2023 41 SPECTRA VAIL API GUIDE

VAIL APPLICATION API



          "summary": "Create an IAM key for the specified user",
          "operationId": "createIAMUserKey",
          "parameters": [

{
              "type": "string",
              "description": "IAM account ID",
              "name": "account",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "IAM user name",
              "name": "username",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/api.IAMUserKeyCreateResponse"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/iam/users/{account}/{username}/keys/{id}": {
        "delete": {
          "produces": [
            "application/json"
          ],
          "summary": "Delete an IAM key so a new key can be created",
          "operationId": "deleteIAMUserKey",
          "parameters": [

{
              "type": "string",
              "description": "IAM account ID",
              "name": "account",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "IAM user name",
              "name": "username",
              "in": "path",
              "required": true
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            },
{

              "type": "string",
              "description": "Access key ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "patch": {
          "consumes": [
            "application/merge-patch+json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Modify an IAM key",
          "operationId": "updateIAMUserKey",
          "parameters": [

{
              "type": "string",
              "description": "IAM account ID",
              "name": "account",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "IAM user name",
              "name": "username",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "Access key ID",
              "name": "id",
              "in": "path",
              "required": true
            },

{
              "name": "body",
              "in": "body",
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              "required": true,
              "schema": {
                "$ref": "#/definitions/api.IAMUserKeyUpdate"
              }
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.IAMUserKey"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/lifecycles": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "List all lifecycles",
          "operationId": "getLifecycles",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.Lifecycle"
                }
              }
            }
          }
        },
        "post": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Create a lifecycle",
          "operationId": "createLifecycle",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
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              "schema": {
                "$ref": "#/definitions/api.LifecycleCreate"
              }
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/api.Lifecycle"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/lifecycles/{id}": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get a lifecycle",
          "operationId": "getLifecycle",
          "parameters": [

{
              "type": "string",
              "description": "Lifecycle ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.Lifecycle"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "delete": {
          "produces": [
            "application/json"
          ],
          "summary": "Delete a lifecycle",
          "operationId": "deleteLifecycle",
          "parameters": [

{
              "type": "string",
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              "description": "Lifecycle ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "patch": {
          "consumes": [
            "application/merge-patch+json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Update a lifecycle",
          "operationId": "updateLifecycle",
          "parameters": [

{
              "type": "string",
              "description": "Lifecycle ID",
              "name": "id",
              "in": "path",
              "required": true
            },

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.LifecycleUpdate"
              }
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/api.Lifecycle"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
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              }
            }
          }
        }
      },
      "/sl/api/locations": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "List all locations",
          "operationId": "getLocations",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.Location"
                }
              }
            }
          }
        },
        "post": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Create a location",
          "operationId": "createLocation",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.Location"
              }
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/api.Location"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/locations/{id}": {
        "delete": {
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          "produces": [
            "application/json"
          ],
          "summary": "Delete a location",
          "operationId": "deleteLocation",
          "parameters": [

{
              "type": "string",
              "description": "Location ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "patch": {
          "consumes": [
            "application/merge-patch+json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Update a location",
          "operationId": "updateLocation",
          "parameters": [

{
              "type": "string",
              "description": "Location ID",
              "name": "id",
              "in": "path",
              "required": true
            },

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.LocationUpdate"
              }
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.Location"
              }
            },
            "400": {
              "description": "Bad Request",
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              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/logsets": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "List all logsets stored in Vail's AWS S3 Sphere bucket",
          "operationId": "getLogsets",
          "parameters": [

{
              "type": "string",
              "description": "Specifies the starting position",
              "name": "marker",
              "in": "query"
            },

{
              "type": "integer",
              "description": "Maximum number of elements to return",
              "name": "max-keys",
              "in": "query"
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.Logsets"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/logsets/{key}": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get information about the specified logset, including a URL to download it",
          "operationId": "getLogset",
          "parameters": [

{
              "type": "string",
              "description": "Logset key",

NOVEMBER 2023 49 SPECTRA VAIL API GUIDE

VAIL APPLICATION API



              "name": "key",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.LogsetURL"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/messages": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get all messages",
          "operationId": "getMessages",
          "parameters": [

{
              "type": "string",
              "description": "Severity of message",
              "name": "severity",
              "in": "query"
            },

{
              "type": "string",
              "format": "date-time",
              "description": "Start of date/time range",
              "name": "start",
              "in": "query"
            },

{
              "type": "string",
              "format": "date-time",
              "description": "End of date/time range",
              "name": "end",
              "in": "query"
            },

{
              "type": "string",
              "description": "Text to search for",
              "name": "search",
              "in": "query"
            },
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{
              "type": "boolean",
              "description": "Not setting this parameter returns both read and unread messages",
              "name": "read",
              "in": "query"
            },

{
              "type": "string",
              "description": "Specifies the starting position",
              "name": "marker",
              "in": "query"
            },

{
              "type": "integer",
              "description": "Maximum number of elements to return",
              "name": "max-keys",
              "in": "query"
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.Messages"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "patch": {
          "consumes": [
            "application/merge-patch+json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Update all messages",
          "operationId": "updateMessages",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.MessageUpdate"
              }
            },

{
              "type": "string",
              "description": "Specifies the starting position",
              "name": "marker",
              "in": "query"
            },

{
              "type": "integer",
              "description": "Maximum number of elements to return",
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              "name": "max-keys",
              "in": "query"
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.Messages"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/messages/{id}": {
        "patch": {
          "consumes": [
            "application/merge-patch+json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Update a message",
          "operationId": "updateMessage",
          "parameters": [

{
              "type": "string",
              "description": "Message ID",
              "name": "id",
              "in": "path",
              "required": true
            },

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.MessageUpdate"
              }
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.Message"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
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              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/network/interfaces": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get all configured network interfaces",
          "operationId": "getNetworkInterfaces",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.NetworkInterface"
                }
              }
            }
          }
        }
      },
      "/sl/api/network/interfaces/{name}": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get all properties of the specified network interface",
          "operationId": "getNetworkInterface",
          "parameters": [

{
              "type": "string",
              "description": "Network interface name",
              "name": "name",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.NetworkInterface"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "patch": {
          "consumes": [
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            "application/merge-patch+json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Update the configuration of the specified network interface",
          "operationId": "updateNetworkInterface",
          "parameters": [

{
              "type": "string",
              "description": "Network interface name",
              "name": "name",
              "in": "path",
              "required": true
            },

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.NetworkInterfaceUpdate"
              }
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.NetworkInterface"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/performance": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get available endpoint performance tables",
          "operationId": "getPerformanceTables",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.PerformanceTable"
                }
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              }
            }
          }
        }
      },
      "/sl/api/performance/{table}/{id}": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get performance metrics for an endpoint",
          "operationId": "getPerformanceGraph",
          "parameters": [

{
              "type": "string",
              "description": "Performance data table",
              "name": "table",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "Endpoint ID",
              "name": "id",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "Length of time in rrd abbreviated format.",
              "name": "length",
              "in": "query"
            },

{
              "type": "string",
              "description": "Comma-separated list of field names to include.",
              "name": "fields",
              "in": "query"
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.PerformanceDataset"
                }
              }
            }
          }
        }
      },
      "/sl/api/proxy": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get the all network proxy configurations",
          "operationId": "getProxyServers",
          "responses": {
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            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.HttpProxyResponse"
                }
              }
            }
          }
        }
      },
      "/sl/api/proxy/global": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get the global network proxy configuration",
          "operationId": "getProxyServer",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.HttpProxyResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "put": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Create a global network proxy configuration",
          "operationId": "createProxyServer",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.HttpProxy"
              }
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.HttpProxyResponse"
              }
            },
            "400": {
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              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "delete": {
          "produces": [
            "application/json"
          ],
          "summary": "Delete a network proxy configuration for both http and https",
          "operationId": "deleteProxyServer",
          "responses": {
            "204": {
              "description": "No Content"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "patch": {
          "consumes": [
            "application/merge-patch+json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Update a global network proxy configuration",
          "operationId": "updateProxyServer",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.HttpProxy"
              }
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.HttpProxyResponse"

NOVEMBER 2023 57 SPECTRA VAIL API GUIDE

VAIL APPLICATION API



              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/reports/audit": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get audit log data",
          "operationId": "getAudits",
          "parameters": [

{
              "type": "string",
              "description": "Name of Cognito user",
              "name": "username",
              "in": "query"
            },

{
              "type": "string",
              "format": "date-time",
              "description": "Start time",
              "name": "start",
              "in": "query"
            },

{
              "type": "string",
              "format": "date-time",
              "description": "End time",
              "name": "end",
              "in": "query"
            },

{
              "type": "string",
              "description": "Specifies the starting position",
              "name": "marker",
              "in": "query"
            },

{
              "type": "integer",
              "description": "Maximum number of elements to return",
              "name": "max-keys",
              "in": "query"
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
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              "schema": {
                "$ref": "#/definitions/api.Audits"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/reset/metrics": {
        "post": {
          "produces": [
            "application/json"
          ],
          "summary": "Recalculate metrics based on bucket data",
          "operationId": "trigger",
          "responses": {
            "204": {
              "description": "No Content"
            }
          }
        }
      },
      "/sl/api/s3/buckets": {
        "post": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Deprecated S3 bucket listing (use cloud/buckets instead)",
          "operationId": "getS3Buckets",
          "deprecated": true,
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.CloudBucketRequest"
              }
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "type": "string"
                }
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
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                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/sphere/activate": {
        "post": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Install latest version and prepare for registration.",
          "operationId": "activateNode",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.Activate"
              }
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/sphere/endpoints": {
        "post": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Register this endpoint",
          "operationId": "registerNode",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.EndpointRegistration"
              }
            }
          ],
          "responses": {
            "201": {
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              "description": "Created",
              "schema": {
                "$ref": "#/definitions/handlers.NodeRegistrationInfo"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/sphere/locations": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "List all locations in the given sphere",
          "operationId": "getSphereLocations",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.Location"
                }
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "post": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Create a location",
          "operationId": "createSphereLocation",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.Location"
              }
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
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              "schema": {
                "$ref": "#/definitions/api.Location"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/sphere/tokens": {
        "post": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Get a token from the given sphere",
          "operationId": "createSphereToken",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/rest.Credentials"
              }
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/rest.SphereToken"
              }
            }
          }
        }
      },
      "/sl/api/storage": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "List all storage",
          "operationId": "getStorages",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.Storage"
                }
              }
            }
          }
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        },
        "post": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Create storage",
          "operationId": "createStorage",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.StorageCreate"
              }
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/api.Storage"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/storage/{id}": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get storage",
          "operationId": "getStorage",
          "parameters": [

{
              "type": "string",
              "description": "Storage ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.Storage"
              }
            },
            "400": {
              "description": "Bad Request",
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              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "delete": {
          "produces": [
            "application/json"
          ],
          "summary": "Delete empty storage",
          "operationId": "deleteStorage",
          "parameters": [

{
              "type": "string",
              "description": "Storage ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "patch": {
          "consumes": [
            "application/merge-patch+json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Update storage",
          "operationId": "updateStorage",
          "parameters": [

{
              "type": "string",
              "description": "Storage ID",
              "name": "id",
              "in": "path",
              "required": true
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            },
{

              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.StorageUpdate"
              }
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.Storage"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/storage/{id}/buckets": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get buckets for the given storage.  Only applicable for BlackPearl and Cloud
storage.",
          "operationId": "getStorageBuckets",
          "parameters": [

{
              "type": "string",
              "description": "Storage ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "type": "string"
                }
              }
            },
            "400": {
              "description": "Bad Request",
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              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/storage/{id}/classes": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get supported storage classes for the given storage.",
          "operationId": "getStorageClasses",
          "parameters": [

{
              "type": "string",
              "description": "Storage ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "type": "string"
                }
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/storage/{id}/metrics": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get metrics for the given storage",
          "operationId": "getStorageMetrics",
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          "parameters": [
{

              "type": "string",
              "description": "Storage ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.Metrics"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/storage/{id}/placement": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get placement for the given storage.  Only applicable for BlackPearl.",
          "operationId": "getStorageBpPlacement",
          "parameters": [

{
              "type": "string",
              "description": "Storage ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.BpPlacement"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
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              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/storage/{id}/sync": {
        "post": {
          "produces": [
            "application/json"
          ],
          "summary": "Synchronize the given storage.  Only applicable to linked bucket storage.",
          "operationId": "syncStorageBucket",
          "parameters": [

{
              "type": "string",
              "description": "Storage ID",
              "name": "id",
              "in": "path",
              "required": true
            },

{
              "type": "string",
              "description": "Process this object instead of the entire bucket.",
              "name": "object",
              "in": "query"
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            }
          }
        }
      },
      "/sl/api/storage/{id}/verify": {
        "put": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Trigger verification of clones stored on the given storage.",
          "operationId": "verifyStorage",
          "parameters": [

{
              "type": "string",
              "description": "Storage ID",
              "name": "id",
              "in": "path",
              "required": true
            },

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.StorageVerification"
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              }
            }
          ],
          "responses": {
            "202": {
              "description": "Accepted"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "delete": {
          "produces": [
            "application/json"
          ],
          "summary": "Cancel verification of clones stored on the given storage.",
          "operationId": "cancelVerifyStorage",
          "parameters": [

{
              "type": "string",
              "description": "Storage ID",
              "name": "id",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "202": {
              "description": "Accepted"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            },
            "404": {
              "description": "Not Found",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/summary": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get Summary Data",
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          "operationId": "getSummary",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.Summary"
              }
            }
          }
        }
      },
      "/sl/api/system": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get information about this system.",
          "operationId": "getSystem",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.System"
              }
            }
          }
        },
        "patch": {
          "consumes": [
            "application/merge-patch+json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Update the system",
          "operationId": "updateSystem",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.SystemUpdate"
              }
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/api.System"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
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      },
      "/sl/api/system/services": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get diagnostics for required services.",
          "operationId": "getServices",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.Service"
                }
              }
            }
          }
        }
      },
      "/sl/api/tokens": {
        "post": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Create a JSON Web Token. Create a credential if invalid key/credential
detected.",
          "operationId": "createTokenCredential",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/rest.Credentials"
              }
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/rest.Token"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/updates/endpoints": {
        "get": {
          "produces": [
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            "application/json"
          ],
          "summary": "Returns a list of endpoints and the version each one can update to.",
          "operationId": "getEndpointUpdateVersions",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/*api.EndpointUpdateVersion"
                }
              }
            }
          }
        }
      },
      "/sl/api/updates/vmdk-url": {
        "post": {
          "produces": [
            "application/json"
          ],
          "summary": "Create presigned download URL for the latest available VMDK.",
          "operationId": "createVMDownloadUrl",
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/handlers.PresignedS3Request"
              }
            }
          }
        }
      },
      "/sl/api/usage/cloud/summary": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get cloud usage summary",
          "operationId": "getCloudUsageSummary",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.StorageUsed"
                }
              }
            }
          }
        }
      },
      "/sl/api/usage/entities": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get usage summary for all independent storage entities",
          "operationId": "getEntityUsageSummary",
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          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.StorageUsed"
                }
              }
            }
          }
        }
      },
      "/sl/api/usage/locations": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get usage summary for on-premise locations (excludes cloud storage)",
          "operationId": "getLocationUsageSummary",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.StorageUsed"
                }
              }
            }
          }
        }
      },
      "/sl/api/usage/sphere/summary": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "Get sphere on-premise usage summary",
          "operationId": "getSphereUsageSummary",
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "type": "array",
                "items": {
                  "$ref": "#/definitions/api.StorageUsed"
                }
              }
            }
          }
        }
      },
      "/sl/api/users": {
        "get": {
          "produces": [
            "application/json"
          ],
          "summary": "List all users",
          "operationId": "getCognitoUsers",
          "responses": {
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            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/users.UserCollection"
              }
            }
          }
        },
        "post": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Request to create a new user",
          "operationId": "createCognitoUser",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/users.User"
              }
            }
          ],
          "responses": {
            "201": {
              "description": "Created",
              "schema": {
                "$ref": "#/definitions/users.User"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/users/{username}": {
        "delete": {
          "produces": [
            "application/json"
          ],
          "summary": "Delete's a Cognito user",
          "operationId": "deleteCognitoUser",
          "parameters": [

{
              "type": "string",
              "description": "User's username",
              "name": "username",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "204": {
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              "description": "No Content"
            }
          }
        },
        "patch": {
          "consumes": [
            "application/merge-patch+json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Update a user",
          "operationId": "updateCognitoUser",
          "parameters": [

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/users.UserPatch"
              }
            },

{
              "type": "string",
              "description": "User's username",
              "name": "username",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "200": {
              "description": "OK",
              "schema": {
                "$ref": "#/definitions/users.User"
              }
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/users/{username}/forgot_password": {
        "put": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Reset the user's password",
          "operationId": "confirmResetCognitoUserPassword",
          "parameters": [

{
              "type": "string",
              "description": "User's username",
              "name": "username",
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              "in": "path",
              "required": true
            },

{
              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.CognitoUserPasswordReset"
              }
            }
          ],
          "responses": {
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        },
        "post": {
          "produces": [
            "application/json"
          ],
          "summary": "Request a password reset",
          "operationId": "resetCognitoUserPassword",
          "parameters": [

{
              "type": "string",
              "description": "User's username",
              "name": "username",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      },
      "/sl/api/users/{username}/password": {
        "put": {
          "consumes": [
            "application/json"
          ],
          "produces": [
            "application/json"
          ],
          "summary": "Change a user's password",
          "operationId": "updateCognitoUserPassword",
          "parameters": [

{

NOVEMBER 2023 76 SPECTRA VAIL API GUIDE

VAIL APPLICATION API



              "name": "body",
              "in": "body",
              "required": true,
              "schema": {
                "$ref": "#/definitions/api.CognitoUserPasswordUpdate"
              }
            },

{
              "type": "string",
              "description": "User's username",
              "name": "username",
              "in": "path",
              "required": true
            }
          ],
          "responses": {
            "204": {
              "description": "No Content"
            },
            "400": {
              "description": "Bad Request",
              "schema": {
                "$ref": "#/definitions/server.ValidationErrorResponse"
              }
            }
          }
        }
      }
    },
    "definitions": {
      "*api.EndpointUpdateVersion": {},
      "api.ACL": {
        "required": [
          "type",
          "id"
        ],
        "properties": {
          "id": {
            "description": "Canonical user ID or group URI",
            "type": "string"
          },
          "read": {
            "description": "Grant READ permission",
            "type": "boolean"
          },
          "readACP": {
            "description": "Grant READ_ACP permission",
            "type": "boolean"
          },
          "type": {
            "type": "string",
            "enum": [
              "CanonicalUser",
              "Group"
            ]
          },
          "write": {
            "description": "Grant WRITE permission",
            "type": "boolean"
          },
          "writeACP": {
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            "description": "Grant WRITE_ACP permission",
            "type": "boolean"
          }
        }
      },
      "api.Account": {
        "properties": {
          "canonicalId": {
            "description": "AWS canonical ID",
            "type": "string",
            "readOnly": true
          },
          "default": {
            "description": "True if this is the default bucket owner account",
            "type": "boolean",
            "readOnly": true
          },
          "description": {
            "description": "The AWS Account's description.",
            "type": "string"
          },
          "email": {
            "description": "The user's email associated with the AWS Account.",
            "type": "string"
          },
          "externalId": {
            "description": "AWS role external ID",
            "type": "string"
          },
          "id": {
            "description": "AWS account ID",
            "type": "string",
            "readOnly": true
          },
          "roleArn": {
            "description": "AWS role ARN",
            "type": "string"
          },
          "username": {
            "description": "The user's name associated with the AWS Account.",
            "type": "string",
            "readOnly": true
          }
        }
      },
      "api.AccountUpdate": {
        "properties": {
          "description": {
            "description": "The AWS Account's description.",
            "type": "string"
          },
          "email": {
            "description": "The user's email associated with the AWS Account.",
            "type": "string"
          },
          "externalId": {
            "description": "AWS role external ID. This can only be updated if the account has a role
set.",
            "type": "string"
          },
          "roleArn": {
            "description": "AWS role ARN. This can only be updated if the account originally had a
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role set.",
            "type": "string"
          }
        }
      },
      "api.Activate": {
        "required": [
          "key"
        ],
        "properties": {
          "key": {
            "description": "Sphere activation key",
            "type": "string"
          },
          "url": {
            "description": "Alternate activation endpoint",
            "type": "string"
          }
        }
      },
      "api.Audit": {
        "required": [
          "request",
          "server",
          "resource",
          "message",
          "nodeID",
          "hostIP",
          "clientIP",
          "username"
        ],
        "properties": {
          "clientIP": {
            "type": "string"
          },
          "hostIP": {
            "type": "string"
          },
          "id": {
            "description": "Audit identifier",
            "type": "string",
            "readOnly": true
          },
          "message": {
            "type": "string"
          },
          "nodeID": {
            "type": "string"
          },
          "request": {
            "$ref": "#/definitions/api.AuditRequest"
          },
          "resource": {
            "$ref": "#/definitions/api.AuditResource"
          },
          "server": {
            "type": "string"
          },
          "username": {
            "type": "string"
          }
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        }
      },
      "api.AuditRequest": {
        "required": [
          "path",
          "method",
          "time"
        ],
        "properties": {
          "data": {
            "type": "object"
          },
          "method": {
            "type": "string"
          },
          "path": {
            "type": "string"
          },
          "time": {
            "type": "string",
            "format": "date-time"
          }
        }
      },
      "api.AuditResource": {
        "required": [
          "id",
          "name"
        ],
        "properties": {
          "id": {
            "type": "string"
          },
          "name": {
            "type": "string"
          }
        }
      },
      "api.Audits": {
        "required": [
          "data"
        ],
        "properties": {
          "data": {
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.Audit"
            }
          },
          "isTruncated": {
            "description": "Returns true if list was truncated",
            "type": "boolean",
            "readOnly": true
          },
          "marker": {
            "description": "The marker specified in the request",
            "type": "string",
            "readOnly": true
          },
          "maxKeys": {
            "description": "The maximum number of keys specified in the request",
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            "type": "integer",
            "format": "int32",
            "readOnly": true
          },
          "nextMarker": {
            "description": "The starting ID of the next page",
            "type": "string",
            "readOnly": true
          }
        }
      },
      "api.BlackPearlStatus": {
        "required": [
          "name",
          "serialNumber",
          "cacheUsed",
          "cacheTotal",
          "databaseUsed",
          "databaseTotal",
          "buckets",
          "activeJobs",
          "capacitySummary"
        ],
        "properties": {
          "activeJobs": {
            "description": "Active jobs on the BlackPearl",
            "type": "integer",
            "format": "int64"
          },
          "buckets": {
            "description": "Total BlackPearl buckets",
            "type": "integer",
            "format": "int64"
          },
          "cacheTotal": {
            "description": "Cache capacity in bytes",
            "type": "integer",
            "format": "int64"
          },
          "cacheUsed": {
            "description": "Cache used in bytes",
            "type": "integer",
            "format": "int64"
          },
          "capacitySummary": {
            "description": "Capacity summaries",
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.CapacitySummary"
            }
          },
          "databaseTotal": {
            "description": "Database capacity in bytes",
            "type": "integer",
            "format": "int64"
          },
          "databaseUsed": {
            "description": "Database used in bytes",
            "type": "integer",
            "format": "int64"
          },
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          "id": {
            "description": "BlackPearl identifier",
            "type": "string",
            "readOnly": true
          },
          "name": {
            "description": "BlackPearl name",
            "type": "string"
          },
          "serialNumber": {
            "description": "BlackPearl Serial Number",
            "type": "string"
          }
        }
      },
      "api.BpPlacement": {
        "required": [
          "partitions"
        ],
        "properties": {
          "id": {
            "description": "Storage identifier",
            "type": "string",
            "readOnly": true
          },
          "partitions": {
            "description": "The partitions in the bucket data policy",
            "type": "array",
            "items": {
              "type": "string"
            }
          }
        }
      },
      "api.Bucket": {
        "required": [
          "name",
          "created"
        ],
        "properties": {
          "acls": {
            "description": "User and group ACLs",
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.ACL"
            }
          },
          "blockPublicAcls": {
            "description": "True if public access control lists for this bucket and its objects are
blocked",
            "type": "boolean"
          },
          "blockPublicPolicy": {
            "description": "True if public policies for this bucket are blocked",
            "type": "boolean"
          },
          "compress": {
            "description": "True if compression should be attempted for all clones of objects stored
in the bucket",
            "type": "boolean",
            "default": true
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          },
          "control": {
            "description": "Bucket ownership control",
            "type": "string",
            "enum": [
              "ObjectWriter",
              "BucketOwnerPreferred",
              "BucketOwnerEnforced"
            ]
          },
          "created": {
            "description": "A timestamp of when the bucket was created.",
            "type": "string",
            "format": "date-time"
          },
          "defaultRetention": {
            "$ref": "#/definitions/api.Retention"
          },
          "encrypt": {
            "description": "True if contents are encrypted",
            "type": "boolean"
          },
          "ignorePublicAcls": {
            "description": "True if public access control lists for this bucket and its objects are
ignored",
            "type": "boolean"
          },
          "lifecycle": {
            "description": "The ID of the bucket's lifecycle",
            "type": "string"
          },
          "linkedStorage": {
            "description": "Cloud or BlackPearl storage to use for linking",
            "type": "string"
          },
          "locking": {
            "description": "True if object locking is enabled",
            "type": "boolean"
          },
          "name": {
            "description": "The bucket's name",
            "type": "string",
            "uniqueItems": true
          },
          "owner": {
            "description": "The bucket's owner",
            "type": "string"
          },
          "policy": {
            "$ref": "#/definitions/api.Policy"
          },
          "restore": {
            "description": "True if automatic restore is enabled",
            "type": "boolean"
          },
          "restrictPublicBuckets": {
            "description": "True if public policies for this bucket are restricted",
            "type": "boolean"
          },
          "versioning": {
            "description": "Bucket versioning status",
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            "type": "string",
            "enum": [
              "Enabled",
              "Suspended"
            ]
          }
        }
      },
      "api.BucketCommon": {
        "properties": {
          "acls": {
            "description": "User and group ACLs",
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.ACL"
            }
          },
          "blockPublicAcls": {
            "description": "True if public access control lists for this bucket and its objects are
blocked",
            "type": "boolean"
          },
          "blockPublicPolicy": {
            "description": "True if public policies for this bucket are blocked",
            "type": "boolean"
          },
          "compress": {
            "description": "True if compression should be attempted for all clones of objects stored
in the bucket",
            "type": "boolean",
            "default": true
          },
          "control": {
            "description": "Bucket ownership control",
            "type": "string",
            "enum": [
              "ObjectWriter",
              "BucketOwnerPreferred",
              "BucketOwnerEnforced"
            ]
          },
          "defaultRetention": {
            "$ref": "#/definitions/api.Retention"
          },
          "encrypt": {
            "description": "True if contents are encrypted",
            "type": "boolean"
          },
          "ignorePublicAcls": {
            "description": "True if public access control lists for this bucket and its objects are
ignored",
            "type": "boolean"
          },
          "lifecycle": {
            "description": "The ID of the bucket's lifecycle",
            "type": "string"
          },
          "locking": {
            "description": "True if object locking is enabled",
            "type": "boolean"
          },
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          "owner": {
            "description": "The bucket's owner",
            "type": "string"
          },
          "policy": {
            "$ref": "#/definitions/api.Policy"
          },
          "restore": {
            "description": "True if automatic restore is enabled",
            "type": "boolean"
          },
          "restrictPublicBuckets": {
            "description": "True if public policies for this bucket are restricted",
            "type": "boolean"
          },
          "versioning": {
            "description": "Bucket versioning status",
            "type": "string",
            "enum": [
              "Enabled",
              "Suspended"
            ]
          }
        }
      },
      "api.BucketCreate": {
        "required": [
          "name"
        ],
        "properties": {
          "acls": {
            "description": "User and group ACLs",
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.ACL"
            }
          },
          "blockPublicAcls": {
            "description": "True if public access control lists for this bucket and its objects are
blocked",
            "type": "boolean"
          },
          "blockPublicPolicy": {
            "description": "True if public policies for this bucket are blocked",
            "type": "boolean"
          },
          "compress": {
            "description": "True if compression should be attempted for all clones of objects stored
in the bucket",
            "type": "boolean",
            "default": true
          },
          "control": {
            "description": "Bucket ownership control",
            "type": "string",
            "enum": [
              "ObjectWriter",
              "BucketOwnerPreferred",
              "BucketOwnerEnforced"
            ]
          },
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          "defaultRetention": {
            "$ref": "#/definitions/api.Retention"
          },
          "encrypt": {
            "description": "True if contents are encrypted",
            "type": "boolean"
          },
          "ignorePublicAcls": {
            "description": "True if public access control lists for this bucket and its objects are
ignored",
            "type": "boolean"
          },
          "lifecycle": {
            "description": "The ID of the bucket's lifecycle",
            "type": "string"
          },
          "locking": {
            "description": "True if object locking is enabled",
            "type": "boolean"
          },
          "name": {
            "description": "The bucket's name",
            "type": "string",
            "uniqueItems": true
          },
          "owner": {
            "description": "The bucket's owner",
            "type": "string"
          },
          "policy": {
            "$ref": "#/definitions/api.Policy"
          },
          "restore": {
            "description": "True if automatic restore is enabled",
            "type": "boolean"
          },
          "restrictPublicBuckets": {
            "description": "True if public policies for this bucket are restricted",
            "type": "boolean"
          },
          "versioning": {
            "description": "Bucket versioning status",
            "type": "string",
            "enum": [
              "Enabled",
              "Suspended"
            ]
          }
        }
      },
      "api.BucketOwner": {
        "required": [
          "id",
          "name"
        ],
        "properties": {
          "id": {
            "description": "Cloud bucket owner identifier",
            "type": "string"
          },
          "name": {
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            "description": "Cloud bucket owner name",
            "type": "string"
          }
        }
      },
      "api.BucketUpdate": {
        "properties": {
          "acls": {
            "description": "User and group ACLs",
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.ACL"
            }
          },
          "blockPublicAcls": {
            "description": "True if public access control lists for this bucket and its objects are
blocked",
            "type": "boolean"
          },
          "blockPublicPolicy": {
            "description": "True if public policies for this bucket are blocked",
            "type": "boolean"
          },
          "compress": {
            "description": "True if compression should be attempted for all clones of objects stored
in the bucket",
            "type": "boolean",
            "default": true
          },
          "control": {
            "description": "Bucket ownership control",
            "type": "string",
            "enum": [
              "ObjectWriter",
              "BucketOwnerPreferred",
              "BucketOwnerEnforced"
            ]
          },
          "defaultRetention": {
            "$ref": "#/definitions/api.Retention"
          },
          "encrypt": {
            "description": "True if contents are encrypted",
            "type": "boolean"
          },
          "ignorePublicAcls": {
            "description": "True if public access control lists for this bucket and its objects are
ignored",
            "type": "boolean"
          },
          "lifecycle": {
            "description": "The ID of the bucket's lifecycle",
            "type": "string"
          },
          "locking": {
            "description": "True if object locking is enabled",
            "type": "boolean"
          },
          "owner": {
            "description": "The bucket's owner",
            "type": "string"
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          },
          "policy": {
            "$ref": "#/definitions/api.Policy"
          },
          "restore": {
            "description": "True if automatic restore is enabled",
            "type": "boolean"
          },
          "restrictPublicBuckets": {
            "description": "True if public policies for this bucket are restricted",
            "type": "boolean"
          },
          "versioning": {
            "description": "Bucket versioning status",
            "type": "string",
            "enum": [
              "Enabled",
              "Suspended"
            ]
          }
        }
      },
      "api.CapacitySummary": {
        "required": [
          "type",
          "allocated",
          "used",
          "total"
        ],
        "properties": {
          "allocated": {
            "description": "Bytes Allocated",
            "type": "integer",
            "format": "int64"
          },
          "total": {
            "description": "Bytes Total",
            "type": "integer",
            "format": "int64"
          },
          "type": {
            "description": "Storage Type",
            "type": "string"
          },
          "used": {
            "description": "Bytes Used",
            "type": "integer",
            "format": "int64"
          }
        }
      },
      "api.Certificate": {
        "required": [
          "issuer",
          "subject",
          "notBefore",
          "notAfter"
        ],
        "properties": {
          "issuer": {
            "description": "The Issuer of the Certificate",
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            "type": "string"
          },
          "notAfter": {
            "description": "A timestamp of the expiration date for the certificate",
            "type": "string",
            "format": "date-time"
          },
          "notBefore": {
            "description": "A timestamp of the start date for the certificate to be valid",
            "type": "string",
            "format": "date-time"
          },
          "subject": {
            "description": "The Subject of the Certificate",
            "type": "string"
          }
        }
      },
      "api.CertificateUpdate": {
        "required": [
          "certPEM",
          "privateKeyPEM",
          "passphrase"
        ],
        "properties": {
          "certPEM": {
            "description": "The Certificate PEM",
            "type": "string"
          },
          "passphrase": {
            "description": "The Passphrase for the Encrypted Private Key",
            "type": "string"
          },
          "privateKeyPEM": {
            "description": "The Private Key PEM",
            "type": "string"
          }
        }
      },
      "api.CloneState": {
        "properties": {
          "processing": {
            "description": "Lifecycle processing is active",
            "type": "boolean"
          },
          "restoring": {
            "description": "A restore request is active",
            "type": "boolean"
          },
          "scheduled": {
            "description": "Scheduled copy time",
            "type": "string",
            "format": "date-time"
          },
          "storage": {
            "description": "Storage clones",
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.StorageClone"
            },
            "readOnly": true
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          }
        }
      },
      "api.CloudBucketRequest": {
        "properties": {
          "accessKey": {
            "description": "The account owner's access key, or the Azure storage account",
            "type": "string"
          },
          "arn": {
            "description": "The IAM role arn to use to access the account.  This can be used as an
alternative to providing accessKey and secretKey.",
            "type": "string"
          },
          "cloudProvider": {
            "description": "Provider of cloud services (if applicable)",
            "type": "string",
            "enum": [
              "aws",
              "other",
              "azure",
              "google"
            ]
          },
          "credentials": {
            "description": "Credentials as a single element (e.g. Google JSON file)",
            "type": "string"
          },
          "externalid": {
            "description": "The IAM role's external ID.S",
            "type": "string"
          },
          "region": {
            "description": "The region where the account resides",
            "type": "string"
          },
          "secretKey": {
            "description": "The account owner's secret key",
            "type": "string"
          },
          "url": {
            "description": "S3 data path URL (if applicable)",
            "type": "string"
          }
        }
      },
      "api.CloudBucketUpdate": {
        "properties": {
          "accessKey": {
            "description": "The account owner's access key, or the Azure storage account",
            "type": "string"
          },
          "arn": {
            "description": "The IAM role arn to use to access the account.  This can be used as an
alternative to providing accessKey and secretKey.",
            "type": "string"
          },
          "externalid": {
            "description": "The IAM role's external ID.",
            "type": "string"
          },
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          "secretKey": {
            "description": "The account owner's secret key",
            "type": "string"
          }
        }
      },
      "api.CognitoUserPasswordReset": {
        "required": [
          "confirmationCode",
          "password"
        ],
        "properties": {
          "confirmationCode": {
            "description": "The confirmation code in the password reset email",
            "type": "string"
          },
          "password": {
            "description": "The new password",
            "type": "string"
          }
        }
      },
      "api.CognitoUserPasswordUpdate": {
        "required": [
          "password"
        ],
        "properties": {
          "password": {
            "description": "The new password",
            "type": "string"
          }
        }
      },
      "api.DeleteStatusField": {
        "properties": {
          "status": {
            "description": "Status can be set to deleting to begin background deletion",
            "type": "string",
            "enum": [
              "deleting"
            ]
          }
        }
      },
      "api.Destinations": {
        "required": [
          "storage"
        ],
        "properties": {
          "count": {
            "description": "The number of required destinations. No count means all destinations.",
            "type": "integer",
            "format": "int32"
          },
          "storage": {
            "description": "The list of destination storage.",
            "type": "array",
            "items": {
              "type": "string"
            }
          }
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        }
      },
      "api.Endpoint": {
        "required": [
          "id",
          "type",
          "location",
          "url"
        ],
        "properties": {
          "debug": {
            "description": "debug level (0-9)",
            "type": "integer",
            "format": "int32"
          },
          "hosts": {
            "description": "additional supported hostnames",
            "type": "array",
            "items": {
              "type": "string"
            }
          },
          "id": {
            "description": "Endpoint identifier",
            "type": "string"
          },
          "location": {
            "description": "ID of physical location",
            "type": "string"
          },
          "managementURL": {
            "description": "URL for DS3 system management (if available)",
            "type": "string"
          },
          "name": {
            "description": "Name of endpoint (hostname is default).",
            "type": "string"
          },
          "profiling": {
            "description": "profiling configuration",
            "$ref": "#/definitions/api.Profiling"
          },
          "status": {
            "description": "Status",
            "type": "string",
            "enum": [
              "ok",
              "updating",
              "degraded",
              "deleting",
              "unavailable"
            ],
            "readOnly": true
          },
          "type": {
            "description": "Type of system running at this endpoint",
            "type": "string",
            "enum": [
              "sphere",
              "bp",
              "vm"
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            ]
          },
          "url": {
            "description": "endpoint S3 URL",
            "type": "string"
          },
          "version": {
            "description": "current version",
            "type": "string"
          }
        }
      },
      "api.EndpointRegistration": {
        "required": [
          "location"
        ],
        "properties": {
          "location": {
            "description": "ID of physical location",
            "type": "string"
          },
          "name": {
            "description": "Name of endpoint (hostname is default).",
            "type": "string"
          },
          "version": {
            "description": "current version",
            "type": "string"
          }
        }
      },
      "api.EndpointStatusField": {
        "properties": {
          "status": {
            "description": "Status",
            "type": "string",
            "enum": [
              "ok",
              "updating",
              "degraded",
              "deleting",
              "unavailable"
            ],
            "readOnly": true
          }
        }
      },
      "api.EndpointUpdate": {
        "properties": {
          "debug": {
            "description": "debug level (0-9)",
            "type": "integer",
            "format": "int32"
          },
          "hosts": {
            "description": "additional supported hostnames",
            "type": "array",
            "items": {
              "type": "string"
            }
          },
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          "location": {
            "description": "ID of physical location",
            "type": "string"
          },
          "profiling": {
            "description": "profiling configuration",
            "$ref": "#/definitions/api.Profiling"
          }
        }
      },
      "api.Geocode": {
        "required": [
          "id",
          "displayName",
          "name",
          "latitude",
          "longitude"
        ],
        "properties": {
          "displayName": {
            "description": "Display name of place (intended for search results)",
            "type": "string"
          },
          "id": {
            "description": "Place identifier",
            "type": "integer",
            "format": "int64"
          },
          "latitude": {
            "description": "Latitude of place",
            "type": "number",
            "format": "double"
          },
          "longitude": {
            "description": "Longitude of place",
            "type": "number",
            "format": "double"
          },
          "name": {
            "description": "Name of place",
            "type": "string"
          }
        }
      },
      "api.HttpProxy": {
        "required": [
          "hostname",
          "port"
        ],
        "properties": {
          "hostname": {
            "description": "Proxy server hostname",
            "type": "string"
          },
          "password": {
            "description": "Proxy server password",
            "type": "string"
          },
          "port": {
            "description": "Proxy server port",
            "type": "integer",
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            "format": "int32"
          },
          "username": {
            "description": "Proxy server username",
            "type": "string"
          }
        }
      },
      "api.HttpProxyResponse": {
        "required": [
          "id",
          "hostname",
          "port"
        ],
        "properties": {
          "hostname": {
            "description": "Proxy server hostname",
            "type": "string"
          },
          "id": {
            "description": "Proxy type",
            "type": "string"
          },
          "password": {
            "description": "Proxy server password",
            "type": "string"
          },
          "port": {
            "description": "Proxy server port",
            "type": "integer",
            "format": "int32"
          },
          "username": {
            "description": "Proxy server username",
            "type": "string"
          }
        }
      },
      "api.IAMGroup": {
        "required": [
          "name",
          "accountid"
        ],
        "properties": {
          "accountid": {
            "description": "The AWS Account the IAM group belongs to.",
            "type": "string"
          },
          "name": {
            "description": "The group's name",
            "type": "string"
          }
        }
      },
      "api.IAMGroups": {
        "required": [
          "data"
        ],
        "properties": {
          "data": {
            "type": "array",
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            "items": {
              "$ref": "#/definitions/api.IAMGroup"
            }
          }
        }
      },
      "api.IAMUser": {
        "required": [
          "username",
          "accountid"
        ],
        "properties": {
          "accountid": {
            "description": "The AWS Account the IAM user belongs to.",
            "type": "string"
          },
          "username": {
            "description": "The user's username",
            "type": "string"
          }
        }
      },
      "api.IAMUserKey": {
        "required": [
          "id"
        ],
        "properties": {
          "id": {
            "description": "The access key ID",
            "type": "string"
          },
          "inactive": {
            "description": "Indicates the key has been disabled.",
            "type": "boolean"
          },
          "initialized": {
            "description": "Indicates the key's secret has been provided, making it available for
use.'",
            "type": "boolean"
          }
        }
      },
      "api.IAMUserKeyCreateResponse": {
        "required": [
          "id",
          "secretAccessKey"
        ],
        "properties": {
          "id": {
            "description": "The access key ID",
            "type": "string"
          },
          "inactive": {
            "description": "Indicates the key has been disabled.",
            "type": "boolean"
          },
          "initialized": {
            "description": "Indicates the key's secret has been provided, making it available for
use.'",
            "type": "boolean"
          },
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          "secretAccessKey": {
            "description": "The created secret access key. This can only be seen when initially
creating the key. It cannot be recovered later.",
            "type": "string"
          }
        }
      },
      "api.IAMUserKeyUpdate": {
        "properties": {
          "inactive": {
            "description": "True if the key is to be disabled.",
            "type": "boolean"
          },
          "secretAccessKey": {
            "description": "The current value of the secret access key on AWS.",
            "type": "string"
          }
        }
      },
      "api.IAMUsers": {
        "required": [
          "data"
        ],
        "properties": {
          "data": {
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.IAMUser"
            }
          }
        }
      },
      "api.KeyCredentials": {
        "required": [
          "key",
          "secret",
          "token",
          "expiration"
        ],
        "properties": {
          "expiration": {
            "description": "When temporary credential expires",
            "type": "string",
            "format": "date-time"
          },
          "key": {
            "description": "Temporary access key",
            "type": "string"
          },
          "secret": {
            "description": "Temporary secret",
            "type": "string"
          },
          "token": {
            "description": "Temporary token",
            "type": "string"
          }
        }
      },
      "api.Lifecycle": {
        "required": [
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          "id",
          "name",
          "modified"
        ],
        "properties": {
          "description": {
            "description": "The lifecycle's description",
            "type": "string"
          },
          "id": {
            "description": "Lifecycle identifier",
            "type": "string"
          },
          "linkedStorage": {
            "description": "ID of any linked Cloud or BlackPearl storage used as a destination",
            "type": "string"
          },
          "markers": {
            "description": "True if expired delete markers should be deleted",
            "type": "boolean"
          },
          "modified": {
            "description": "The last modified date",
            "type": "string",
            "format": "date-time"
          },
          "name": {
            "description": "The lifecycle's name",
            "type": "string"
          },
          "rules": {
            "description": "The lifecycle's rules",
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.Rule"
            }
          },
          "uploads": {
            "description": "The number of days to wait before deleting incomplete multipart uploads",
            "type": "integer",
            "format": "int32"
          }
        }
      },
      "api.LifecycleCommon": {
        "properties": {
          "description": {
            "description": "The lifecycle's description",
            "type": "string"
          },
          "markers": {
            "description": "True if expired delete markers should be deleted",
            "type": "boolean"
          },
          "rules": {
            "description": "The lifecycle's rules",
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.Rule"
            }
          },
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          "uploads": {
            "description": "The number of days to wait before deleting incomplete multipart uploads",
            "type": "integer",
            "format": "int32"
          }
        }
      },
      "api.LifecycleCreate": {
        "required": [
          "name"
        ],
        "properties": {
          "description": {
            "description": "The lifecycle's description",
            "type": "string"
          },
          "markers": {
            "description": "True if expired delete markers should be deleted",
            "type": "boolean"
          },
          "name": {
            "description": "The lifecycle's name",
            "type": "string"
          },
          "rules": {
            "description": "The lifecycle's rules",
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.Rule"
            }
          },
          "uploads": {
            "description": "The number of days to wait before deleting incomplete multipart uploads",
            "type": "integer",
            "format": "int32"
          }
        }
      },
      "api.LifecycleUpdate": {
        "properties": {
          "description": {
            "description": "The lifecycle's description",
            "type": "string"
          },
          "markers": {
            "description": "True if expired delete markers should be deleted",
            "type": "boolean"
          },
          "name": {
            "description": "The lifecycle's name",
            "type": "string"
          },
          "rules": {
            "description": "The lifecycle's rules",
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.Rule"
            }
          },
          "uploads": {
            "description": "The number of days to wait before deleting incomplete multipart uploads",
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            "type": "integer",
            "format": "int32"
          }
        }
      },
      "api.ListObjectsResult": {
        "required": [
          "name",
          "maxKeys"
        ],
        "properties": {
          "commonPrefixes": {
            "description": "If a delimiter is specified, this is the analogue of folders",
            "type": "array",
            "items": {
              "$ref": "#/definitions/worker.CommonPrefixResult"
            }
          },
          "contents": {
            "description": "List of object versions",
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.Object"
            }
          },
          "delimiter": {
            "description": "Delimiter used in the query",
            "type": "string"
          },
          "isTruncated": {
            "description": "Indicates there are additional entries",
            "type": "boolean"
          },
          "marker": {
            "description": "Marker specified in the query",
            "type": "string"
          },
          "maxKeys": {
            "description": "Maximum number of entries returned in a page",
            "type": "integer",
            "format": "int32"
          },
          "name": {
            "description": "Bucket name",
            "type": "string"
          },
          "nextMarker": {
            "description": "Marker to use for next page (if isTruncated)",
            "type": "string"
          },
          "nextVersionIDMarker": {
            "description": "Version ID narker to use for next page (if isTruncated)",
            "type": "string"
          },
          "prefix": {
            "description": "Prefix used in the query",
            "type": "string"
          },
          "versionIDMarker": {
            "description": "Version ID marker specified in the query",
            "type": "string"
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          },
          "versions": {
            "description": "Indicates version data is present",
            "type": "boolean"
          }
        }
      },
      "api.Location": {
        "required": [
          "name"
        ],
        "properties": {
          "id": {
            "description": "Location identifier",
            "type": "string",
            "readOnly": true
          },
          "latitude": {
            "description": "Location latitude",
            "type": "number",
            "format": "double"
          },
          "longitude": {
            "description": "Location longitude",
            "type": "number",
            "format": "double"
          },
          "name": {
            "description": "Location name",
            "type": "string"
          },
          "status": {
            "description": "Status",
            "type": "string",
            "enum": [
              "ok",
              "updating",
              "degraded",
              "unavailable"
            ],
            "readOnly": true
          }
        }
      },
      "api.LocationStatusField": {
        "properties": {
          "status": {
            "description": "Status",
            "type": "string",
            "enum": [
              "ok",
              "updating",
              "degraded",
              "unavailable"
            ],
            "readOnly": true
          }
        }
      },
      "api.LocationUpdate": {
        "properties": {
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          "latitude": {
            "description": "Location latitude",
            "type": "number",
            "format": "double"
          },
          "longitude": {
            "description": "Location longitude",
            "type": "number",
            "format": "double"
          },
          "name": {
            "description": "Location name",
            "type": "string"
          }
        }
      },
      "api.Logset": {
        "required": [
          "key",
          "created"
        ],
        "properties": {
          "created": {
            "description": "When the logset was created",
            "type": "string",
            "format": "date-time"
          },
          "key": {
            "description": "The logset's name'",
            "type": "string"
          }
        }
      },
      "api.LogsetURL": {
        "required": [
          "key",
          "created",
          "url"
        ],
        "properties": {
          "created": {
            "description": "When the logset was created",
            "type": "string",
            "format": "date-time"
          },
          "key": {
            "description": "The logset's name'",
            "type": "string"
          },
          "url": {
            "description": "URL to download the logset file.",
            "type": "string"
          }
        }
      },
      "api.Logsets": {
        "required": [
          "data"
        ],
        "properties": {
          "data": {
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            "type": "array",
            "items": {
              "$ref": "#/definitions/api.Logset"
            }
          },
          "isTruncated": {
            "description": "Returns true if list was truncated",
            "type": "boolean",
            "readOnly": true
          },
          "marker": {
            "description": "The marker specified in the request",
            "type": "string",
            "readOnly": true
          },
          "maxKeys": {
            "description": "The maximum number of keys specified in the request",
            "type": "integer",
            "format": "int32",
            "readOnly": true
          },
          "nextMarker": {
            "description": "The starting ID of the next page",
            "type": "string",
            "readOnly": true
          }
        }
      },
      "api.Message": {
        "required": [
          "severity",
          "text"
        ],
        "properties": {
          "id": {
            "description": "Message identifier",
            "type": "string",
            "readOnly": true
          },
          "key": {
            "description": "The untranslated message key",
            "type": "string",
            "readOnly": true
          },
          "params": {
            "description": "The message parameters",
            "type": "object",
            "additionalProperties": {
              "type": "string"
            }
          },
          "read": {
            "description": "If the message has been read",
            "type": "boolean"
          },
          "severity": {
            "description": "The severity of the message",
            "type": "string",
            "enum": [
              "unknown",
              "info",
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              "ok",
              "warning",
              "error"
            ]
          },
          "text": {
            "description": "The translated messages",
            "type": "string"
          },
          "time": {
            "description": "The time of the message",
            "type": "string",
            "format": "date-time",
            "readOnly": true
          }
        }
      },
      "api.MessageUpdate": {
        "properties": {
          "read": {
            "description": "Update the read status of the message(s)",
            "type": "boolean"
          }
        }
      },
      "api.Messages": {
        "required": [
          "data",
          "UnreadCount"
        ],
        "properties": {
          "UnreadCount": {
            "type": "string"
          },
          "data": {
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.Message"
            }
          },
          "isTruncated": {
            "description": "Returns true if list was truncated",
            "type": "boolean",
            "readOnly": true
          },
          "marker": {
            "description": "The marker specified in the request",
            "type": "string",
            "readOnly": true
          },
          "maxKeys": {
            "description": "The maximum number of keys specified in the request",
            "type": "integer",
            "format": "int32",
            "readOnly": true
          },
          "maxUnreadSeverity": {
            "description": "The maximum severity of the unread messages",
            "type": "string",
            "enum": [
              "unknown",
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              "info",
              "ok",
              "warning",
              "error"
            ]
          },
          "nextMarker": {
            "description": "The starting ID of the next page",
            "type": "string",
            "readOnly": true
          }
        }
      },
      "api.Metrics": {
        "properties": {
          "count": {
            "description": "Number of items",
            "type": "integer",
            "format": "int64"
          },
          "optional": {
            "description": "Number of bytes of stored optional content",
            "type": "integer",
            "format": "int64"
          },
          "size": {
            "description": "Number of bytes of content",
            "type": "integer",
            "format": "int64"
          },
          "stored": {
            "description": "Number of bytes of content after compression",
            "type": "integer",
            "format": "int64"
          }
        }
      },
      "api.NetworkInterface": {
        "required": [
          "name",
          "mtu"
        ],
        "properties": {
          "addresses": {
            "description": "Bound Network Addresses",
            "type": "array",
            "items": {
              "type": "string"
            }
          },
          "auto6": {
            "description": "IPV6 Automatic Configuration Enabled",
            "type": "boolean"
          },
          "dhcp4": {
            "description": "IPV4 DHCP Enabled",
            "type": "boolean"
          },
          "dhcpDns": {
            "description": "Use DHCP for DNS",
            "type": "boolean"
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          },
          "gateway4": {
            "description": "Configured IPV4 Gateway",
            "type": "string"
          },
          "gateway6": {
            "description": "Configured IPV6 Gateway",
            "type": "string"
          },
          "mtu": {
            "description": "Maximum Transmission Unit",
            "type": "integer",
            "format": "int32"
          },
          "name": {
            "description": "Interface Device Name",
            "type": "string"
          },
          "nameServers": {
            "description": "List of DNS Name Servers",
            "type": "array",
            "items": {
              "type": "string"
            }
          },
          "routes": {
            "description": "Network routes (if any)",
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.NetworkRoute"
            }
          },
          "searchDomains": {
            "description": "List of DNS Search Domains",
            "type": "array",
            "items": {
              "type": "string"
            }
          }
        }
      },
      "api.NetworkInterfaceCommon": {
        "properties": {
          "addresses": {
            "description": "Bound Network Addresses",
            "type": "array",
            "items": {
              "type": "string"
            }
          },
          "auto6": {
            "description": "IPV6 Automatic Configuration Enabled",
            "type": "boolean"
          },
          "dhcp4": {
            "description": "IPV4 DHCP Enabled",
            "type": "boolean"
          },
          "dhcpDns": {
            "description": "Use DHCP for DNS",
            "type": "boolean"
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          },
          "gateway4": {
            "description": "Configured IPV4 Gateway",
            "type": "string"
          },
          "gateway6": {
            "description": "Configured IPV6 Gateway",
            "type": "string"
          },
          "nameServers": {
            "description": "List of DNS Name Servers",
            "type": "array",
            "items": {
              "type": "string"
            }
          },
          "routes": {
            "description": "Network routes (if any)",
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.NetworkRoute"
            }
          },
          "searchDomains": {
            "description": "List of DNS Search Domains",
            "type": "array",
            "items": {
              "type": "string"
            }
          }
        }
      },
      "api.NetworkInterfaceUpdate": {
        "properties": {
          "addresses": {
            "description": "Bound Network Addresses",
            "type": "array",
            "items": {
              "type": "string"
            }
          },
          "auto6": {
            "description": "IPV6 Automatic Configuration Enabled",
            "type": "boolean"
          },
          "dhcp4": {
            "description": "IPV4 DHCP Enabled",
            "type": "boolean"
          },
          "dhcpDns": {
            "description": "Use DHCP for DNS",
            "type": "boolean"
          },
          "gateway4": {
            "description": "Configured IPV4 Gateway",
            "type": "string"
          },
          "gateway6": {
            "description": "Configured IPV6 Gateway",
            "type": "string"
          },
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          "mtu": {
            "description": "Maximum Transmission Unit",
            "type": "integer",
            "format": "int32"
          },
          "nameServers": {
            "description": "List of DNS Name Servers",
            "type": "array",
            "items": {
              "type": "string"
            }
          },
          "routes": {
            "description": "Network routes (if any)",
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.NetworkRoute"
            }
          },
          "searchDomains": {
            "description": "List of DNS Search Domains",
            "type": "array",
            "items": {
              "type": "string"
            }
          }
        }
      },
      "api.NetworkRoute": {
        "required": [
          "to"
        ],
        "properties": {
          "onLink": {
            "description": "Add route on link",
            "type": "boolean"
          },
          "scope": {
            "description": "Route scope",
            "type": "string"
          },
          "to": {
            "description": "Destination network",
            "type": "string"
          },
          "via": {
            "description": "Route to via the specified address",
            "type": "string"
          }
        }
      },
      "api.NodeCredentials": {
        "required": [
          "KeyCredentials",
          "nodekey",
          "nodesecret",
          "nonce"
        ],
        "properties": {
          "KeyCredentials": {
            "$ref": "#/definitions/api.KeyCredentials"
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          },
          "nodekey": {
            "description": "New node credentials access key",
            "type": "string"
          },
          "nodesecret": {
            "description": "New node credentials encrypted secret",
            "type": "string"
          },
          "nonce": {
            "description": "Nonce for node secret decryption",
            "type": "string"
          }
        }
      },
      "api.Object": {
        "required": [
          "key",
          "lastModified"
        ],
        "properties": {
          "etag": {
            "description": "A unique identifier for the object content",
            "type": "string"
          },
          "isCompliance": {
            "description": "Indicates this object has a compliance lock that can't be bypassed",
            "type": "boolean"
          },
          "isDelete": {
            "description": "Indicates this is a delete marker (which has no etag, size, or owner)",
            "type": "boolean"
          },
          "isLatest": {
            "description": "Indicates this is the current version",
            "type": "boolean"
          },
          "key": {
            "description": "Object name",
            "type": "string"
          },
          "lastModified": {
            "description": "Object creation time",
            "type": "string",
            "format": "date-time"
          },
          "legalHold": {
            "description": "Indicates this object cannot be deleted until the legal hold is removed",
            "type": "boolean"
          },
          "ownerId": {
            "description": "Canonical ID of the account that owns the object",
            "type": "string"
          },
          "ownerName": {
            "description": "Name associated with the owning account",
            "type": "string"
          },
          "restoredUntil": {
            "description": "If present, the object has been restored and the restore expires at this
time",
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            "type": "string",
            "format": "date-time"
          },
          "retainUntil": {
            "description": "If present, an object lock prevents deletion until this time",
            "type": "string",
            "format": "date-time"
          },
          "size": {
            "description": "Size of the object",
            "type": "integer",
            "format": "int64"
          },
          "storageClass": {
            "description": "Storage class",
            "type": "string",
            "enum": [
              "STANDARD",
              "INTELLIGENT_TIERING",
              "STANDARD_IA",
              "ONEZONE_IA",
              "REDUCED_REDUNDANCY",
              "GLACIER_IR",
              "GLACIER",
              "DEEP_ARCHIVE",
              "ANY"
            ]
          },
          "versionId": {
            "description": "Version ID (only present when querying versions)",
            "type": "string"
          }
        }
      },
      "api.ObjectMetadata": {
        "required": [
          "version",
          "clones"
        ],
        "properties": {
          "clones": {
            "$ref": "#/definitions/api.CloneState"
          },
          "version": {
            "type": "string"
          }
        }
      },
      "api.Paginator": {
        "properties": {
          "isTruncated": {
            "description": "Returns true if list was truncated",
            "type": "boolean",
            "readOnly": true
          },
          "marker": {
            "description": "The marker specified in the request",
            "type": "string",
            "readOnly": true
          },
          "maxKeys": {
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            "description": "The maximum number of keys specified in the request",
            "type": "integer",
            "format": "int32",
            "readOnly": true
          },
          "nextMarker": {
            "description": "The starting ID of the next page",
            "type": "string",
            "readOnly": true
          }
        }
      },
      "api.PerformanceDataset": {
        "required": [
          "label",
          "unit",
          "data"
        ],
        "properties": {
          "data": {
            "description": "Performance metric data",
            "type": "array",
            "items": {
              "$ref": "#/definitions/tseries.DataPoint"
            }
          },
          "label": {
            "description": "Performance dataset label",
            "type": "string"
          },
          "unit": {
            "description": "Performance dataset data unit",
            "type": "string"
          }
        }
      },
      "api.PerformanceTable": {
        "required": [
          "name",
          "title"
        ],
        "properties": {
          "name": {
            "description": "Performance table name",
            "type": "string"
          },
          "title": {
            "description": "Descriptive title",
            "type": "string"
          }
        }
      },
      "api.Policy": {
        "required": [
          "Version",
          "Statement"
        ],
        "properties": {
          "Id": {
            "type": "string"
          },
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          "Statement": {
            "type": "array",
            "items": {
              "$ref": "#/definitions/api.Statement"
            }
          },
          "Version": {
            "type": "string"
          }
        }
      },
      "api.Profiling": {
        "properties": {
          "cpu": {
            "description": "CPU profiling frequency (in seconds)",
            "type": "integer",
            "format": "int32"
          },
          "memory": {
            "description": "Memory profiling frequency (in seconds)",
            "type": "integer",
            "format": "int32"
          }
        }
      },
      "api.Retention": {
        "properties": {
          "compliance": {
            "description": "Retention mode is set to Compliance when true, Governance when false",
            "type": "boolean"
          },
          "days": {
            "description": "Number of days to retain locked objects (days or years must be specified,
not both)",
            "type": "integer",
            "format": "int32"
          },
          "years": {
            "description": "Number of years to retain locked objects (days or years must be
specified, not both)",
            "type": "integer",
            "format": "int32"
          }
        }
      },
      "api.Rule": {
        "required": [
          "name"
        ],
        "properties": {
          "apply": {
            "type": "string",
            "default": "all",
            "enum": [
              "all",
              "current",
              "nonCurrent"
            ]
          },
          "deletion": {
            "description": "Deletion removes clones not in the specified destinations",
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            "type": "boolean"
          },
          "destinations": {
            "description": "The destination storage for clones.",
            "$ref": "#/definitions/api.Destinations"
          },
          "exclude": {
            "description": "Regular expression that must not match the object name",
            "type": "string"
          },
          "expiration": {
            "description": "Expiration is a deletion without destinations that deletes the object
version",
            "type": "boolean"
          },
          "include": {
            "description": "Regular expression that must match the object name",
            "type": "string"
          },
          "name": {
            "type": "string"
          },
          "noncurrentVersions": {
            "description": "How many noncurrent versions for the rule to keep. Once this number is
exceeded, the oldest noncurrent version is expired.",
            "type": "integer",
            "format": "int32"
          },
          "schedule": {
            "description": "The rule's schedule. If not scheduled, the rule executes immediately",
            "$ref": "#/definitions/api.RuleSchedule"
          }
        }
      },
      "api.RuleSchedule": {
        "required": [
          "days"
        ],
        "properties": {
          "days": {
            "description": "Number of days to wait before executing the rule.",
            "type": "integer",
            "format": "int32"
          }
        }
      },
      "api.Service": {
        "required": [
          "name"
        ],
        "properties": {
          "delay": {
            "description": "response time (in milliseconds)",
            "type": "integer",
            "format": "int64"
          },
          "name": {
            "description": "Name of the service",
            "type": "string"
          },
          "status": {
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            "description": "Status",
            "type": "string",
            "enum": [
              "ok",
              "unavailable"
            ]
          }
        }
      },
      "api.ServiceStatusField": {
        "properties": {
          "status": {
            "description": "Status",
            "type": "string",
            "enum": [
              "ok",
              "unavailable"
            ]
          }
        }
      },
      "api.Statement": {
        "type": "object"
      },
      "api.Storage": {
        "required": [
          "id",
          "name",
          "type",
          "endpoint"
        ],
        "properties": {
          "alternate": {
            "description": "ID of alternate storage to move clones to during delete",
            "type": "string"
          },
          "archival": {
            "description": "Restore may be required to access data",
            "type": "boolean"
          },
          "bucket": {
            "description": "The external bucket to write too",
            "type": "string"
          },
          "bucketOwner": {
            "description": "The external bucket owner",
            "$ref": "#/definitions/api.BucketOwner"
          },
          "cautionThreshold": {
            "description": "Caution threshold capacity for the storage",
            "type": "integer",
            "format": "int32"
          },
          "cloneRestore": {
            "description": "Create a new clone when restoring this storage",
            "type": "boolean"
          },
          "cloudProvider": {
            "description": "Provider of cloud services (if applicable)",
            "type": "string",
            "enum": [
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              "aws",
              "other",
              "azure",
              "google"
            ]
          },
          "empty": {
            "description": "Storage has no clone data",
            "type": "boolean"
          },
          "endpoint": {
            "description": "The id of the Vail endpoint owning this storage",
            "type": "string"
          },
          "id": {
            "description": "Storage identifier",
            "type": "string"
          },
          "link": {
            "description": "The vail bucket to ingest objects to",
            "type": "string"
          },
          "name": {
            "description": "Storage name",
            "type": "string"
          },
          "oldest": {
            "description": "The Vail version used to write the first data to the pool",
            "type": "string"
          },
          "optionalData": {
            "description": "Percentage of space available for optional data",
            "type": "integer",
            "format": "int32"
          },
          "readOnly": {
            "description": "Storage cannot be modified",
            "type": "boolean"
          },
          "region": {
            "description": "Cloud region (if applicable)",
            "type": "string"
          },
          "status": {
            "description": "Status",
            "type": "string",
            "enum": [
              "ok",
              "degraded",
              "unavailable",
              "deleting"
            ],
            "readOnly": true
          },
          "storageClass": {
            "description": "Storage class",
            "type": "string",
            "enum": [
              "STANDARD",
              "INTELLIGENT_TIERING",
              "STANDARD_IA",
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              "ONEZONE_IA",
              "REDUCED_REDUNDANCY",
              "GLACIER_IR",
              "GLACIER",
              "DEEP_ARCHIVE",
              "ANY"
            ]
          },
          "type": {
            "description": "Storage type",
            "type": "string",
            "enum": [
              "file",
              "bp",
              "s3",
              "azure",
              "google"
            ]
          },
          "url": {
            "description": "S3 data path URL (if applicable)",
            "type": "string"
          },
          "verificationRunning": {
            "description": "Storage verification in progress",
            "type": "boolean"
          },
          "warningThreshold": {
            "description": "Warning threshold capacity for the storage",
            "type": "integer",
            "format": "int32"
          }
        }
      },
      "api.StorageClassField": {
        "properties": {
          "storageClass": {
            "description": "Storage class",
            "type": "string",
            "enum": [
              "STANDARD",
              "INTELLIGENT_TIERING",
              "STANDARD_IA",
              "ONEZONE_IA",
              "REDUCED_REDUNDANCY",
              "GLACIER_IR",
              "GLACIER",
              "DEEP_ARCHIVE",
              "ANY"
            ]
          }
        }
      },
      "api.StorageClassRequired": {
        "required": [
          "storageClass"
        ],
        "properties": {
          "storageClass": {
            "description": "Storage class",
            "type": "string",
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            "enum": [
              "STANDARD",
              "INTELLIGENT_TIERING",
              "STANDARD_IA",
              "ONEZONE_IA",
              "REDUCED_REDUNDANCY",
              "GLACIER_IR",
              "GLACIER",
              "DEEP_ARCHIVE"
            ]
          }
        }
      },
      "api.StorageClone": {
        "required": [
          "id"
        ],
        "properties": {
          "archived": {
            "description": "Clone may require restore before access",
            "type": "boolean"
          },
          "id": {
            "description": "Storage identifier",
            "type": "string"
          },
          "optional": {
            "description": "Clone will be deleted if space is needed",
            "type": "boolean"
          },
          "partial": {
            "description": "Clone is not complete",
            "type": "boolean"
          },
          "restored": {
            "description": "Clone is currently restored",
            "type": "boolean"
          }
        }
      },
      "api.StorageCreate": {
        "required": [
          "name",
          "type",
          "endpoint"
        ],
        "properties": {
          "accessKey": {
            "description": "The account owner's access key, or the Azure storage account",
            "type": "string"
          },
          "arn": {
            "description": "The IAM role arn to use to access the account.  This can be used as an
alternative to providing accessKey and secretKey.",
            "type": "string"
          },
          "bucket": {
            "description": "The external bucket to write to",
            "type": "string"
          },
          "cautionThreshold": {
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            "description": "Caution threshold capacity for the storage",
            "type": "integer",
            "format": "int32"
          },
          "cloneRestore": {
            "description": "Create a new clone when restoring this storage",
            "type": "boolean"
          },
          "cloudProvider": {
            "description": "Provider of cloud services (if applicable)",
            "type": "string",
            "enum": [
              "aws",
              "other",
              "azure",
              "google"
            ]
          },
          "credentials": {
            "description": "Credentials as a single element (e.g. Google JSON file)",
            "type": "string"
          },
          "endpoint": {
            "description": "The id of the Vail endpoint owning this storage",
            "type": "string"
          },
          "externalid": {
            "description": "The IAM role's external ID.S",
            "type": "string"
          },
          "link": {
            "description": "The vail bucket to ingest objects to",
            "type": "string"
          },
          "name": {
            "description": "Storage name",
            "type": "string"
          },
          "optionalData": {
            "description": "Percentage of space available for optional data",
            "type": "integer",
            "format": "int32"
          },
          "region": {
            "description": "The region where the account resides",
            "type": "string"
          },
          "secretKey": {
            "description": "The account owner's secret key",
            "type": "string"
          },
          "storageClass": {
            "description": "Storage class",
            "type": "string",
            "enum": [
              "STANDARD",
              "INTELLIGENT_TIERING",
              "STANDARD_IA",
              "ONEZONE_IA",
              "REDUCED_REDUNDANCY",
              "GLACIER_IR",
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              "GLACIER",
              "DEEP_ARCHIVE",
              "ANY"
            ]
          },
          "type": {
            "description": "Storage type",
            "type": "string",
            "enum": [
              "file",
              "bp",
              "s3",
              "azure",
              "google"
            ]
          },
          "url": {
            "description": "S3 data path URL (if applicable)",
            "type": "string"
          },
          "warningThreshold": {
            "description": "Warning threshold capacity for the storage",
            "type": "integer",
            "format": "int32"
          }
        }
      },
      "api.StorageEntity": {
        "required": [
          "id",
          "storageClass"
        ],
        "properties": {
          "data": {
            "description": "Portion of physical media used by this storage for object data",
            "type": "integer",
            "format": "int64"
          },
          "id": {
            "description": "Storage ID",
            "type": "string"
          },
          "optional": {
            "description": "Portion of physical media used by this storage for cached data",
            "type": "integer",
            "format": "int64"
          },
          "storageClass": {
            "description": "Storage class",
            "type": "string",
            "enum": [
              "STANDARD",
              "INTELLIGENT_TIERING",
              "STANDARD_IA",
              "ONEZONE_IA",
              "REDUCED_REDUNDANCY",
              "GLACIER_IR",
              "GLACIER",
              "DEEP_ARCHIVE"
            ]
          }
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        }
      },
      "api.StorageStatusField": {
        "properties": {
          "status": {
            "description": "Status",
            "type": "string",
            "enum": [
              "ok",
              "degraded",
              "unavailable",
              "deleting"
            ],
            "readOnly": true
          }
        }
      },
      "api.StorageUpdate": {
        "properties": {
          "accessKey": {
            "description": "The account owner's access key, or the Azure storage account",
            "type": "string"
          },
          "alternate": {
            "description": "ID of alternate storage to move clones to during delete",
            "type": "string"
          },
          "arn": {
            "description": "The IAM role arn to use to access the account.  This can be used as an
alternative to providing accessKey and secretKey.",
            "type": "string"
          },
          "cautionThreshold": {
            "description": "Caution threshold capacity for the storage",
            "type": "integer",
            "format": "int32"
          },
          "cloneRestore": {
            "description": "Create a new clone when restoring this storage",
            "type": "boolean"
          },
          "externalid": {
            "description": "The IAM role's external ID.",
            "type": "string"
          },
          "name": {
            "description": "Storage name",
            "type": "string"
          },
          "optionalData": {
            "description": "Percentage of space available for optional data",
            "type": "integer",
            "format": "int32"
          },
          "secretKey": {
            "description": "The account owner's secret key",
            "type": "string"
          },
          "status": {
            "description": "Status can be set to deleting to begin background deletion",
            "type": "string",
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            "enum": [
              "deleting"
            ]
          },
          "storageClass": {
            "description": "Storage class",
            "type": "string",
            "enum": [
              "STANDARD",
              "INTELLIGENT_TIERING",
              "STANDARD_IA",
              "ONEZONE_IA",
              "REDUCED_REDUNDANCY",
              "GLACIER_IR",
              "GLACIER",
              "DEEP_ARCHIVE",
              "ANY"
            ]
          },
          "warningThreshold": {
            "description": "Warning threshold capacity for the storage",
            "type": "integer",
            "format": "int32"
          }
        }
      },
      "api.StorageUsed": {
        "required": [
          "storage"
        ],
        "properties": {
          "data": {
            "description": "Number of bytes of object data stored",
            "type": "integer",
            "format": "int64"
          },
          "endpoint": {
            "description": "Endpoint that hosts this storage",
            "type": "string"
          },
          "entity": {
            "description": "Identifier for underlying physical media",
            "type": "string"
          },
          "label": {
            "description": "Label for bundled capacity information",
            "type": "string"
          },
          "location": {
            "description": "ID of location",
            "type": "string"
          },
          "optional": {
            "description": "Number of bytes of cached data stored",
            "type": "integer",
            "format": "int64"
          },
          "storage": {
            "description": "Space used by each storage that shares this physical media",
            "type": "array",
            "items": {
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              "$ref": "#/definitions/api.StorageEntity"
            }
          },
          "total": {
            "description": "Maximum capacity (if storage has one)",
            "type": "integer",
            "format": "int64"
          },
          "used": {
            "description": "Number of bytes of physical media used (including overhead)",
            "type": "integer",
            "format": "int64"
          }
        }
      },
      "api.StorageVerification": {
        "properties": {
          "alert": {
            "description": "Send alert messages when permanent read errors are encountered",
            "type": "boolean"
          },
          "full": {
            "description": "Perform a full verification of readable clones",
            "type": "boolean"
          }
        }
      },
      "api.Summary": {
        "required": [
          "totalManaged",
          "objectCount"
        ],
        "properties": {
          "objectCount": {
            "description": "Total Number of Managed Objects",
            "type": "integer",
            "format": "int64"
          },
          "totalManaged": {
            "description": "Bytes of Total Managed storage",
            "type": "integer",
            "format": "int64"
          }
        }
      },
      "api.System": {
        "required": [
          "os",
          "type",
          "name"
        ],
        "properties": {
          "id": {
            "description": "System identifier. Only present if the system is registered.",
            "type": "string"
          },
          "key": {
            "description": "The sphere activation key. Only present if the system is registered.",
            "type": "string"
          },
          "monitor": {
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            "description": "True if monitor events are sent to SpectraLogic.",
            "type": "boolean"
          },
          "name": {
            "description": "Name of the system",
            "type": "string"
          },
          "namespace": {
            "description": "The sphere name. Only present if the system is activated.",
            "type": "string"
          },
          "nightly": {
            "description": "Nightly processing time (in UTC).",
            "type": "string"
          },
          "os": {
            "description": "The system's operating system'",
            "type": "string"
          },
          "sequence": {
            "description": "Current sequence unique ID.",
            "type": "string"
          },
          "sphere": {
            "description": "The sphere credentials endpoint. Only present if the system is
activated.",
            "type": "string"
          },
          "time": {
            "description": "Current system time.",
            "type": "string",
            "format": "date-time"
          },
          "type": {
            "description": "Type of system",
            "type": "string",
            "enum": [
              "bp",
              "vm"
            ]
          }
        }
      },
      "api.SystemCommon": {
        "required": [
          "name",
          "os",
          "type"
        ],
        "properties": {
          "id": {
            "description": "System identifier. Only present if the system is registered.",
            "type": "string"
          },
          "key": {
            "description": "The sphere activation key. Only present if the system is registered.",
            "type": "string"
          },
          "monitor": {
            "description": "True if monitor events are sent to SpectraLogic.",
            "type": "boolean"
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          },
          "name": {
            "description": "Name of the system",
            "type": "string"
          },
          "nightly": {
            "description": "Nightly processing time (in UTC).",
            "type": "string"
          },
          "os": {
            "description": "The system's operating system'",
            "type": "string"
          },
          "sequence": {
            "description": "Current sequence unique ID.",
            "type": "string"
          },
          "sphere": {
            "description": "The sphere credentials endpoint. Only present if the system is
activated.",
            "type": "string"
          },
          "time": {
            "description": "Current system time.",
            "type": "string",
            "format": "date-time"
          },
          "type": {
            "description": "Type of system",
            "type": "string",
            "enum": [
              "bp",
              "vm"
            ]
          }
        }
      },
      "api.SystemUpdate": {
        "properties": {
          "key": {
            "description": "The sphere activation key",
            "type": "string"
          },
          "monitor": {
            "description": "True if monitor events are sent to SpectraLogic.",
            "type": "boolean"
          },
          "name": {
            "description": "Name of the system",
            "type": "string"
          },
          "nightly": {
            "description": "Nightly processing time (in UTC).",
            "type": "string"
          }
        }
      },
      "handlers.NodeRegistrationInfo": {
        "required": [
          "system",
          "token"
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        ],
        "properties": {
          "system": {
            "description": "System information",
            "$ref": "#/definitions/api.System"
          },
          "token": {
            "description": "Authentication token for the node GUI",
            "$ref": "#/definitions/rest.Token"
          }
        }
      },
      "handlers.PresignedS3Request": {
        "required": [
          "url"
        ],
        "properties": {
          "url": {
            "type": "string"
          }
        }
      },
      "license.Entitlement": {
        "required": [
          "dimension",
          "value"
        ],
        "properties": {
          "dimension": {
            "description": "Entitlement dimension",
            "type": "string"
          },
          "expires": {
            "description": "Entitlement expiration date",
            "type": "string",
            "format": "date-time"
          },
          "value": {
            "description": "Entitlement value. May be a string, float64, int32, or boolean.",
            "type": "string"
          }
        }
      },
      "license.SignedEntitlements": {
        "required": [
          "id",
          "entitlements",
          "signature"
        ],
        "properties": {
          "entitlements": {
            "description": "Entitlements",
            "type": "array",
            "items": {
              "$ref": "#/definitions/license.Entitlement"
            }
          },
          "id": {
            "description": "Machine ID",
            "type": "string"
          },
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          "signature": {
            "description": "Signature",
            "type": "string"
          }
        }
      },
      "rest.Credentials": {
        "required": [
          "username"
        ],
        "properties": {
          "challengeName": {
            "description": "The challenge to pass.",
            "type": "string"
          },
          "challengeResponses": {
            "description": "The responses for the given challenge.  This is required when
challengeName is supplied.",
            "type": "object",
            "additionalProperties": {
              "type": "string"
            }
          },
          "otp": {
            "description": "One-time password for multi-factor authentication. This is only used for
backends that don't support MFA challenges (e.g. BlackPearl)'.",
            "type": "string"
          },
          "password": {
            "description": "The password for the user.  This is only required when initially trying
to create a token and not when responding to a challenge.",
            "type": "string"
          },
          "session": {
            "description": "The session ID used to pass the challenge.  This is required when
challengeName is supplied.",
            "type": "string"
          },
          "username": {
            "description": "The user login name.",
            "type": "string"
          }
        }
      },
      "rest.SphereToken": {
        "properties": {
          "challengeName": {
            "description": "The challenge that must be passed first.",
            "type": "string",
            "readOnly": true
          },
          "challengeParameters": {
            "description": "The challenge parameters for the given challenge.",
            "type": "object",
            "additionalProperties": {
              "type": "string"
            },
            "readOnly": true
          },
          "session": {
            "description": "Temporary session ID used to pass a challenge.  This is only populated if
ChallengeName is populated.",
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            "type": "string",
            "readOnly": true
          },
          "sphere": {
            "description": "The Sphere that this token is valid for.",
            "type": "string",
            "readOnly": true
          },
          "token": {
            "description": "The JSON Web Token",
            "type": "string",
            "readOnly": true
          },
          "username": {
            "description": "The user login name.",
            "type": "string",
            "readOnly": true
          }
        }
      },
      "rest.Token": {
        "properties": {
          "challengeName": {
            "description": "The challenge that must be passed first.",
            "type": "string",
            "readOnly": true
          },
          "challengeParameters": {
            "description": "The challenge parameters for the given challenge.",
            "type": "object",
            "additionalProperties": {
              "type": "string"
            },
            "readOnly": true
          },
          "session": {
            "description": "Temporary session ID used to pass a challenge.  This is only populated if
ChallengeName is populated.",
            "type": "string",
            "readOnly": true
          },
          "token": {
            "description": "The JSON Web Token",
            "type": "string",
            "readOnly": true
          },
          "username": {
            "description": "The user login name.",
            "type": "string",
            "readOnly": true
          }
        }
      },
      "server.RequestError": {
        "required": [
          "code",
          "message"
        ],
        "properties": {
          "code": {
            "description": "a string identifying the type of error",
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            "type": "string"
          },
          "message": {
            "description": "a textual description of the error",
            "type": "string"
          }
        }
      },
      "server.ValidationErrorResponse": {
        "required": [
          "code",
          "message"
        ],
        "properties": {
          "code": {
            "description": "a string identifying the type of error",
            "type": "string"
          },
          "errors": {
            "description": "a map of attributes and the errors associated with each",
            "type": "object",
            "additionalProperties": {
              "type": "array",
              "items": {
                "$ref": "#/definitions/server.RequestError"
              }
            }
          },
          "message": {
            "description": "a textual description of the error",
            "type": "string"
          }
        }
      },
      "tseries.DataPoint": {
        "required": [
          "x",
          "y"
        ],
        "properties": {
          "x": {
            "description": "time of data point",
            "type": "string",
            "format": "date-time"
          },
          "y": {
            "description": "value of data point",
            "type": "number",
            "format": "double"
          }
        }
      },
      "users.User": {
        "required": [
          "id",
          "username",
          "email"
        ],
        "properties": {
          "email": {
            "description": "The user's email address",
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            "type": "string",
            "uniqueItems": true
          },
          "error": {
            "description": "True if the user wants to receive Error emails",
            "type": "boolean"
          },
          "id": {
            "description": "The user's ID (represented as the username)",
            "type": "string",
            "uniqueItems": true
          },
          "info": {
            "description": "True if the user wants to receive Info emails",
            "type": "boolean"
          },
          "username": {
            "description": "The user's username",
            "type": "string",
            "uniqueItems": true
          },
          "warning": {
            "description": "True if the user wants to receive Warning emails",
            "type": "boolean"
          }
        }
      },
      "users.UserCollection": {
        "required": [
          "data"
        ],
        "properties": {
          "data": {
            "type": "array",
            "items": {
              "$ref": "#/definitions/users.User"
            }
          }
        }
      },
      "users.UserPatch": {
        "properties": {
          "email": {
            "description": "User's email address'",
            "type": "string"
          },
          "error": {
            "description": "True if the user wants to receive Error emails",
            "type": "boolean"
          },
          "info": {
            "description": "True if the user wants to receive Info emails",
            "type": "boolean"
          },
          "warning": {
            "description": "True if the user wants to receive Warning emails",
            "type": "boolean"
          }
        }
      },
      "worker.CommonPrefixResult": {
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        "required": [
          "prefix"
        ],
        "properties": {
          "prefix": {
            "type": "string"
          }
        }
      },
      "worker.UpdateStatus": {
        "required": [
          "update"
        ],
        "properties": {
          "detail": {
            "type": "string"
          },
          "update": {
            "type": "string",
            "format": "int32"
          },
          "value": {
            "type": "integer",
            "format": "int32"
          }
        }
      }
    }
  }
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