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END USER LICENSE AGREEMENT
1. READ CAREFULLY
YOU SHOULD READ THE FOLLOWING TERMS AND CONDITIONS BEFORE ACCEPTING THIS END-USER
LICENSE AGREEMENT ("EULA"). THIS EULA IS A LEGAL AGREEMENT BETWEEN YOUR ORGANIZATION,
THE END USER, AND SPECTRA LOGIC CORPORATION ("SPECTRA") FOR THE SPECTRA SOFTWARE
PRODUCT WHICH INCLUDES COMPUTER SOFTWARE AND MAY INCLUDE ASSOCIATED MEDIA,
PRINTED MEDIA, AND "ONLINE" OR ELECTRONIC DOCUMENTATION (COLLECTIVELY, "SOFTWARE
PRODUCT"). BY INSTALLING, COPYING, OR OTHERWISE USING THE SOFTWARE PRODUCT, YOU AGREE
TO BE BOUND BY THE TERMS OF THIS EULA. IF YOU DO NOT AGREE TO THE TERMS OF THIS EULA,
YOU MAY NOT INSTALL, COPY, DOWNLOAD OR USE THE SOFTWARE PRODUCT. YOU AGREE THAT
YOUR USE OF THE SOFTWARE ACKNOWLEDGES THAT YOU HAVE READ THIS AGREEMENT,
UNDERSTAND IT, AND AGREE TO BE BOUND BY ITS TERMS AND CONDITIONS.

2. OWNERSHIP
It is understood and agreed that Spectra Logic Corporation, a Delaware corporation with offices at 6285 Lookout
Road, Boulder, CO 80301 ("Licensor") is the owner of all right, title and interest to the Software Product,
regardless of the media or form of the original download, whether by the World Wide Web, disk or otherwise.
You, as licensee ("Licensee") through your downloading, installing, copying or use of this product do not acquire
any ownership rights to the Software Product.

3. GENERAL
The Software Product is licensed, not sold, to you by Spectra for use only under the terms of this EULA. The
Software Product is protected by copyright laws and international copyright treaties, as well as other intellectual
property laws and treaties. The rights granted herein are limited to Spectra's and its licensors' intellectual
property rights in the Software Product and do not include any other patents or intellectual property rights. The
terms of this EULA will govern any software upgrades provided by Spectra that replace and/or supplement the
original Software Product, unless such upgrade is accompanied by a separate license in which case the terms of
that license will govern.

4. SOFTWARE PRODUCT

The Software Product, as used in this EULA, means, collectively and/or as applicable:

• Related explanatory written materials and instructions, and any other possible documentation related
thereto ("Documentation"); and

• Upgrades, modified versions, updates, additions and copies of the Software Product (the "Upgrades"), if
any, licensed to by Spectra under this EULA.

• The Software Product package;

• Any and all contents, components, attachments, software, media, and code with which this Agreement is
provided and delivered;

• Any and all images, photographs, art, art work, clip art, fonts or other artistic works (the "Art Work");

5. GRANT OF LICENSE AND RESTRICTIONS
A. Spectra grants you a non-exclusive, non-transferable End-User license right to install the Software Product

solely for the purpose for which it was created.

MAY 2026 3 BLACKPEARL NAS SOLUTION - USER GUIDE



B. Unless provided otherwise in the Documentation or by prior express written consent of Spectra, you shall
not display, modify, reproduce and distribute any Art Work, or portion(s) thereof, included with or
relating to the Software Product, if any. Any such authorized display, modification, reproduction and
distribution shall be in full accord with this EULA. Under no circumstances will your use, display,
modification, reproduction and distribution of the Art Work give you any Intellectual Property or
Proprietary Rights of the Art Work. All rights, title, and interest belong solely to Spectra.

C. Except for the initial loading of the Software Product, you shall not, without Spectra's express written
consent:

• Copy or reproduce the Software Product; or

• Modify, adapt, or create derivative works based on the Software Product or any accompanying materials.

6. DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS
A. Spectra will provide you with support services related to the Software Product ("Support"). Such Support

will be provided in accordance with the Spectra Master Support Agreement, available for download and
viewing on the Spectra Corporate Web site. Use of Support is governed by this EULA and Spectra's
Master Support Agreement.

B. Any supplemental software, code, content, or media provided to you in the course of Support shall be
considered part of the Software Product and subject to the terms and conditions of this EULA.

C. Spectra retains all right, title, and interest in and to the Software Product, and any rights not granted to
you herein are reserved by Spectra. You hereby expressly agree not to extract information, reverse
engineer, disassemble, decompile, or translate the Software Product, or otherwise attempt to derive the
source code of the Software, except to the extent allowed under any applicable law. In the event that such
activities are permitted by applicable law, any information you, or your authorized agent, discover shall
be promptly disclosed to Spectra and shall be deemed the confidential information of Spectra.

D. You shall not modify, sublicense, assign, or transfer the Software Product or any rights under this EULA,
except as expressly provided in this EULA. Any attempt to sublicense, assign, or transfer any of the
rights, duties, or obligations will be void.

E. You may permanently transfer all of your rights under this EULA, provided you retain no copies. The
other party must agree to accept the terms and conditions of the EULA.

7. ALL RESERVED

All rights not expressly granted herein are reserved by Spectra.

8. TERM
A. This License is effective until terminated. Licensee may terminate it at any time by destroying the

Software Product with all copies, full or partial, and removing all of its component parts.

B. Your rights under this EULA will terminate automatically without notice from Spectra if you fail to
comply with any term(s) or condition(s) of this EULA. In such event, no notice shall be required by
Spectra to effect such termination.

C. Upon termination of this EULA, you shall cease all use of the Software Product and destroy all copies, full
or partial, together with all backup copies, modifications, printed or written materials, and merged
portions in any form and remove all component parts of the Software Product.
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9. INTELLECTUAL PROPERTY RIGHTS
A. Spectra shall retain all right, title, and interest in the Software Product and to any modifications or

improvements made thereto, and any upgrades, updates or Documentation provided to End User. End
User will not obtain any rights in the Software Product, its updates, upgrades, and Documentation, as a
result of its responsibilities hereunder.

B. End User acknowledges Spectra's exclusive rights in the Software Product and that the Software Product
is unique and original to Spectra and that Spectra is owner thereof. Unless otherwise permitted by law,
End User shall not, at any time during or after the effective Term of the Agreement, dispute or contest,
directly or indirectly, Spectra's exclusive right and title to the Software Product or the validity thereof.

10. U.S. GOVERNMENT END USERS
The Software Product and related documentation are "Commercial Items," as that term is defined at 48 C.F.R.
§2.101, consisting of "Commercial Computer Software" and "Commercial Computer Software Documentation," as
such terms are used in 48 C.F.R. §12.212 or 48 C.F.R. §§227.7202-1 through 227.7202-4, as applicable. The
Commercial Computer Software and Commercial Computer Software Documentation are being licensed to U.S.
Government end users (a) only as Commercial Items and (b) with only those rights as are granted to all other
End Users pursuant to the terms and conditions herein. Unpublished rights reserved under the copyright laws of
the United States.

11. EXPORT LAW ASSURANCES
You may not use or otherwise export or re-export the Software Product except as authorized by United States
law and the laws of the jurisdiction in which the Software Product was obtained. In particular, but without
limitation, the Software Product may not be exported or re-exported (a) into (or to a nation or resident of) any
U.S. embargoed countries or (b) to anyone on the U.S. Treasury Department's list of Specially Designated
Nationals or the U.S. Department of Commerce Denied Persons List or Entity List. By installing or using any
component of the Software Product, you represent and warrant that you are not located in, under control of, or a
national or resident of any such country or on any such list.

12. DISCLAIMER OF WARRANTIES
YOU EXPRESSLY ACKNOWLEDGE AND AGREE THAT USE OF THE SOFTWARE PRODUCT IS AT YOUR
SOLE RISK AND THAT THE ENTIRE RISK AS TO SATISFACTORY QUALITY, PERFORMANCE, ACCURACY
AND EFFORT IS WITH YOU. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, AND
EXCEPT AS MAY BE STATED IN THE SPECTRA MASTER SERVICE AGREEMENT, THE SOFTWARE
PRODUCT IS PROVIDED "AS IS," WITH ALL FAULTS AND WITHOUT WARRANTY OF ANY KIND, AND
SPECTRA AND SPECTRA'S AFFILIATES (COLLECTIVELY REFERRED TO AS "SPECTRA" FOR THE
PURPOSES OF SECTIONS 12 AND 13) HEREBY DISCLAIM ALL WARRANTIES AND CONDITIONS WITH
RESPECT TO THE SOFTWARE PRODUCT, EITHER EXPRESS, IMPLIED OR STATUTORY, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES AND/OR CONDITIONS OF MERCHANTABILITY, OF
SATISFACTORY QUALITY, OF FITNESS FOR A PARTICULAR PURPOSE, OF ACCURACY, OF QUIET
ENJOYMENT, AND NON-INFRINGEMENT OF THIRD-PARTY RIGHTS. SPECTRA DOES NOT WARRANT
AGAINST INTERFERENCE WITH YOUR ENJOYMENT OF THE SOFTWARE PRODUCT THAT THE
FUNCTIONS CONTAINED IN THE SOFTWARE PRODUCT WILL MEET YOUR REQUIREMENTS, THAT THE
OPERATION OF THE SOFTWARE PRODUCT WILL BE UNINTERRUPTED OR ERROR-FREE, OR THAT
DEFECTS IN THE SOFTWARE PRODUCT WILL BE CORRECTED. NO ORAL OR WRITTEN INFORMATION
OR ADVICE GIVEN BY SPECTRA OR A SPECTRA AUTHORIZED REPRESENTATIVE SHALL CREATE A
WARRANTY. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES OR
LIMITATION ON APPLICABLE STATUTORY RIGHTS OF A CONSUMER, SO THE ABOVE EXCLUSION AND
LIMITATIONS MAY NOT APPLY TO YOU.
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13. LIMITATION OF LIABILITY
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL SPECTRA, ITS
AFFILIATES OR LICENSEES, BE LIABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT, OR
CONSEQUENTIAL DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS
OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR ANY OTHER
PECUNIARY LOSS) ARISING OUT OF THE USE OF OR INABILITY TO USE THE SOFTWARE PRODUCT OR
THE PROVISION OF OR FAILURE TO PROVIDE SUPPORT SERVICES, EVEN IF SPECTRA HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN ANY CASE, SPECTRA'S ENTIRE LIABILITY UNDER
ANY PROVISION OF THIS EULA SHALL BE LIMITED TO THE AMOUNT ACTUALLY PAID BY YOU FOR
THE SOFTWARE PRODUCT; PROVIDED HOWEVER, IF YOU HAVE ENTERED INTO A MASTER SUPPORT
AGREEMENT, SPECTRA'S ENTIRE LIABILITY REGARDING SUPPORT SERVICES SHALL BE GOVERNED BY
THE TERMS OF THAT AGREEMENT. BECAUSE SOME STATES AND JURISDICTIONS DO NOT ALLOW THE
EXCLUSION OR LIMITATION OF LIABILITY, THE ABOVE LIMITATION MAY NOT APPLY TO YOU.

14. CONTROLLING LAW AND SEVERABILITY
This EULA will be governed by and construed in accordance with the laws of the State of Colorado, as applied
to agreements entered into and to be performed entirely within Colorado between Colorado residents. This
EULA shall not be governed by the United Nations Convention on Contracts for the International Sale of Goods,
the application of which is expressly excluded. If for any reason a court of competent jurisdiction finds any
provision, or portion thereof, to be unenforceable, the remainder of this EULA shall continue in full force and
effect.

SYSTEM BIOS
Resetting the system BIOS when not authorized by Spectra Logic Technical Support invalidates the system
configuration. Spectra Logic reserves the right to charge for time and materials to reconfigure and recertify the
system.
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WHAT'S NEW
BlackPearl OS 5.9.2 brings with it the following changes and improvements:

User Interface Improvements

Multiple changes have been made to the BlackPearl user interface introduced in BlackPearl OS
5.9 to expand its feature set and improve user experience.
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Multi-Factor Authentication

The BlackPearl NAS offers multi-factor authentication, which enhances the security of your
BlackPearl NAS by using an authenticator app to confirm the identity of any user trying to log
in to the BlackPearl user interface. This prevents unauthorized access to the system even if the
user credentials needed to access the system are compromised.

Rack-Mount Hardware

The BlackPearl chassis are designed to mount in a standard 4-post, 19-inch (48.3 cm) rack
using just 2U (3.5 inches, 8.9 cm) or 4U (7 inches, 17.8 cm) of rack space, depending on the size
of the. Rack-mounting hardware is included with each BlackPearl NAS.

Replicated Configuration

The BlackPearl NAS has mirrored system drives and replicates the data on the system drives
to all data pools. If one or both boot drives fail, the recovers automatically when replacement
boot drives are installed.

Redundant Hardware

The features N+1 redundant power supplies and data drives that are hot-swappable for
uninterrupted operation. Any data drives not configured in a storage pool act as global spares.
A spare becomes active if a drive in a storage pool fails.

Network Attached Storage Features

Volume Snapshots

Volume Snapshots are images of a volume’s configuration and data makeup as they were
when the snapshot was generated. Snapshots are immutable and cannot be overwritten or
altered. This protects against any data deletions, encryption, revision, alterations, or
appendments. Restoring to triggered or time-based snapshots allow you to go “back in time”
and restore the volume to the state it was in when the snapshot was created.

Snapshot Change Threshold

The BlackPearl NAS allows you to set a threshold for the amount of data in a snapshot that
changes before a user is notified. Changes to the size of a snapshot may be caused by a
ransomware attack

File Sharing Connectivity for Major Operating Systems

The Network File System (NFS) and Common Internet File System (CIFS) protocols provide
connectivity to most major operating systems, including Microsoft® Windows®, macOS®,
UNIX®, and Linux®. Solid state disk drives may be installed in your system to improve NFS
performance.
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Data Replication

You can select to replicate data from the NAS volumes on the BlackPearl NAS to one or more
NAS replication targets.

Network File Interface

The Network File Interface (NFI) service allows you to automatically move data from your
BlackPearl NAS to one or more BlackPearl NAS gateways, without the need to use a DS3
client. Data is transferred on a schedule and data copied from the BlackPearl NAS to the
BlackPearl NAS can be configured to be kept on the BlackPearl NAS, or deleted. When a user
needs access to data deleted from the BlackPearl NAS, the BlackPearl NAS copies it back to
the BlackPearl NAS.

RAID-Protected Data Disks

Data drives in the BlackPearl NAS provide the’s storage capacity. Disk drives are grouped into
protected volumes with selectable parity options and automatic data integrity verification to
protect against data corruption.

Metadata Performance Drives

Metadata Performance Drives increase performance when searching metadata, restoring small
files, and in deduplication operations. These drives are dedicated to storing metadata
information about all objects on the pool and are useful if you search many files before
restoring them.

Write Performance Drives

The BlackPearl NAS supports even numbers of solid state drives as Write Performance drives.
The drives increase write speed to shared NFS volumes on the system.

Optional Hardware Features

HotPair

Two BlackPearl master nodes, a Gen2 X Series or Gen3 master node with two server modules
can be connected to multiple expansion nodes in a failover configuration. One master node
acts as the primary controller, and the other acts as the secondary. In the event that the
secondary controller detects a failure of the primary controller, it automatically takes over to
provide uninterrupted operation, without administrative intervention.

Expansion Nodes

Expansion nodes can be connected to a master node to increase over capacity of the. For Gen1
master nodes, the 44-bay expansion node holds up to 44 disk drives with an active bezel and
the 96-bay expansion node holds up to 96 disk drives. For Gen1 and Gen2 master nodes, the
77-bay and 107-bay expansion node holds up to 77 or 107 drives, respectively.
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Networking Interfaces

Gen3 Chassis

The BlackPearl Gen3 chassis offer Ethernet HBA in 10/25 Gbps or 40/100 Gbps speeds for the
data connection. The management interface uses a 1 Gbps Ethernet port.

Gen2 Chassis

1 Gigabit Ethernet

For the Gen2 X Series chassis includes an onboard 1 Gigabit Ethernet port to access the
BlackPearl User Interface.

For the Gen2 V Series chassis, two onboard 1 Gigabit copper ports (10GBase-T) provide
Ethernet connectivity for the with one dedicated port used to access the BlackPearl user
interface.

10GBase-T Ethernet Connectivity

For the Gen2 S Series chassis, two onboard 10 Gigabit copper ports (10GBase-T) provide
Ethernet connectivity for the with one dedicated port used to access the BlackPearl user
interface.

Optionally, the Gen2 S and V series may include a two-port 10GBase-T network interface card
to provide a data connections between hosts and the BlackPearl NAS.

25 Gigabit Ethernet

For Gen2 S and V Series chassis, an optional dual port, 25 Gigabit Ethernet (25 GigE) network
interface card can be installed to provide high-speed data connections between hosts and the
BlackPearl NAS.

100 Gigabit Ethernet

For Gen2 X Series chassis, a dual port, 100 Gigabit Ethernet (100 GigE) network interface card
is installed to provide Ethernet connectivity for the.

1 Gigabit IPMI

For all Gen2 Chassis, a 1 Gigabit Ethernet port provides access to the system IPMI interface.
On the Gen2 X series, the IPMI port is integrated with the BlackPearl management port.

Gen1 Chassis

10GBase-T Ethernet Connectivity

Two onboard 10 gigabit copper ports (10GBase-T) provide Ethernet connectivity for the with
one dedicated port used to access the BlackPearl user interface.

MAY 2026 23 BLACKPEARL NAS SOLUTION - USER GUIDE

CHAPTER 1 - PRODUCT OVERVIEW



10GBase-T Ethernet

An optional dual port, 10 gigabit copper (10GBase-T) network interface card can be installed
to provide high-speed data connections between hosts and the BlackPearl NAS.

10 Gigabit Ethernet

A dual port, 10 Gigabit Ethernet (10 GigE) network interface card is installed to provide high-
speed data connections between hosts and the BlackPearl NAS.

40 Gigabit Ethernet

An optional dual port, 40 Gigabit Ethernet (40 GigE) network interface card can be installed to
provide high-speed data connections between hosts and the BlackPearl NAS.
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Component Description

HotPair
Connection port

The HotPair connection port is only used in a HotPair configuration.

Monitor connector If necessary, you can connect a monitor to the VGA connector on the
chassis for troubleshooting purposes. Only connect a monitor for initial
configuration of the BlackPearl management port, or as directed by
Spectra Logic Technical Support.

Internal Components

The following table describes the internal field replaceable components in the server module.

Internal
Component Description

Boot drives Two NVMe M.2 boot drives provide high performance storage for the
operating system and BlackPearl user interface. The NVMe M.2 boot
drives are connected to the motherboard and are not hot-swappable.

Expansion slots
and optional
interface cards

The expansion slots accommodate optional interface cards to provide
additional connectivity.

• The Gen3 F series optionally includes:
• Up to two optional four-port 12 GB SAS cards provide connectivity
for up to eight 77-bay and 107-bay expansion nodes.
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Component Description

Server Power and
Reset buttons

The chassis powers on when power is connected or when the power button is
pressed. Use the user interface, not the power button, to power down the
chassis.

To power on the chassis, insert a blunt pointed object (such as a paper clip)
into the recessed opening to momentarily press the Power button.

If directed by Spectra Logic Technical Support, use the server Power and Reset
buttons to turn off power to the server module, or reset the server module
CPU. Insert a blunt pointed object (such as a paper clip) into the recessed
opening to press the Power or Reset button.

• Press the Power button momentarily to initiate the normal shut-down
sequence or to power on the server module.

• Press and hold the Power button for 4 or more seconds to immediately
power off the server module.

• Press the Reset button monumentally to reset the power module.

BlackPearl
management port
and IPMI port

The BlackPearl management port is used to connect to a browser-based user
interface to configure, manage, and monitor the Gen2 X Series BlackPearl NAS.
The BlackPearl management port cannot be used for data transfer.

The port has two status LEDs:

• Green - Indicates port activity at 1000 Mb.
• Amber - Indicates port activity at 100 Mb.
This port is also used to access the system IPMI interface using a separate
IP address than the BlackPearl management port.

USB ports Use these ports to connect a USB drive to the chassis to load configuration
keys, or to connect a USB drive, or USB keyboard to the chassis for
troubleshooting purposes as directed by Spectra Logic Technical Support. The
front bezel connects to the active server module's USB port while in
production use.

USB Mini-B port Provides a serial console connection to a USB serial port to access the
BlackPearl management console.

Mini DisplayPort Provides for a PCIe video connection to the BlackPearl management console.

Internal Components

The following table describes the internal field replaceable components.
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Internal
Component Description

Server module The server module in the Gen2 X Series BlackPearl NAS provides
Ethernet, SAS, USB, and other connections. A second identically
configured server module can be added for HotPair failover.

100 GigE Ethernet
ports

The two 100 Gigabit Ethernet (100 GigE) ports are used for data transfer
on an Ethernet network.

Expansion slots The expansion slots accommodate optional interface cards to provide
additional connectivity.

• Up to two optional four-port SAS card provide connectivity for up to
eight 77-bay and 107-bay expansion nodes.
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Internal Components

The following table describes the internal field replaceable components.

Internal
Component Description

Boot drives Two NVMe boot drives provide high performance storage for the
operating system and BlackPearl user interface. The NVMe boot drives are
connected to the motherboard and are not hot-swappable.

NVMe SSD drives The Gen 2 S Series supports up to 10 NVMe drives for special allocation,
metadata performance, and ZIL.

Expansion slots
and optional
interface cards

The expansion slots accommodate optional interface cards to provide
additional connectivity.

• The Gen2 V series includes a two port 10GBase-T card to provide data
connection between hosts and the Gen2 V series.

• The Gen2 S series optionally includes a two port 10GBase-T card to
provide data connection between hosts and the Gen2 S series.

• Up to two optional dual port 25 GigE cards provide a high-speed data
connection between hosts and the Gen2 S Series and Gen2 V Series
BlackPearl NAS. Ports of the same type can be aggregated for better
performance.

• Up to three optional four-port SAS cards provide connectivity for up to
nine 77-bay and 107-bay expansion nodes.
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Component Description

10GBase-T
Ethernet ports

The Gen2 S Series BlackPearl NASs include two 10GBase-T ports. The left
10GBase-T port is dedicated as the BlackPearl management port and
cannot be used for data transfer. The right 10GBase-T port can be used for
network connectivity on a 10GBase-T network.

Each port has two status LEDs:

• Activity / Link LED
• Off - No Link
• Blinking Yellow - Data activity
• On - Link

• Speed LED
• Off - Indicates 1 Gbps or 100 Mbps connection, or no link
• On - Indicates 10 Gbps connection

Notes:

• The 10GBase-T ports auto-negotiate down to 1 Gbps or 100 Mbps.
• Optional Ethernet cards can be added for data transfer.

BlackPearl
management port

The BlackPearl management port is used to connect to a browser-based
user interface to configure, manage, and monitor the BlackPearl NAS. The
BlackPearl management port cannot be used for data transfer.

MAY 2026 45 BLACKPEARL NAS SOLUTION - USER GUIDE

CHAPTER 1 - PRODUCT OVERVIEW

















Component Description

10 GigE ports The two 10 Gigabit Ethernet (10 GigE) ports can be used for network
connectivity on a 10 GigE network. A can contain different types of
network interface cards, but can only use one card at a time.

Note: Unless your BlackPearl NAS includes a 40 GigE card or a 10GBase-T card,
Spectra Logic recommends using the 10 GigE ports for data transfer to ensure
maximum performance.

Expansion slots
and optional
interface cards

The expansion slots accommodate optional interface cards to provide
additional connectivity.

• An optional 40 GigE or 10GBase-T Ethernet network interface card can
be used to provide a high-speed data connection between hosts and the
Gen1 Series S BlackPearl NAS. Ports of the same type can be aggregated
for better performance.

• Optional two-port SAS cards each provide connectivity for up to one 44-
bay expansion nodes, or up to two 77-bay, 96-bay, or 107-bay expansion
nodes.

• Optional four-port SAS cards each provide connectivity for up to two
44-bay expansion nodes, or up to four 77-bay, 96-bay, or 107-bay
expansion nodes.

• Optional two- or four-port Fibre Channel cards provide connectivity to
Fibre Channel tape drives in a Spectra Logic or supported tape library.
Each port connects to one drive.

BlackPearl
management port

The BlackPearl management port is used to connect to a browser-based
user interface to configure, manage, and monitor the Gen1 S Series
BlackPearl NAS. The BlackPearl management port cannot be used for data
transfer.

USB ports If necessary, you can use these ports to connect a USB drive, or USB
keyboard to the chassis for troubleshooting purposes. Only connect a USB
drive or keyboard as directed by Spectra Logic Technical Support.

Serial port The serial port is only used in a HotPair configuration.
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Component Description

Data drive status
LEDs

Two LEDs on each drive sled indicate the status of the drive. One LED is
for drive status while the other shows drive activity.

Empty drive sleds When fewer than the maximum number of drives are installed, empty
drive sleds are installed in the unused drive bays to prevent contaminants
from entering the enclosure and to maintain proper air flow.
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SOFTWARE

The software installed on the BlackPearl NAS boot drives includes the following:
• Operating system

• Logical volume manager and file system

• NFS and CIFS servers

Operating System

The operating system, running on the integrated application server, provides the foundation
for all software and applications running on the system.

Logical Volume Manager and File System

The BlackPearl NAS features a combined logical volume manager and file system which
controls the structure and management of the data storage on the system. The BlackPearl NAS
includes data verification to protect against corruption.

NFS and CIFS Servers

The NFS and CIFS servers running on the BlackPearl NAS provide network file system access
to host computers over an Ethernet network. NFS and CIFS shares can be accessed by most
major operating environments, including Microsoft Windows operating system, macOS
operating system, UNIX, and Linux.
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3. Select the Data # row and select Action > Edit from the menu bar. The Edit Data # dialog
box displays.

Note: Depending on your hardware configuration, the Edit Data # dialog box may look different
than what is shown below.

Figure 34 The Edit Data # dialog box.

4. Select the DHCP checkbox to configure the to automatically acquire an IPv4 address
using DHCP. This setting does not apply to IPv6.

5. To configure a static IP address, click the + button and enter the following information:

• IP Address—Enter a valid IPv4 or IPv6 address.

Note: You cannot enter an IPv4 address if you selected DHCP.

• Prefix Length—Enter the subnet mask.

Note: If desired, you can enter Aliases, multiple IP and prefix lengths assigned to the data port. Use
the + button to configure additional IP and Netmask addresses. You can configure a
maximum of 16 aliases.

6. If applicable, enter the IPv4 Default Gateway.

Notes: l If you selected DHCP, this option is unavailable.

l The gateway entered for the last configured IPv4 connection sets the default gateway
for the BlackPearl NAS.

7. If applicable, enter the IPv6 Default Gateway.

Notes: l The gateway entered for the last configured IPv6 connection sets the default gateway
for the BlackPearl NAS.

l The IPv6 Gateway does not need to be configured when the BlackPearl NAS is
connected to a SLACC network.

8. Change the MTU (Maximum Transmission Unit) value, if desired. If you set the MTU
value to something other than 1500, ensure that your switch configuration supports
larger MTU settings, as well as all the hosts on the network.

9. Click Save.
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Configure a Static Route

The BlackPearl NAS only supports communication with one default gateway. When
configuring a BlackPearl NAS with multiple data connections, each connection communicates
via the gateway entered when the connection was configured. The gateway entered for the last
configured connection sets the default gateway for the BlackPearl NAS.

When configuring a with multiple data connections, if each data connection only
communicates with its own network, a static route is not required. When an additional
network or external network is only available from one, but not all, of the data connections
configured on the BlackPearl NAS, a static route is required in order for the to communicate to
the additional network.

For example, if one data connection is on the 10.2.2.x network and another connection is on
the 10.2.4.x network, when the 10.2.3.x network is connected externally to the 10.2.4.x network,
a static route must be configured on the BlackPearl NAS to route communication with the
10.2.3.x network through the data connection on the 10.2.4.x network.

After creating the static route to the isolated network, you must create additional static routes
to each specific host computer on the isolated network. If the BlackPearl NAS receives a
request from an IP address that is not configured to a static route, then the request is sent to
the default gateway. If the default gateway is not connected to the IP address for isolation
reasons, the request fails.

Note: Static routes are only used with IPv4 addresses.

Use the instructions in this section to configure a static route.

1. Use the toolbar in the upper-right to select Configuration (wrench) > Network.

Figure 35 The Network screen.
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2. In the Static Routes pane, click New. The Add Static Route dialog box displays.

Figure 36 The Add Static Route dialog box.

3. In the Destination field, enter either an IPv4 host address or network address that you
want to access through the data connection.

4. Enter the network Gateway of the data connection used to communicate with the
isolated network.

5. Click Create.

6. Repeat for each host computer on the isolated network.
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Permission Description

SpectraApp A user with SpectraApp permission is required to load the BlackPearl
embedded dashboard in the StorCycle or RioBroker applications. See the
documentation for your Spectra software application for instructions on loading
the embedded dashboard.

Notes:

• A user with Administrator permission is required to create, edit, or delete a
SpectraApp user.

• The SpectraApp user requires Login permission in order to load the
embedded dashboard into an external Spectra software application.

Create a User

1. Use the toolbar in the upper-right to select Settings (gear icon) > Users.

Figure 37 The Users screen.
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Data Interface

Port Description

TCP 80/443 DS3 API (user configuratble)

TCP 8080/8443 DS3 API (user configuratble)

TCP 139/445 Samba/CIFS

UDP 137/138 Samba/CIFS

TCP 111 / 757 / 2049
/ 4045 / 4046

NFS Storage Stack

UDP 111 / 757 / 2049
/ 4045 / 4046

NFS Storage Stack

UDP 123 NTP

TCP 59373 BlackPearl NAS replication control link

TCP 59374 - 59400 BlackPearl NAS replication data transfer range

Firewall

Port Description

UDP 161 (SNMP
inbound)

This port must be open for your monitorig hosts to poll the
BlackPearl system.

TCP 25, 465, or 587
(SMTP outbound)

If you configure email alerts in the BlackPearl user interface, the
selected SMTP port must be open to allow the BlackPearl system
to make outbound connections to your mail server.

MTU Settings

The BlackPearl NASsupports MTU values of 1500-9000. If you configure the MTU value to
something other than the 1500 default value, make sure that your switch configuration and all
the hosts on the network support the larger MTU settings, to avoid an impact on performance.

Link Aggregation

If link aggregation is configured for the BlackPearl NAS, then network switches must support
link aggregation to aggregate or “trunk” the data ports together to provide higher bandwidth
to the.
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CONFIGURE CERTIFICATES

The BlackPearl NAS ships with non-signed SSL certificates for both the data and management
ports on the. Because the certificates are not signed, you must pass a security check every time
you attempt to access the management port to view the BlackPearl user interface, or when you
attempt to transfer data using the data port.

If desired, you can install signed, trusted SSL certificates for your data and management ports
so that you no longer need to pass the security check when accessing these ports.

IMPORTANT Starting with BlackPearl OS 5.6, the TLS version is updated to 1.3. Existing
certificates using TLS 1.2 must be updated to use the new protocol version.

The BlackPearl NAS accepts intermediate (chain) SSL certificates, and accepts RSA, DSA, and
ECC certificates. The BlackPearl NAS accepts both encrypted and non-encrypted certificates.

Use the instructions in this section to install an SSL certificate.

1. Use the toolbar in the upper-right to select Settings (gear icon) > Certificates. The
Certificates screen displays.

Figure 39 The Certificates screen.

2. Select either the Management or Data row, depending on for which port you want to
import a new SSL certificate.

MAY 2026 85 BLACKPEARL NAS SOLUTION - USER GUIDE

CHAPTER 3 - CONFIGURING NETWORK SETTINGS



3. Click Import. The Import Certificate dialog box displays.

Figure 40 The Import Certificate dialog box.

4. From your source SSL certificate file, copy the Certificate portion of the file and paste the
contents into the Certificate entry box.

Note: The certificate must be in PEM format.

5. From your source SSL certificate file, copy the Private Key portion of the file and paste
the contents into the Private Key entry box.

Note: The private key must be in PEM format.

6. If necessary, enter the Passphrase. The Passphrase is used to encrypt the private key.

7. Click Submit.
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CONFIGURE NETWORK SETTINGS

You can use the BlackPearl user interface to edit DNS and SNMP settings, set the system date
and time, and set the system hostname.

Configure DNS Settings

The DNS settings on the BlackPearl NAS are used to allow domain name lookup on the.

Use the following instructions to enter DNS information on the.

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > Network.

2. In the DNS pane, click Edit. The Edit DNS dialog box displays.

Figure 41 The Edit DNS dialog box.

3. Use the slider to select one of the following:

• DHCP - The determines the address of name servers and search domains
automatically.

• Manual - Enter information for name servers and search domains manually.

4. If you selected Manual, enter the following information:

a. Enter the IP address of one or more name servers in the Name Servers field.

b. Enter the URL of one or more search domains in the Search Domains field.

5. Click Submit.
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Configure SMTP Settings

Use the SMTP settings to associate the BlackPearl NAS with a mail server. The uses this SMTP
server to send emails whenever AutoSupport Logs (ASLs) or certain severites of messages are
generated.

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > Network.

2. In the SMTP pane, click Edit. The Edit SMTP dialog box displays.

Figure 42 The Edit SMTP dialog box.

3. Enter the SMTP Server and SMTP Port information.

4. Use the SMTP Authentication Type drop-down menu to select the authentication
required by your SMTP server.

5. If your SMTP server uses TLS (Transport Layer Security) authentication, select the TLS
Authentication checkbox and enter the required Username and Password information.

6. Enter an email address in the From Address field. This is the email address that displays
as the sender whenever the generates an email. This email address should uniquely
identify the BlackPearl NAS to assist in troubleshooting and be recognized by the SMTP
server as a valid domain address.

7. Click Submit.

MAY 2026 88 BLACKPEARL NAS SOLUTION - USER GUIDE

CHAPTER 3 - CONFIGURING NETWORK SETTINGS



Configure Date and Time

The date and time can be set manually or using NTP (Network Time Protocol). The NTP
settings are used to accurately control the current time on the BlackPearl NAS.

Note: If you plan to join an Active Directory domain, you must configure the BlackPearl NAS to use
NTP. If the system time and the Active Directory time are more than 5 minutes apart, joining
the domain fails.

Use the following instructions to configure the date and time on the.

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > Network.

2. In the Date and Time pane, click Edit. The Edit Date and Time dialog box displays.

Figure 43 The Edit Date and Time dialog box.

3. Use the slider to select Manual or NTP.

• If you select Manual:

a. Enter the current time in the Time field. Enter 12-hour time values and include AM
or PM. Alternatively, click the clock icon and select the desired time.

b. Enter values in the Date field. Alternatively, click the calendar icon and select the
desired date.

• If you select NTP (not shown):

a. Enter the NTP server information for the Primary NTP Server.

b. If desired, enter the NTP server information for the Secondary NTP Server.

4. Click Submit.

Change the System Name

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > Network.
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2. In the Network Interfaces pane, click Change System Name. The Change System Name
dialog box displays (not pictured).

3. Enter the desired System Name for the. The only allows letters, numbers, and the hyphen
character (-) in the system name.

Notes: l The system name cannot be only numbers.

l The hyphen character is only allowed when the system name uses a delimiter.

l The first section of the system name, up to a delimiter (for example, a period) cannot
be longer than 15 characters:

Valid - BlackPearl.domain.com

Invalid - BlackPearlGateway.domain.com

4. Click Submit.
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Edit Advanced Parameter

CAUTION
Improperly configuring advanced parameters can expose security vulnerabilities
and other serious issues. Advanced parameters should not be configured without
a full understanding of the consequences.

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > Services and
Protocols.

2. In the Active Directory pane, click Edit Parameter.

3. Edit the Parameter Name and Parameter Value as desired.

4. Click Submit.

Edit Domain

If desired, you can edit your Active Directory configuration to enable or disable support for
trusted domains.

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > Services and
Protocols.

2. In the Active Directory pane, click Edit Domain. The Edit Domain confirmation screen
displays (not shown).

3. Use the Allow Trusted Domains slider to select one of the following:

• Yes - Select this option if the Active Directory domain you want to join is a trusted
domain.

• No - Select this option if the domain is not a trusted domain.

4. Click Submit.

Delete Advanced Parameter

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > Services and
Protocols.

2. In the Active Directory pane, click Delete Parameter. The Delete Parameter confirmation
screen displays (not shown).

3. Click Delete.

Leave Domain

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > Services and
Protocols.
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2. In the Active Directory pane, click Leave Domain. The Leave Domain confirmation
screen displays (not shown).

3. Click Leave Domain.
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Configure the SNMP Service

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > Services and
Protocols.

2. In the SNMP pane, click Edit Settings. The Edit SNMP Settings dialog box displays.

Figure 45 The Edit SNMP Settings dialog box.

3. If desired, change the value of the Community String. Any incoming SNMP queries that
use a different community string than the one set here fail. If no community string is
specified, then the BlackPearl NAS responds to all SNMP queries.

4. Enter the primary contact for the BlackPearl NAS in the Contact field.

5. Enter the physical location of the in the Location field.

6. Click Submit.

Add SNMP Clients

After configuring the SNMP service, you must add clients to make SNMP queries to the
BlackPearl NAS.

Here is how you add an SNMP client:

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > Services and
Protocols.
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Figure 47 The Edit Management dialog box.

3. Select the DHCP checkbox to configure the to automatically acquire an IPv4 address
using DHCP. This setting does not apply to IPv6.

IMPORTANT
If you select DHCP, you are not able to see the IP address assigned by DHCP
before you are logged out of the BlackPearl user interface. Contact your system
administrator to determine the DHCP address for the management port.

4. To configure a static IP address, click the + button and enter the following information:

• IP Address—Enter a valid IPv4 or IPv6 address.

Note: You cannot enter an IPv4 address if you selected DHCP.

• Prefix Length—Enter the subnet mask.

Note: If desired, you can enter Aliases, multiple IP and prefix lengths assigned to the data port. Use
the + button to configure additional IP and Netmask addresses. You can configure a
maximum of 16 aliases.

5. If applicable, enter the IPv4 Default Gateway.

Note: The gateway entered for the last configured IPv4 connection sets the default gateway for the
BlackPearl NAS.
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CREATE A NAS STORAGE POOL

When creating a new NAS pool, keep the following in mind:

• Each storage pool requires a minimum of one drive. Spectra Logic recommends using eight
drives or more in a storage pool to reduce the impact of the overhead. Overhead is the
space on the storage pool used to store parity data, and not used for data storage.

• Drives can only be associated with one storage pool. To create a new storage pool using
drives that are already configured in an existing storage pool, you must first delete the
existing storage pool. You can then create a new storage pool using newly available drives.

• Any drives not configured in storage pools act as global spare drives. If a drive failure
occurs, the immediately activates a global spare. When the failed drive is replaced it
becomes a spare.

• Spectra Logic recommends leaving at least one drive for a global spare.

Use the following steps to create a new NAS storage pool.

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > NAS.

2. In the Pools pane, click New. The Create Pool dialog box displays.

Figure 48 The Create Pool dialog box.
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3. Configure the storage pool as required for your environment. As you make changes, the
screen updates to show the characteristics of the new pool.

4. Enter a Pool Name. The pool name is limited to 48 characters.

Notes: l The combined storage pool and volume name must be 78 characters or fewer. To avoid
problems sharing volumes, Spectra Logic recommends a pool name of 32 characters or
fewer.

l Each pool name must be unique. This field is case sensitive. Only the following special
characters are allowed: hyphen (-), underscore (_), colon (:), and period(.).

5. Enter a percentage for High Water Mark. When the used space on the pool reaches this
percentage, an alert is generated. Enter 0 if you do not want to set an alert level.

6. If desired, use the slider to enable Power Saving Mode. This option allows the disk
drives in a disk pool to spin down after 60 minutes of inactivity.

Notes: l This option is only available if all disk drives in the disk pool are capable of power
saving mode.

l Spectra Logic recommends leaving Power Saving Mode disabled.

7. If desired, use the slider to enable Auto Trim. The option automatically removes unused
data blocks from SSD and NVMe drives by marking deleted files as immediately ready
for reuse, improving drive performance and longevity.

8. Use the Drive Type drop-down menu to select the disk drive type to use for the storage
pool. Only one drive type can be used in a nearline pool.

Note: Any drive not in a disk pool acts as a global spare. A global spare drive is activated as soon as a
drive configured in a disk pool fails.

9. Use the Count drop-down menu to select the number of drives of the previously selected
type to use in the storage pool. If you plan to optimize the drive for capacity or
performance, select an even number of drives.
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10.Use the Protection Level drop-down menu to select the level of RAID protection to use
on the storage pool:

• Mirror—Data is striped across two mirrors. Any detected data corruption is
corrected using checksums. This type of RAID offers the best performance for small
random reads and writes.

• Single—Data is striped across multiple single-parity arrays, which can tolerate one
drive failure without data loss. This type of RAID has faster performance than
double- and triple-parity based RAIDs.

• Double—Data is striped across multiple double-parity arrays, which can tolerate two
drive failures without data loss. In most cases, double-parity provides the best
balance between data protection, performance, and storage capacity.

• Triple—Data is striped across multiple triple-parity arrays, which can tolerate three
drive failures without data loss. This type of RAID provides the most data
protection.

• None—The pool is not configured to provide data protection. Any drive failure
results in data loss.

Note: Spectra Logic does not recommend setting protection to None.

11.Use the Optimization Level slider to select one of the following:

• Capacity - The pool has more storage space, but slower performance.

• Performance - The pool is faster at reading and writing data with less overall
capacity.

12.Use the Write Performance Drive Type drop-down menu to select the disk drive type to
use for the write performance drives, which increase write performance when the pool is
shared using NFS.

Note: This feature is only intended for storage pools with NFS shares and typically has little impact
on CIFS share performance.

13.Use the Count drop-down menu to select the number of write performance drives to add
to the storage pool.

14.Use the Metadata Performance Drive Type drop-down menu to select the disk drive type
to use for metadata performance drives, which improve performance for restoring small
files, deduplication operations, and when searching metadata.

Note: These drives are permanently part of the storage pool and cannot be removed.

15.Use the Count drop-down menu to select the number of metadata performance drives to
add to the storage pool.

Note: Metadata Performance drives can only be selected in multiples of three.

16.Click Submit.
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CREATE A VOLUME

Before you begin using a disk pool to store data, you must create one or more volumes to
organize how the information is stored on the pool. After you create a volume, you can share
the volume using NFS or CIFS, but you cannot share a volume using more than one method.

Volumes are thin provisioned, so it is possible for the combined allocated maximum storage of
all volumes to exceed the physical space available.

Use the following steps to create a volume on a disk pool.

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > NAS.

2. Under Volumes pane, click New. The Create Volume dialog box displays.

Figure 49 The Create Volume dialog box.
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3. Enter a Volume Name. Volume names are limited to 62 characters or fewer.

Notes: l The combined disk pool and volume name must be 78 characters or fewer.

l NFS does not allow spaces in share names. As a result, any spaces in the volume name
are replaced by underscores in the corresponding NFS share name. The BlackPearl user
interface displays the volume name without the underscores. For example, for a
volume named Share One, the corresponding NFS share is named Share_One to
external network computers, but it is named Share One in the BlackPearl user
interface.

4. Use the Pool drop-down menu to select a previously configured disk pool on which you
want to create a volume.

5. Enter a Snapshot Change Threshold percentage. This specifies the percentage of data
change between consecutive snapshots that triggers a possible ransomware warning. If
the percentage of data changes by more than the threshold, a message displays in the
BlackPearl user interface, and an email is sent to the Administrator if the Administrator
user is configured to receive warning emails.

Notes: l Allowed values are between 0 and 99.

l Spectra Logic recommends configuring the Administrator user to receive emails when
a warning event occurs.

l The BlackPearl NAS uses unique data to detect the specified percentage change when
data is deleted. If you enable compression for this volume, when you change the data
on the source, the percentage change on the source and the percentage change in the
snapshot may not be the same. The BP uses the percentage change of the snapshot to
determine when to trigger a warning.

6. Configure the Minimum Size:

Select the desired Unit size from the drop-down menu and enter a numerical value for
the minimum size in the Min Size text box to the left of the unit size drop-down menu.
This space is allocated immediately if there is sufficient space available on the disk pool.
If there is insufficient space available, volume creation fails.

Note: Leave the Minimum Size and Maximum Size blank to create the volume with access to all
available space on the disk pool.

7. Configure the Maximum Size:

Select the desired Unit size from the drop-down menu and enter a numerical value for
the maximum size in the Max Size text box to the left of the unit size drop-down menu.

Notes: l Volumes are thin provisioned, so it is possible for the combined allocated maximum
storage of all volumes to exceed the physical space available.

l Leave the Minimum Size and Maximum Size blank to create the volume with access
to all available space on the disk pool.
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Configure NFI Volume Policy

IMPORTANT The options for the NFI Volume Policy are only used to transfer files from the NAS
volume to object storage on a BlackPearl NAS.

Figure 50 The Create Volume dialog box - NFI Options.
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5. The network address displayed for Volume Mount Point is the address of the share you
are currently configuring.

Note: Before mounting an NFS share, make sure the client supports the NFSv3 protocol and properly
handles file locking.

6. If desired, enter a comment in the Comment field. This comment only displays on the
BlackPearl user interface.

7. In the Host Access Control pane, enter the IP address and permission level of all hosts
that you want to access the volume. Hosts not listed are not able to access the volume. In
addition to the host IP address, you must include one of the following permission
parameters for each host you add to the BlackPearl NAS.

Parameter Description

norootsquash Root Access—The host can access the NFS share with root access to the share.
This host is used to set permissions for rootsquash users.

rootsquash Standard Access—The host can access the NFS share, but does not have root
access. Standard access allows write permission to the share, but does not
allow the user to delete, modify, or rename files for which they do not have
write permission.

ro Read Only—The host can access the NFS share, but cannot write data to the
shared volume.

For example, entering “192.168.32.25 rootsquash” allows the specified host to
access the share with standard access.

If you want to allow all hosts to access the share, type * and include the permission
parameter. For example, entering "* norootsquash" allows all hosts to access the share
with root access.

8. Click Submit.
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3. In the Shares pane, use the slider on the right side to select CIFS.

Figure 53 The NAS screen - Shares pane - CIFS.

4. In the Shares pane, click New. The Create CIFS Share dialog box displays.

Figure 54 The Create CIFS Share dialog box.

5. Enter a Share Name for the CIFS share. This is the name that is displayed in Active
Directory configurations.

6. Use the Volume drop-down menu to select the previously configured volume you want
to share using CIFS.

Note: Creating a CIFS share on a case-sensitive volume reduces performance.
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7. Enter the desired network access for the Path to the share. The default path allows access
to the root of the volume.

After creating the CIFS share, you can connect to it using your Windows-based host and
create subdirectories in the share. You can use the Path field to allow access to specific
directories by specifying the exact subdirectory.

For example, if you enter /home/user in the path field, any user that connects to this
CIFS share only has access to the “user” directory, even if the “home” volume contains
other directories.

Note: If you use a path that starts with two slashes (for example \\path) you are unable to edit
permissions after the share is created.

8. Use the Read Only slider to select one of the following:

• Enabled - The system prevents any data from being written to the share.

• Disabled - Both read and write operations are available.

9. Click Submit.
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Set Permissions for a CIFS Share

When a CIFS share is created, the default permission is “Everyone”. This allows the user
creating the initial shares to easily set the proper permissions for additional users without
requiring the Active Directory Domain administrator password.

1. Mount the new CIFS share to your Microsoft Windows operating system host.

2. Using Windows Explorer, right-click on the CIFS share, and select Properties. The
General tab of the Properties window displays.

Note: You cannot use the Computer Management panel to set permissions on CIFS shares.

Figure 55 The Properties window.

MAY 2026 113 BLACKPEARL NAS SOLUTION - USER GUIDE

CHAPTER 4 - CONFIGURING NETWORK ATTACHED STORAGE



3. Click Security. The Security tab displays.

Figure 56 The Security tab.

4. Add, or remove users, or modify permissions for users as needed for your storage
environment.

5. Click OK.

Note: If you remove the "Everyone" group permission in Windows, you must log out of Windows,
and then log in again for the change to take effect.
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CONFIGURE NFS AND CIFS SERVICES

The NFS and CIFS services are methods of sharing NAS volumes for use by other computers
on the network.

Configure the NFS Service

If desired you can configure the transmission protocols and number of threads used by the
NFS service. Use the following steps to edit the NFS service.

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > NAS.

2. In the NFS pane, click Edit. The Edit NFS Settings dialog box displays (not shown).

3. Use the sliders to enable or disable the TCP and UDP transmission protocols.

4. Enter the number of Threads for use by the service.

Note: The default setting is sufficient for most network configurations.

5. Click Save.

Configure the CIFS Service

If desired, you can add an advanced parameter for the CIFS service. Advanced parameters are
used to adjust/set global or share specific Samba parameters.

Additionally, parameters can be edited and deleted after they are created.

CAUTION
Improperly configuring advanced parameters can expose security vulnerabilities
and other serious issues. Advanced parameters should not be configured without
a full understanding of the consequences.

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > NAS.

2. In the CIFS pane, click Add Parameter. The Add Advanced Parameter dialog box
displays (not shown).

3. Enter the desired Parameter Name and Parameter Value.

4. Click Create.
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Add a NAS Target

Use the instruction in this section to add a NAS target.

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > NAS.

2. In the Replication Targets pane, use the Replication Type drop-down menu to select
NAS.

Figure 57 The NAS screen - Replication Targets pane.

3. In the Replication Targets pane, click Add NAS Target. The Add Target dialog box
displays.

Figure 58 The Add Target dialog box.

4. Enter the IP address or hostname of the target’s management port in the Replication
Target field.

Note: Do not use http:// or https:// to precede the IP address or hostname.

5. Enter the IP address of the target’s data port in the Replication Target Data IP Address
field.

Note: Do not use http:// or https:// to precede the IP address or hostname.
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Configure Volumes for NAS Replication

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > NAS.

Figure 59 The NAS screen - Volumes pane - Details button.

2. In the Volumes pane, on the right side, click the Details button for the Volume you want
to enable NAS replication. The details screen for the volume displays.

Figure 60 The Volume details screen - Replication.

3. Select the Replication tab at the top of the screen.
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9. Use the Repeat drop-down menu to select one of the following:

• Select Hourly and use the Hours and Minute drop-down menus to select values for
Every _ Hours at Minute _. These values specify the interval in hours between
replicating data, and the number of minutes after the top of the hour when the job
starts. For example, if the values are set to 4 and 15, a data is replicated every four
hours, at 15 minutes after the hour.

• Select Daily and enter a value for Every to specify the interval, in days, between
replicating data. Then use the Hour and Minute drop-down menus to specify the
time of day to start the replication.

• Select Weekly and use the Every drop-down menu to select one or more day(s) of the
week on which to replicate data. Then use the Hour and Minute drop-down menus
to specify the time of day to start the job.

10.Click Submit.
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VOLUME SNAPSHOTS

Volume Snapshots are images of a volume’s configuration and data makeup as they were
when the snapshot was generated. Restoring to a previously created snapshot allows you to go
“back in time” and restore the volume to the state it was in when the snapshot was created.

Notable features of volume snapshots are:

• Snapshots are immutable to the outside word. Snapshots cannot be overwritten or
altered, and can only be deleted by a BlackPearl administrator.

• Snapshots can be used to restore access to data in the case of a ransomware attack, and
can be useful in restoring a file that was accidentally deleted.

• Snapshots are created manually, on a schedule, or triggered by external applications
such as the Spectra StorCycle application.

Volume snapshots are retained on the until they are manually deleted, or the set Maximum
Number of Snapshots limit is reached. When the limit is reached, the oldest snapshot is
deleted, freeing up the capacity held by that snapshot.

Snapshots are created instantly without any impact to system performance. Snapshots initially
occupy very little space on the storage pool, but grow as data is modified or deleted, because
this data must be retained by the snapshot.

For example, if you write 100 GB to the volume, and then make a snapshot of that data, the
snapshot is 0 bytes in size, as it simply points to the existing data. However, if that 100 GB is
deleted, the snapshot grows to 100 GB, because it must retain the data. When the snapshot
containing the 100 GB of data is deleted, either manually or based on schedule retention, then
100 GB of capacity is made available for new data.

Create a Snapshot
Here is how you create a snapshot:

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > NAS.

2. In the Volumes pane, select the row of the volume for which you want to generate a
snapshot, then click the Details button on the right-hand side of the row.

Figure 62 The NAS screen - Volumes pane - Details button.
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3. On the Volume Details window, click Snapshots.

4. In the Snapshots pane, click New.

Figure 63 The Volume Details window -
Snapshots pane - New Snapshot button.

5. Enter a Name for the Snapshot.

Figure 64 The New Snapshot dialog box.

6. Click Submit.
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Configure a Snapshot Schedule

Snapshot schedules can be configured at intervals based on hours, number of days, or days of
the week.

Here is how you configure a snapshot schedule:

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > NAS.

2. In the Volumes pane, select the row of the volume for which you want to configure a
snapshot schedule, then click the Details button on the right-hand side of the row.

Figure 65 The NAS screen - Volumes pane - Details button.

3. On the Volume Details window, click Snapshots.

4. In the Snapshot Schedules pane, click New.

Figure 66 The Volume Details window -
Snapshots pane - New Snapshot
Schedule button.
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Delete Snapshots

Here is how you delete one or more snapshots:

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > NAS.

2. In the Volumes pane, select the row of the volume for which you want to delete a
snapshot, then click the Details button on the right-hand side of the row.

Figure 68 The NAS screen - Volumes pane - Details button.

3. On the Volume Details window, click Snapshots.

4. In the Snapshot pane, do one of the following:

• To delete a single snapshot - select the snapshot and click Delete.

• To delete all snapshots - click Delete All.

A confirmation screen displays (not shown).

5. Enter the required information in the entry field to confirm the deletion, then click
Submit.
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4. In the snapshots list, select the snapshot you want to use to restore the volume and click
Rollback. A confirmation screen displays.

CAUTION
Rollback deletes all data changes made after the snapshot was created, and
deletes any snapshots that were saved after the one you are using for the restore
process. This action cannot be undone.

Figure 72 Confirm the volume snapshot rollback.

5. Click Rollback.

Retrieve a Single File from a Snapshot

If you only need to restore a single file, you do not need to restore an entire snapshot. Use the
following instructions to retrieve a single file from a snapshot.

Note: Use Windows Explorer or Linux/Unix command line to complete this procedure.

Use the instructions in this section to retrieve a single file from a snapshot.

1. If necessary, locate the snapshot from which you want to restore a file.

a. Use the toolbar in the upper-right to select Configuration (wrench icon) > NAS.

b. In the Volumes pane, select the row of the volume for which you want to restore a
snapshot, then click the Details button on the right-hand side of the row.

Figure 73 The NAS screen - Volumes pane - Details button.

MAY 2026 130 BLACKPEARL NAS SOLUTION - USER GUIDE

CHAPTER 5 - CONFIGURING SECURITY AND DATA PROTECTION FEATURES



c. Locate the snapshot from which you want to restore a file and record the name, if
desired.

Figure 74 The NAS screen - Volumes pane -
Snapshot name.

2. Using a remote host that has access to the shared volume for which you need to restore a
single file, map the share containing the snapshot to the remote host (for example “Z:\”)

3. You cannot browse to the snapshots directory using Windows explorer, you must enter
the full path of the snapshot from which you want to retrieve a file in the Windows
explorer address bar. Snapshots are organized as follows:

Z:\.zfs\snapshot\snapshot name

4. The specified directory displays. All files contained in the snapshot display.

5. Locate the file you want to restore and copy it to the appropriate location.
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MULTI-FACTOR AUTHENTICATION

The Spectra BlackPearl NAS offers multi-factor authentication as part of Attack Hardened
storage, which enhances the security of your by using Google Authenticator or Microsoft
Authenticator to confirm the identity of any user trying to log in to the BlackPearl NAS. This
prevents unauthorized access to the even if the user credentials needed to access the system
are compromised.

Multi-factor authentication works on a per-user basis by generating a token in the form of a
QR code for a selected system user. The user scans the QR code using the Authenticator app to
complete the account creation. After the QR code is scanned, the Authenticator app generates
a six-digit number every 30 seconds, and does not require cell or internet access to generate
these codes.

After multi-factor authentication is enabled, when the user attempts to log in to the BlackPearl
user interface, after entering their username and password, they must enter the six-digit
number generated by the Authenticator app within 30 seconds to complete the log in.

Enable Multi-Factor Authentication for a User

Notes: l Only Administrator users can configure the Attack Hardened Service and enable Multi-
Factor authentication for a user.

l The user account on the target system configured for NAS replication cannot use
multi-factor authentication.

1. If necessary, download and install Google Authenticator or Microsoft Authenticator on
your mobile phone.

2. In the BlackPearl user interface, u se the toolbar in the upper-right to select Settings
(gear icon) > Users.

Figure 75 The Users screen - MFA Per User button.

3. If necessary, enable the MFA feature:

a. Click MFA Per User. A confirmation screen displays (not pictured).

b. Enter CHANGE MFA in the entry field, then click Submit.
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3. Enter the Username and Password.

Figure 77 The Login screen with Multi-Factor
Authentication enabled on the system.

4. Using Google Authenticator on your phone, enter the six-digit Multi-Factor
Authentication Code for the user.

Notes: l The code refreshes every 30 sections. If the code refreshes before you complete the
login, you must clear the field and enter the new code.

l If you have more than one user or BlackPearl NAS configured in Google Authenticator,
use the username@systemname to locate the correct code. The system name is
displayed under the product name on the login screen.

5. Click Login.

Update Multi-Factor Authentication for a User

If desired, you can update the token that the Authenticator app uses to generate the MFA
code. This is necessary if you disabled the Attack Hardened service, and then later re-enabled
the service. This can also be used to provide enhanced security as required by your security
environment by updating authentication credentials while still maintaining access for the user.

1. Use the toolbar in the upper-right to select Settings (gear icon) > Users.

MAY 2026 134 BLACKPEARL NAS SOLUTION - USER GUIDE

CHAPTER 5 - CONFIGURING SECURITY AND DATA PROTECTION FEATURES



2. Select the user and then click Change MFA. The Change MFA dialog box displays.

3. Use the slider to select Update MFA.

Figure 78 The Change MFA dialog box.

4. Use the Authenticator app on your phone to scan the QR code displayed in the
BlackPearl user interface. The username and BlackPearl NAS name display in the
Authenticator app, and the authenticator begins generating codes for the user.

5. In the BlackPearl user interface, in the Confirm MFA Code dialog box, enter CHANGE
MFA, and click Submit.

The next time the user logs into the BlackPearl user interface, they must use the code
generated by the Authenticator app to complete the log in process.

Disable Multi-Factor Authentication for a User

Use this option to no longer require a user to enter an MFA code when logging in to the
BlackPearl user interface.

1. Use the toolbar in the upper-right to select Settings (gear icon) > Users.

2. Select the user and then click Change MFA. The Change MFA dialog box displays (not
shown).

3. Use the slider to select Disable MFA.

4. In the dialog box, enter CHANGE MFA, and click Submit.

The user is no longer required to enter a six-digit authentication code when logging in to
the BlackPearl user interface.
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Unlock the Self-Encrypting Drives

If necessary, use the instructions below to manually unlock the self-encrypting drives after the
initializes.

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > Services and
Protocols.

2. In the Encryption pane on the Users screen, click Unlock All Disks. The Unlock All Disks
dialog box displays.

Figure 81 The Unlock All Disks dialog box.

3. Enter the encryption Password.

4. Enter the User Password of the user currently logged in to the BlackPearl user interface.

5. Click Submit.
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VIEW SYSTEM MESSAGES

Check the system messages regularly. These messages provide important information about
the BlackPearl NAS and its operation. Reviewing the messages is the first step in
troubleshooting.

Types of Message Severity

Messages displayed in the BlackPearl user interface use one of the below severities:

Type Description

Information Notifies the user about an event that requires no action and does
not fit the other categories.

Success Notifies the user of successful completion of an event.

Alert Notifies the user that a failure as part of normal operation
occurred which requires some sort of user interaction, and until
this occurs, adverse impact to the BlackPearl NAS may occur.

Warning Notifies the user of a failure that may adversely impact the
BlackPearl NAS.

Critical Notifies the user of a failure that caused significant adverse
impact to the BlackPearl NAS.
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VIEW PERFORMANCE METRICS

The Performance screen displays performance metrics for the BlackPearl storage pools, CPUs,
network traffic, and individual disk drives. Performance graphs can be configured to display
either the last 5 minutes of activity, or the last 24 hours.

Here is how you view performance metrics:

1. From the left-hand menu, click Performance.

Figure 87 The Performance screen.

2. Select Pools, CPU, Network, or Disk Drive to display performance information about the
selected component.

3. Use the Name drop-down menu in the upper-right corner to select an individual
component of the selected category.

4. Use the Length drop-down menu to select the time interval to display. The data can be
displayed in 6 second increments (5 minutes total) or 1 hour increments (1 day total).

5. Use the Element buttons at the top of the graph to select to display or hide graph
elements.

Figure 88 The Performance screen - Element buttons.
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6. To see the performance data in greater detail, use the mouse to click and drag the cursor
horizontally over the section of the detail graph that you want to magnify. The
highlighted section of data is shown on the graph.

7. Click Reset Zoom to reset the graph to the default view.

8. If desired, click Download CSV to download a comma separated value file containing the
data for the graph you are currently viewing. The file can then be imported into
Microsoft Excel® or other software applications that support this file type.
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VIEW REPORTS

The Reports screen allows you to generate reports on all aspects of the BlackPearl NAS,
including component status, and configuration. Reports can be downloaded in either JSON or
XML format.

1. From the left-hand menu, click Reports.

Figure 89 The Reports screen.

Note: Depending on the configuration of your BlackPearl NAS, the information displayed may look
different than the image above.

2. Select the All checkbox next to the report(s) you want to generate, or select individual
components.

3. Use the Download Format slider to select either JSON or XML formatting for the
downloaded report(s).

4. Click Download Report. The selected reports are saved to your local host.
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Color Display Condition

Pulsing Red The Visual Status Beacon lost communication with the . This can
occur if the experiences a software hang.

No Light The BlackPearl NAS is powered off.

Note: Other patterns may display if the front bezel is not properly seated on the chassis.
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Configuring the Visual Status Beacon Color

The BlackPearl NAS is configured to display a purple scrolling light on the Visual Status
Beacon when the is operating normally. If desired, you can change the color displayed for
normal operation.

To configure the bezel color, you must access the legacy user interface used in BlackPearl
OS 5.8.x and earlier. Functionality to configure the bezel color will be added to the new user
interface in a later version of the BlackPearl OS.

1. Using a standard web browser, enter the IP address for the BlackPearl management port
and append the address with "/legacy". For example:

https://ipaddress/legacy

2. Use the toolbar in the upper-right to select Status > Hardware, or click the Hardware
pane on the Dashboard, or click the Hardware link on the status bar. The Hardware
screen displays.

3. Click Bezel. The Bezel pane of the Hardware screen displays.

4. Click the colored box next to Select Bezel Color. The color picker window displays.

Figure 91 Use the color picker to set the color of the Visual Status Beacon
when the is operating normally.

5. Use the color picker to select the color to display when the is operating normally.
Optionally, you can enter an HTML color code in the entry field.

Note: Spectra Logic recommends against using yellow, orange, or red, so that you can more easily
determine if the is in a warning or error state.

6. Click Choose to set the color of the Visual Status Beacon.
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Flash the Visual Status Beacon

To activate the visual status beacon to flash blue, you must access the legacy user interface
used in BlackPearl OS 5.8.x and earlier. Functionality to enable this feature will be added to a
later version of the BlackPearl OS.

1. Using a standard web browser, enter the IP address for the BlackPearl management port
and append the address with "/legacy". For example:

https://ipaddress/legacy

2. Use the toolbar in the upper-right to select Status > Hardware, or click the Hardware
pane on the Dashboard, or click the Hardware link on the status bar. The Hardware
screen displays.

Figure 92 The Turn Beacon On button.

3. In the chassis graphic, click Turn Beacon On. Click the button again to stop the beacon
from flashing.
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Gen2 S Series and Gen2 V Series Chassis

The table below lists each system status LED, in order from left to right, and its function.

Figure 95 The top right section of the front of the
Gen2 S Series chassis, with the front bezel
removed, showing system status LEDs.

Figure 96 The top left section of the front of the
Gen2 V Series chassis, with the front bezel
removed, showing system status LEDs.

Icon LED Meaning When Lit

Chassis
Power

The enclosure is powered on and operating correctly. OFF: The enclosure is
not powered on.

System
HDD
Activity

Indicates activity on the system disks.

LAN
Activity

The upper or left most LED indicates LAN activity on the BlackPearl
management port. The lower or right most LED indicates LAN activity on
the data port.

Service ID This LED is only present on the Gen2 S Series chassis.

HDD Tray LEDs - V Series only

F HDD
Failure

One or more drives in the front row of the drive tray have failed.

R HDD
Failure

One or more drives in the rear row of the drive tray have failed.
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Clicking... Shows the...

• The serial number, manufacturer, model, size, and firmware of the drive

Fans • Status and speed of fans

Power Supplies • Power supply status and wattage
Note: Power supply information is not available for the 77-bay or 107-bay
expansion node.

Processors • CPU status and temperature
• Hyperthreading status
• CPU Fan status

Memory • System memory size

IMPORTANT

To view the status of the SAS ports on a 78-drive expansion node, you must
access the legacy user interface used in BlackPearl OS 5.8.x and earlier.
Functionality to configure a single port data connection will be added to a later
version of the BlackPearl OS.
Using a standard web browser, enter the IP address for the BlackPearl
management port and append the address with "/legacy". For example:

https://ipaddress/legacy

Data Drive Status Definitions

The table below describes each status for a data drive when viewed on the Hardware screen of
the BlackPearl user interface.

Status Description

Normal The drive is in use in a storage pool and is functioning normally.

Spare The drive not currently in use in the assigned storage pool.

Spare-Available Unused drive.

Critical The drive is in a critical state. Contact Spectra Logic Technical
Support.

Exported The drive belongs to a storage pool that was previously exported.

Foreign The drive is from a different BlackPearl NAS and must be imported.

Rebuilding The drive is rebuilding. This typically occurs when a spare drive is
promoted in the storage pool to Normal.
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Status Description

Unbranded A drive not sold by Spectra Logic. This drive cannot be used by the
system.

Empty No drive is present in the slot.

SED Initialization
Failed

The drive failed to initialize encryption.

SED Unlock Failed The drive failed to unlock encryption.

View the Status of NAS Pools

The Pools screen provides status information about all NAS storage pools that are configured
on the.

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > NAS. The NAS
screen displays.

Figure 99 The NAS screen - Pools pane - Status icon.

• The status of each pool is indicated by the status icons on the left side of the screen.

• The Pools pane displays the following information.

This column... Shows...

Name The name of each NAS pool.

Health The current health of each pool.

• Online—The cache is operating normally.
• Degraded—One or more drives in the cache is missing, or
failed.

Raw Size The total amount of storage space assigned to each pool.

Available The amount of unused storage space in each pool.

Used The amount of used storage space in each pool.
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This column... Shows...

Overhead The amount of disk space used for overhead, such as parity data.

Metadta Available The amount of disk space available for metadata information.

Metadata Used The amount of disk space used by metadata information.

Fault Tolerance The fault tolerance setting for each pool.

2. To view additional information about a NAS pool, click the Details button on the right
side of the screen. The pool name details screen displays.

Figure 100 A NAS Pool details screen (partial shown).

The pool name details screen displays the following information:
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This row... Shows...

Name The name of the pool.

Health The current health of the pool.

High Water Mark When the used space on the pool reaches this percentage, an alert is generated.
No alert is generated when the percentage is set to zero.

Power Saving
Mode

Indicates if power saving mode is enabled or disabled.

Encryption State Indicates if the pool is encrypted.

Shared Resource
Pool

Postgres WAL
Target

Data
Configuration

The protection level for the pool.

Raw Size The total amount of storage space assigned to the pool.

Available The amount of available (unused) storage space in the pool.

Used The amount of used storage space in the pool.

Overhead The amount of disk space used for overhead, such as parity data.

Drives The size, RPM, type, and number of drives assigned to the pool.

Write
Performance

The number of write performance drives assigned to the pool.

Created The timestamp of when the pool was created.
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View the Status of NAS Volumes

The Volumes screen provides status information about all NAS volumes that are configured
on the.

1. Use the toolbar in the upper-right to select Configuration (wrench icon) > NAS. The NAS
screen displays.

2. The status of each volume is indicated by the status column on the left side of the screen.

Figure 101 The NAS screen - Volumes pane - Status column.

3. To view additional information about a volume, click the Details button on the right side
of the screen. The volume name details screen displays.

Figure 102 A NAS Volume details screen (partial).
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Figure 103 The Buckets screen - System Pools pane - Health column.
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REBOOT OR SHUT DOWN A BLACKPEARL NAS
This section discusses rebooting or shutting down a.

Using the BlackPearl User Interface
Use the following instructions to reboot or shutdown a system using the BlackPearl user
interface.
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1. Click Hardware (hard drive icon) in the upper-right corner of the user interface.

Figure 104 The Hardware button in the upper-right corner of the user interface.

2. Click either Reboot or Shutdown. A confirmation screen displays (not shown).

Figure 105 The Hardware screen - Reboot and Shutdown buttons.

3. Click Submit.

Power-Cycle Reset

Under some circumstances, Spectra Logic Technical Support may direct you to perform a
power-cycle reset of a BlackPearl NAS to recover from an error. To power-cycle reset a
BlackPearl NAS, remove the front bezel, and then press and hold the front panel power button
until the button’s LED turns off. After a few moments, press the button again to turn the back
on.

CAUTION Do not use the power button to turn off a BlackPearl NAS unless you are
specifically instructed to do so by Spectra Logic Technical Support.
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REPLACE A FAILED COMPONENT

If a component in a BlackPearl NAS is not functioning properly, the generates a message and
the hardware icon on the status bar of the BlackPearl user interface changes to an error icon
(see Status Icons).

Identify the Failed Component

1. Click Hardware (hard drive icon) in the upper-right corner of the user interface.

Figure 106 The Hardware button in the upper-right corner of the user interface.

2. Locate the failed component. An X in a red circle indicates a failure (icon not shown
below).

Figure 107 The top section of the Hardware screen.
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Activate Chassis Beacon

If you have multiple BlackPearl NASs, you can use the beacon feature to help locate the with
the failed component.

To activate the chassis beacon, you must access the legacy user interface used in BlackPearl
OS 5.8.x and earlier. Functionality to activate the chassis beacon will be added to the new user
interface in a later version of the BlackPearl OS.

1. Using a standard web browser, enter the IP address for the BlackPearl management port
and append the address with "/legacy". For example:

https://ipaddress/legacy

2. On the Hardware screen, click the server name. The screen refreshes to show the main
Hardware screen.

Figure 108 The Hardware screen. Gen1 S Series 4U chassis shown.

3. Click Turn Beacon On. The BlackPearl NAS Visual Status Beacon light bar flashes blue,
making it easy to find.

4. After you locate the unit in your data center, click Turn Beacon Off to stop the lights
from flashing.
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