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CHAPTER 3 - CONFIGURE THE SPECTRA RIO
MEDIAENGINE APPLICATION
This chapter describes how to configure and test the Spectra Rio MediaEngine application.
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h. Enter the username of the PostgreSQL Rio DBO User.

i. Enter and confirm the Rio DBO Password for the Rio DBO user.

j. Enter the username of the PostgreSQL Rio Query User.

k. Enter and confirm the Rio Query Password for the Rio Query user.

Note: The Migrate database from RioBroker 3.x setting is used when upgrading the Rio
MediaEngine application and is not required unless you are upgrading your software. See
Manage the Spectra Rio MediaEngine Application on page 106 for upgrade instructions.

l. Click Submit. After a short delay, the Spectra Rio MediaEngine login screen
displays.

Join Cluster:

a. Click Join. The Join Cluster dialog box displays.

Figure 6 The Join Cluster dialog box.

b. Enter the cluster URL in the format: <IP address>:<port>.

Note: Port 5050 is the default port used by the Spectra Rio MediaEngine application.

c. Click Submit. The Spectra Rio MediaEngine login screen of the master node
displays.

4. On the login screen, enter the Username and Password.

Note: The default username and password are both “spectra”. It is recommended that you change
the password for this administrator account.

Figure 7 The Login screen.
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5. Click Login. The Jobs screen displays. After configuring the Rio Engine application, the
Jobs screen shows an overview of all archive and restore jobs.

Figure 8 The Jobs screen.
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CREATE A DEVICE

Once you are logged in to the application, use the instructions below to create a device as a
data repository target. A device is any archive target that the Spectra Rio MediaEngine
application can use to archive or restore objects. Each device is individually set up as a generic
target for the purposes of physical and logical connections.

You can create a Spectra BlackPearl converged storage system device, a Diva device, a
FlashNet device, a Spectra Vail device, an S3 device, or a Time Based Partial File Restore
(TBPFR) device.

On the toolbar in the upper-right of the application window, click Settings (gear icon) >
Devices. The Devices screen displays.

Figure 9 The Devices screen.

Select the type of device that you want to create:

• Create a BlackPearl Device on the next page

• Create a Diva Device on page 41

• Create a FlashNet Device on page 42

• Create a Spectra Vail Device on page 44

• Create a S3 Device on page 45

• Create a Time Based Partial File Restore Device on page 46
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Create a BlackPearl Device

Use the instructions below to create a BlackPearl device.

1. Click New Device. The New Device dialog box displays.

Figure 10 The New Device dialog box.

2. From the Device Type drop-down menu, select BlackPearl. The New Device dialog box
refreshes to display the options for configuring a BlackPearl device.

Figure 11 The New Device - BlackPearl dialog
box.

3. Enter the desired Name for the BlackPearl device. Device names can only use upper and
lowercase letters, numbers, the dash (-), and the underscore (_) characters.

4. Enter the Management Interface IP address of the desired BlackPearl target.
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5. If you are connecting to a BlackPearl simulator for testing or development purposes,
enter the Data Path IP address, of the desired BlackPearl target in the format
http://xxx.xxx.xxx.xxx:8080. The simulator can only use http for the Data Path.
Otherwise leave this field blank and Rio MediaEngine retrieves this IP address
automatically.

6. Enter the Username and Password of a user configured on the BlackPearl target.

Note: Only users with Administrator or Monitor permission are allowed. Users with only Login
privilege are not supported by the Spectra Rio MediaEngine application.

7. Click Submit. The Devices screen displays showing the newly created BlackPearl device.

Note: If the user credentials on the BlackPearl system are changed after creating a BlackPearl device,
restart the Rio MediaEngine service using the Windows Services app.

Create a Diva Device

Use the instructions below to create a Diva device.

1. Click New Device. The New Device dialog box displays.

Figure 12 The New Device dialog box.

2. From the Device Type drop-down menu, select Diva. The New Device dialog box
refreshes to display the options for configuring a Diva device.
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• Add an S3 Bucket on page 51

• Add a NAS Bucket on page 52

• Add a Diva Bucket on page 53

• Add a FlashNet Bucket on page 55

• Add an SGL LTFS Bucket on page 56

Add a BlackPearl Bucket

Here is how you add a BlackPearl bucket:

1. Using the New Bucket Type drop-down menu, select Add BlackPearl Bucket to XXX,
where XXX is the name of the namespace you assigned on the first screen of the New
Namespace wizard. The screen updates to display the options for adding a BlackPearl
bucket.

Figure 24 The Add New Bucket screen.

2. Using the Writable drop-down menu, select either Writable or Read Only. This setting
can be changed after you create the Namespace.

3. Enter a Name for the Rio Bucket, and click Next. The bucket is created automatically by
the wizard. You cannot change this name after creating the Namespace.
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Figure 25 The Add New Bucket screen.

4. Using the BlackPearl Name drop-down menu, select a previously configured BlackPearl
device.

5. In the BlackPearl Username, enter the name of the user that has ownership permissions
and full access for the bucket specified in Step 6.

6. In the BlackPearl Bucket field, enter the name of a previously created bucket on the
selected BlackPearl device.

7. Click Submit.

Add a Spectra Vail Bucket

Here is how you add a Spectra Vail bucket:

1. Using the New Bucket Type drop-down menu, select Add Vail Bucket to XXX, where XXX
is the name of the namespace you assigned on the first screen of the New Namespace
wizard. The screen updates to display the options for adding a Vail bucket.

Figure 26 The Add New Bucket screen.
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5. Enter the name of the desired Storage Group to use with this namespace.

Note: If you do not specify a storage group, the FlashNet namespace indexes data from all storage
groups configured on the FlashNet system.

6. Enter the Priority for the FlashNet namespace. This setting controls the priority level for
the namespace. The level can be in the range zero to 100, or the value Default. The value
zero is the lowest priority and 100 is the highest priority. Default uses the value
configured by the FlashNet system.

Note: If the priority must be changed at a later date, contact Spectra Logic Technical Support for
assistance.

7. Click Submit.

Add an SGL LTFS Bucket

Here is how you add an SFL LTFS bucket:

1. Using the New Bucket Type drop-down menu, select Add SGL LTFS Bucket to XXX, where
XXX is the name of the namespace you assigned on the first screen of the New
Namespace wizard. The screen updates to display the options for adding an SGL LTFS
bucket.

Figure 36 The Add New Bucket screen.

2. Enter a Name for the Rio Bucket, and click Next. The bucket is created automatically by
the wizard. You cannot change this name after creating the Namespace.
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Figure 37 The Add New Bucket screen.

3. Using the drop-down menu, select the BlackPearl Name of a previously configured
BlackPearl device.

4. Enter the BlackPearl Username of a user configured on the BlackPearl device selected in
Step 3.

5. Enter the name of a previously created BlackPearl Bucket associated with the user
selected in Step Chapter 3.

6. Click Submit.
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CREATE LIFECYCLES AND POLICIES

A Lifecycle controls when data is archived, and how long data is persisted. The Rio
MediaEngine application features three pre-configrued Lifecycles for each of the three most
common use case scenarios. Additional lifecycles can be created and configured for your
storage environment requirements.

A Policy is used to assign a Lifecycle to the buckets used in Namespaces. Each bucket can use
a different lifecycle, and there must be at least one lifecycle with the Archive Immediate rule.
Only one policy can be assigned to a namespace. A policy also allows you to restrict transfers
during peak hours on a per-day basis.

Create a Lifecycle

Here is how to create a Lifecycle:

1. On the toolbar in the upper-right of the application window, click Settings (gear icon) >
Lifecycles.

2. Click New Lifecycle.

Figure 38 The Create Lifecycle screen.

3. Enter a Name for the Lifecycle.

4. Select Archive Immediately or Copy after _ days. If you select Copy after _ days, enter a
value in the entry field for the number of days to wait before archiving data.

• Archive Immediately copies data to a bucket as soon as it is placed into a endpoint.

• Copy after copies data to a bucket after the specified number of days.
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5. Select Never Delete or Delete after _ days. If you select Delete after _ days, enter a value
in the entry field for the number of days you want data to persist before it is deleted.

6. Click Submit.

Create a Policy

A policy is used to set Lifecycles for each bucket in a Namespace. A namespace configured
with multiple buckets can use different lifecycles in the namespace policy to control where
and for how long data is persisted. A Policy also allows you to configure blackout times to
control when archives take place. Additionally, a Policy with multiple buckets also specifies
the priority for the restore source.

• Buckets do not need to have a Lifecycle configured.

• At least one Lifecycle in a Policy must have an archive rule of Archive Immediately.

Here is how you configure a Policy:

1. On the toolbar in the upper-right of the application window, click Settings (gear icon) >
Namespaces. The Namespaces screen displays.

2. Select the namespace for which you want to configure a policy and click Policies.

3. For each bucket, use the Lifecycle drop-down menu to select a previously configured
lifecycle.

Note: If you do not want to assign a lifecycle that controls data placement or retention, select the
Do Nothing lifecycle. This lifecycle is created by default.

Figure 39 The Lifecycle screen.

4. Click Next.

5. Using the Restore Priority arrow buttons, arrange the buckets in the order you want data
to be restored, with the topmost selection being the primary restore source.

Note: This screen only displays if you have configured multiple buckets in the Namespace.
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Figure 40 The Priority screen.

6. Click Next.

7. If desired, you can restrict the hours that data is transferred on a per-bucket basis:

a. Select the bucket for which you want to restrict transfer hours and select Restrict
transfer during peak hours.

Figure 41 The Set Peak Hours screen.

b. On the right-hand side of the screen, click the name of the day you want to
configure restricted hours, then use the time sliders to configure the hours to
restrict transfers.

c. If desired, repeat for additional buckets.

8. Click Submit.
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CHAPTER 4 - MANAGE THE
SPECTRA RIO MEDIAENGINE APPLICATION
This chapter describes features that help you manage the Spectra Rio MediaEngine
application.
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2. Enter a Name for the new user.

3. Optionally, enter a Full Name for the user. The full name of the user will display under
User Detail.

4. Select the Type from the drop-down menu. Local users require you to create a password.
LDAP users require a previously configured LDAP server and user. You cannot change a
user type after creation.

5. Enter a Password and Confirm the password for a local user.

6. If desired, deselect Active. Inactive users cannot access the Rio MediaEngine application.

7. Click Submit.

Create LDAP

To configure a LDAP server for LDAP users, click LDAP on the Users screen. The
LDAP Configuration window appears.

Figure 88 The LDAP Configuration window.

1. Enter the Domain Name for the LDAP server.

2. In the LDAP Server field, enter the name or IP address for the LDAP server.

3. Enter the Port for the LDAP server.

4. Select TLS to enable TLS access for encrypted LDAP traffic.

5. Select Allow Any LDAP User to allow any configured LDAP users to access the Rio
MediaEngine application.

6. Click Submit.
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Edit a User

To edit a user, select a user to edit on the Users screen then click Edit. The Edit User window
appears.

Figure 89 The Edit User window.

1. Use the drop-down menu to select a Role for the user.

Administrators have unrestricted access to the Rio MediaEngine application and can
change settings on the application.

Operators are have limited access to the Rio MediaEngine application. Operators may
queue archive and restore jobs. Operators may create, edit, and delete endpoints.
Operators may view job history, namepace object data, and reports.

2. Optionally, enter a Full Name for the user. The full name of the user will display under
User Detail.

3. If desired, deselect Active. Inactive users cannot access the Rio MediaEngine application.

4. Click Submit.
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Change User Password

To change a local user's password, select the desired local user then click Password. The Set
Password window displays.

Figure 90 The Set Password window.

1. Enter a new password in the Password text field.

2. Re-enter the new password in the Confirm text field.

3. Click Submit.

Delete a User

To delete a user, select a user from the Users list and click Delete.
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MANAGE NAMESPACES

Use the instructions in this section to edit namespace bucket indexing, view bucket details,
configure bucket write protection, and delete a bucket or namespace.

Edit Namespace Bucket

After creating bucket in a namespace, you can force the bucket index or to be re-indexed with
if desired. Also, you can configure the bucket write protection, and set the object ingest date.

1. On the toolbar in the upper-right of the application window, click Settings (gear icon) >
Namespaces. The Namespaces screen displays.

2. Select the bucket you want to modify and click Edit. The Edit bucket name dialog box
displays.

Figure 91 The Edit bucket name dialog box.

3. Configure the desired settings:

Setting Description

Index Tab - Index Index the bucket associated with the namespace bucket in the
Spectra Rio MediaEngine application. This option does not add
file information into the application when the file creation
timestamp is older than the last Spectra Rio MediaEngine index
operation timestamp.

Index Tab - Re-Index Index the bucket associated with the namespace bucket in the
Spectra Rio MediaEngine application. All files are added into the
application regardless of the object timestamp.
All objects in the bucket are updated in the Spectra Rio
MediaEngine application.

SEPTEMBER 2025 111 SPECTRA RIO MEDIAENGINE USER GUIDE

CHAPTER 4 - MANAGE THE SPECTRA RIO MEDIAENGINE APPLICATION

PENDIN
G



Setting Description

Config Tab - Writable Flag the bucket associated with the namespace bucket in the
Spectra Rio MediaEngine application. This option prevents users
from writing or editing the associated bucket.

Ingest Date Tab -
Ingest Date

Set the ingest date for objects in the bucket without a valid ingest
date, such as legacy data archived or indexed with RioBroker 4.3,
or earlier. This date is used by Lifecycles and Policies.

4. Click Submit.

Note: During the re-indexing, files in the namespace show as “Indexing” on the Jobs status screen.

View Namespace Bucket Information

After creating a bucket in a namespace, you can view information about the bucket , such as
the bucket type, bucket name, creation date, last index date, and the write protection status.

1. On the toolbar in the upper-right of the application window, click Settings (gear icon) >
Namespaces. The Namespace screen displays.

2. On the Namespaces screen, click the Details button (square with diagonal arrow) on the
row of the bucket for which you want to view information. The Details screen displays.

Figure 92 The Namespace Bucket details screen.
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Delete a Namespace Bucket

If desired, you can delete a previously configured namespace bucket.

CAUTION

Before deleting a BlackPearl namespace bucket, you must remove the bucket
protection flag. Failure to remove the protection flag results in the BlackPearl
bucket being inaccessible and requires the user to create a new namespace or
namespace bucket on the bucket to remove the protection flag.

Note: No files are deleted when deleting a namespace bucket, but metadata used by the Spectra Rio
MediaEngine application associated with archived files is deleted.

1. On the toolbar in the upper-right of the application window, click Settings (gear icon) >
Namespaces. The Namespace screen displays.

2. On the Namespaces screen, select the bucket you want to delete and click Delete Bucket.
The delete bucket dialog box displays.

3. If necessary, select the Force option. This option is required if the namespace has any
buckets with object data.

4. Click Submit to delete the namespace bucket.

Delete a Namespace

If desired, you can delete an existing namespace.

CAUTION

Before deleting a namespace with a BlackPearl bucket, you must remove the
bucket protection flag. Failure to remove the protection flag results in the
BlackPearl bucket being inaccessible and requires the user to create a new
namespace or namespace bucket on the bucket to remove the protection flag.

Note: No files are deleted when deleting a namespace , but metadata used by the Spectra Rio
MediaEngine application associated with archived files is deleted.

1. On the toolbar in the upper-right of the application window, click Settings (gear icon) >
Namespaces. The Namespace screen displays.

2. Select the namespace you want to delete and click Delete Namespace. The Delete
Namespace window displays.

3. If necessary, select the Force option. This option is required if the namespace has any
buckets with object data.

4. Click Submit.
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MANAGE CLUSTERS, DEVICES, AND ENDPOINTS

If desired, you can delete cluster members, or endpoints using the instructions in this section.

Select the item you want to delete:

• Delete a Cluster Member below

• Delete a Device on the next page

• Delete an Endpoint on the next page

Delete a Cluster Member

Use the instructions in this section to delete a cluster member.

1. On the toolbar in the upper-right of the application window, click Settings (gear icon) >
Cluster. The Cluster screen displays.

Figure 93 The Cluster screen.

2. Select the cluster you want to delete and click Delete. A confirmation window displays.

3. Click Submit to delete the cluster member.

SEPTEMBER 2025 114 SPECTRA RIO MEDIAENGINE USER GUIDE

CHAPTER 4 - MANAGE THE SPECTRA RIO MEDIAENGINE APPLICATION

PENDIN
G



Delete a Device

1. On the toolbar in the upper-right of the application window, click Settings (gear icon) >
Devices. The Devices screen displays.

Figure 94 The Devices screen.

2. On the Devices screen, select the device you want to delete and click Delete. A
confirmation window displays.

3. Click Submit to confirm the deletion.

Delete an Endpoint

1. On the toolbar in the upper-right of the application window, click Settings (gear icon) >
Endpoints. The Endpoints screen displays.

Figure 95 The Endpoints screen.

2. On the Endpoints screen, select the endpoint you want to delete and click Delete. The
Delete confirmation screen displays.

3. Click Submit to confirm the deletion.
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LOG OUT OF EXISTING SESSION

Use the toolbar on the upper-right of the Spectra Rio MediaEngine application interface to log
out of the interface and return to the login screen.

1. On the toolbar, click the User icon (person) at the far right of the toolbar.

Figure 96 The toolbar.

2. Click Logout. The Login screen displays.
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ACCESSING THE TECHNICAL SUPPORT PORTAL

The Spectra Logic Technical Support portal provides access to the Knowledge Base, the current
version of BlueVision software for the library, drive firmware, drive device drivers, and additional
service and support tools. You can also open or update a support incident.

Create an Account

Access to User Guides and compatibility matrices does not require you to create an account.
You must create a user account and log in to access Release Notes, to download the latest
version of Vail software, or to open a support incident.

Note: If you have multiple Spectra Logic products, the serial numbers for all products will be
associated with your account. If you do not see the serial numbers for all of your products
when you log in, contact Technical Support (see Contacting Spectra Logic on page 3).

1. Access the Technical Support portal login page at support.spectralogic.com.

2. On the home page, click Register Now.

Figure 126 The Spectra Logic Technical Support portal home page.
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3. Enter your registration information. Your account is automatically associated with the
serial numbers of all Spectra Logic products owned by your site.

• If you have an invitation, follow the link and enter the invitation code.

Figure 127 The Signup screen.

• If you do not have an invitation, enter the requested information to create your account.
When you are finished, click Submit.

When the account is approved, you receive an email with an initial password. Use your email
address and the password provided in the email to log in to your account. After you log in,
you can change your password if desired.

Log Into the Portal

1. Access the Technical Support portal login page at support.spectralogic.com.

2. Use your email address and password to log into the Technical Support Portal.
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OPENING A SUPPORT TICKET

You can open a support incident using the Spectra Logic Technical Support portal or
telephone.

Search for Help Online

Figure 128 The Spectra Logic Technical Support portal home
page.

1. Make notes about the problem, including what happened just before the problem
occurred.

2. Gather the following information:

• Your Spectra Logic customer number

• Company name, contact name, phone number, and email address

• The library serial number on the Configuration>Settings screen.

• Type of host system being used

• Type and version of host operating system being used

• Type and version of host storage management software being used

3. If necessary, log in to the Support Portal by clicking Login, enter your email address and
password, and click Log in.

Note: See Technical Support on page 151 if you have not previously created an account on the
Technical Support portal.
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4. From any page, select Incident>Incidents & Inventory.

Figure 129 Select Incidents>Incidents & Inventory.

5. Select Open or View Incidents.

Figure 130 Select Open or View Incidents.
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6. In the Search dialog box, enter a term or phrase about your problem (1) and click Search
(2).

Figure 131 Enter a search phrase and click Search.

7. If the search does not provide an answer, click Open a New Incident.

Figure 132 Click Open a New Incident.
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8. On the Create Incident page, enter the requested information providing as much detail
as possible. When you are finished, click Submit.

Figure 133 Enter information about your incident and click Submit.

Submit an Incident Online

1. Make notes about the problem, including what happened just before the problem
occurred.

2. Gather the following information:

• Your Spectra Logic customer number

• Company name, contact name, phone number, and email address

• The library serial number on the Configuration>Settings screen.

• Type of host system being used

• Type and version of host operating system being used

• Type and version of host storage management software being used

3. If necessary, log in to the Support Portal by clicking Login, enter your email address and
password, and click Log in.

Note: See Technical Support on page 151 if you have not previously created an account on the
Technical Support portal.
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4. From any page, select Inventory>My Inventory.

5. Locate the row of the product for which you want to submit an incident and click Create
Incident.

Figure 134 Click Create Incident.

6. On the Create Incident page, enter the requested information providing as much detail
as possible. When you are finished, click Submit.

Figure 135 Enter information about your incident and click Submit.
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Submit an Incident by Phone

Contact Spectra Logic Technical Support by phone using the information below.

Spectra Logic Technical Support

Technical Support Portal: support.spectralogic.com

United States and Canada
Phone:

Toll free US and Canada: 1.800.227.4637

International: 1.303.449.0160

Europe, Middle East, Africa
Phone: 44 (0) 870.112.2185

Deutsch Sprechende Kunden
Phone: 49 (0) 6028.9796.507

Additional international numbers available at support.spectralogic.com/home
If you have a Spectra Logic Portal account, please log in for country-specific numbers at
support.spectralogic.com/support-contact-info
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