





VERIFY STORCYCLE REQUIREMENTS

Ensure that the server you will use for StorCycle meets the following requirements.

Hardware Requirements

* 64 GB RAM

¢ Four 64-bit CPU cores running at a minimum of 2.6 GHz

e 1 TB hard drive space for the StorCycle solution

e 4 GiB database drive space per 10 million files scanned/migrated.
* 10 GigE network or better

e Windows Server® 2019

Notes: e Contact Spectra Logic Technical Support to determine if StorCycle can be installed on a
different version of Windows.

e Additional RAM and CPU cores will improve file transfer speeds in most cases.

e Customers are responsible for maintaining patches and upgrades on the operating
system where StorCycle is installed.

Hardware Sizing Hardware Recommendations

Number of Objects

Managed by StorCycle Recommended Server for StorCycle

Server

10 Million Objects 4 Cores, 64 GB Memory VM with 10 GB Flash Storage.

100 Million Objects 8 Cores, 64 GB Memory server with 50 GB Flash Storage.

500 Million Objects 8 Cores, 64 GB Memory, 500 GB usable Flash for database, PCle 3.

1 Billion Objects 8 Cores, 64 GB Memory, 3 TB usable Flash for database, PCle 3.

2 Billion Objects 16 Cores, 64 GB Memory, 5 TB usable Flash for database, PCle 4.

5 Billion Objects 16 Cores, 128 GB Memory, 8 TB usable Flash for database, PCle 4.

10 Billion Objects 16 Cores, 256 GB Memory, 16 TB usable Flash for database, PCle 4.
Recommend recovery server.

20 Billion Objects 16 Cores, 256 GB Memory 25 TB usable Flash for database, PCle 4.
Recommend recovery server.
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CONFIGURE THE USER ACCOUNT

The StorCycle installation includes two services, the StorCycle service and the MongoDB®
service. By default, these services are run by the Local System User. However, the Local

System User often does not have access to all storage locations used by the StorCycle solution,
permissions to read from and write to the storage locations, and permissions to take
ownership of files. If you want to use the Local System User to run the services, continue with
Download and Install the StorCycle Software on page 56.

If you want to configure a different user to run the StorCycle service, use the table below to
select the privileges to configure.

Note: Consult an IT administrator to configure the StorCycle service user.

Note: If you plan to create NAS storage targets, see Source Storage Location Best Practices -
NAS Storage on page 83before continuing.

Configuration

® The StorCycle user is added to the Domain
Administrator Group for the entire Domain.

Role Privileges Instructions

Domain ¢ Able to migrate / restore any files and folders on | Configure a Domain
Administrator - a computer in the domain, with or without a two- | Administrator on the
Recommended way trust relationship. next page

Local Administrator
- Recommended

* Able to migrate / restore files and folders on the
local computer to which the local group applies.

¢ StorCycle user added to 'Local Administrator'
group on the StorCycle Server and ALL Source
and Target shares.

Configure a Local
Group Administrator
on the next page

Custom Owner of
Files and Folders -
Not Recommended

¢ Custom attributes to give a StorCycle user special
privileges to perform actions such as taking
control of files, or creating symbolic links.

¢ A user or group with 'Full Control' and special
attributes is created and added to all Source and
Target shares.

Configure a Custom
Owner of Files and
Folders on page 47
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Configure a Domain Administrator

Domain Administrator users have unrestricted access to all files and folders on the domain.
With this configuration, an IT Administrator adds the StorCycle user to the Domain

Administrator group.
1. Create a user account for running the StorCycle service.

Notes: e If you want to use the same user as your Spectra NAS equipment, use all lower case for
the username.

e Spectra Logic recommends that you select the User cannot change password and
Password never expires check boxes when creating the new user.

2. Add the new user account as a member of the Domain Administrators group.

Note: The user must be an Administrator and not a Backup Operator. Windows does not give
Backup Operators permissions to write files and cannot be used to create HTML links and

symbolic links on sources, or write files to most targets.

3. Spectra Logic recommends mounting Isilon CIFS shares for the user running the
StorCycle solution using the "map network drive" wizard or the "net use" command.

4. Continue with Download and Install the StorCycle Software on page 56.

Configure a Local Group Administrator

Local Administrator group users have unrestricted access to files and folders on the StorCycle
server, NAS sources, and NAS targets. An IT Administrator must manually add the StorCycle
user to each Local Administrator group on every required server.

1. Create a User Account for running the StorCycle Service.

Notes: e If you want to use the same user as your Spectra NAS equipment, use all lower case for
the username.

e Spectra Logic recommends that you select the User cannot change password and
Password never expires check boxes when creating the new user.

2. Make the new user account a local Administrator on the StorCycle server, all source
locations, and all target storage locations.

Note: The user must be an Administrator and not a Backup Operator. Windows does not give
Backup Operators permissions to write files and cannot be used to create HTML links and

symbolic links on sources, or write files to most targets.

3. If migrate / store projects will replace files with symbolic links for transparent access,
ensure the new user can create symbolic links.

a. Use the keyboard shortcut Windows logo key+R to open the Run window.
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b. In the Open: field enter secpol.msc and click OK. The Local Security Policy
window displays.

c. Select Local Policies > User Rights Assignment, and then double-click Create
symbolic links. The Create symbolic links Properties screen displays.

d. Add the Service User account name created in Step 1 on page 46.

4. Spectra Logic recommends mounting Isilon CIFS shares for the user running the
StorCycle solution using the "map network drive" wizard or the "net use" command.

5. Continue with Download and Install the StorCycle Software on page 56.

Configure a Custom Owner of Files and Folders

If Domain and Local Administrators cannot be used, custom security policy attributes must be
added to the account or custom group to access each source and target share.

Create a new user account for running the StorCycle service

1. Use the keyboard shortcut Windows logo key+R to open the Run window.

2. In the Open: field enter lusrmgr.msc and click OK. The Local Users and Groups
window displays.

3. Select the Users folder and select Action > New User. The New User dialog box displays.

New User ? %
User name: storcycle

Full name: StorCycle Service

Description:

Password: eeccccccee

Confirm password: v Ty

User must change password at next logon

4 User cannot change password

(1 |Password never expires |

[_|'Account is disabled

Figure 2 The New User dialog box.

4. Create a new user account that will be used for the StorCycle service.
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Notes: e If you want to use the same user as your Spectra NAS equipment, use all lower case for
the username.

e Spectra Logic recommends that you select the User cannot change password and
Password never expires check boxes when creating the new user.

a. Provide values for User name (for example, storcycle), Full name, and Password.
Record this information.

b. Clear the User must change password at next login check box.
Select the User cannot change password and Password never expires check boxes.

d. Click Create and click Close.
Give the new user account the privileges necessary for the StorCycle solution

If network access is restricted by group, add the Service User Account to Groups with access
to every share that you want to access with the StorCycle solution.

Note: If the user under which the StorCycle service is running has read-only permissions to a
directory on a source storage location, then StorCycle will be unable to place files into the
directory with the same name created on a NAS target storage location because the directory
will have the same read-only permissions.

1. Select the Groups folder. The list of all available groups displays.

2. Select a Group that you want to add the Service User Account to and select Action > Add
to Group. The Group Properties dialog box displays.

3. Click Add. The Select Users, Computers, Service Accounts, or Groups dialog box

displays.
Select Users M

Selectthis objecttype:
Users or Built-in security principals Object Types...
Erom this location:
Enter the object names to select (examples):
[T T StorCycleService Check Names
(o [ corea |

Figure 3 The Select Users, Computers, Service Accounts, or
Groups dialog box.

4. In the From this location field, select the name of the server. The dialog box changes to
Select User.
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5. In the Enter the object names to select field, enter the Service User Account name
created in Create a new user account for running the StorCycle service on page 47 and
click Check Names.

6. Click OK to add the Service User Account to the Group.

7. Repeat to as needed to add the Service User Account to additional groups.
Give the new user account full control of the program data directory

1. Open File Explorer.
2. Browse the system or network drive for the ProgramData file.
Note: ProgramData is a hidden folder, you may need to change File Explorer options to see it.

3. Right click the Spectra Logic Corporation directory and select Properties. The Spectra
StorCycle Properties screen displays.

Spectra Logic Corporation Properties X

General Sharing Security  Previous Versions  Customize
Objectname: C:\ProgramData\Spectra Logic Corporation

_G_roup orusernames:

} ' §CREATOR OWNER A

82 SYSTEM

3 StorCycle Service (- ~ . \StorCycleService)

£2 Administratars (1 “wr \Adminiatratara)

< >

To change permissions, click Edit [ GEdit..

Permissions for CREATOR
OWNER Allow Deny

Full control

Modify

Read & execute
Listfolder contents
Read

Write v

For special permissions or advanced settings. ' AT
click Advanced. L =

Figure 4 The Spectra Logic Corporation Properties dialog box.

4, Select the Security tab and click Edit, then click Add. The Select Users, Computers,
Service Accounts, or Groups dialog box displays.
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8.

Select Users or Groups X

Selectthis objecttype:

|Users. Groups. or Built-in security principals I Object Types...

Erom this location:

| - o | Locations...

Enter the object names to select (examples):
b= ~ \storcycle Check Names

Advanced... Cancel

Figure 5 The Select Users, Computers, Service Accounts, or
Groups dialog box.

. Click Locations, select local computer, and then click OK. The dialog box changes to

Select Users or Groups.

In the Enter the object names to select field, enter the Service User account name
created in Configure a Custom Owner of Files and Folders on page 47 and click Check
Names, then click OK.

. Select the newly created Service User account in the Group or user names field. In the

Permissions for pane, in the Allow column, select Full Control, and click OK.

Click OK again.

Configure the new user account to take ownership of files and other objects

1.
2.

Use the keyboard shortcut Windows logo key+R to open the Run window.

In the Open: field enter secpol.msc and click OK. The Local Security Policy window
displays.

. Select the Local Policies folder in the left pane, and double-click User Rights Assignment

in the right pane.

Double-click the policy Take ownership of files and other objects. The “Take ownership
of files and other object Properties” dialog box displays.

. Click Add User or Group.... The Select Users, Computers, Service Accounts, or Groups

dialog box displays. See Figure 3 on page 48.
Click Object Types. The Object Types dialogue box displays.

. Select all of the Object types listed and click OK.

Click Kocations and select the name of the server and click OK. The dialog box changes
to Select Users or Groups.

. In the Enter the object names to select field, enter the Service User account name

created in Configure a Custom Owner of Files and Folders on page 47 and click Check
Names and then click OK.
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10.Click OK again.

Configure network drive access for the new user account

The user running the StorCycle service must be able to access and have permission to
read and write on all of the storage locations in the StorCycle environment.

Notes: e If the user under which the StorCycle service is running has read-only permissions to a

v ok w N

o

9.

directory on a NAS source storage location, then StorCycle will be unable to place files
into the directory with the same name created on the target storage location because
the directory will have the same read-only permissions.

e Spectra Logic recommends mounting Isilon CIFS shares for the user running the
StorCycle solution using the "map network drive" wizard or the "net use" command.

. Sign in to Windows using the new user account created in Configure a Custom Owner of

Files and Folders on page 47.

Open File Explorer.

Select This PC on the left.

Click Map Network Drive. The Map Network Drive dialog box displays.

Select a drive letter and enter a folder path for a Storage Location you want to use in the
StorCycle solution.

Select Reconnect at sign-in and Connect using different credentials.

. Click Finish.

Enter the credentials for the user account you want to use to connect to the NAS storage
location. Select Remember my credentials and then click OK.

Repeat through for additional NAS storage locations.

Configure NAS share access for the new user account

w & W

If the user running the StorCycle service is used to Migrate / Store data to a NAS storage
location, configure the permissions as described below.

. Sign in to Windows using the new user account created in Configure a Custom Owner of

Files and Folders on page 47.

Open File Explorer.

Navigate to the INAS share, or a folder in the NAS share.
Right-click the share, then select Properties.

Select the Security tab, then click Advanced. The Advanced Security Settings screen
displays.
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Advanced Security Settings for StorCycle 3.7 O x

MName: ChUsers\kennethc\Desktop\StorCycle 3.7
Ownen: Kenneth Clark (kennethc@sldomain.com) G Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
BR Allow  SYSTEM Full control C:hUsers\kennethe', This folder, subfelders and files
ER Allow  Administrators (KENNETHCT5...  Full control Ch\Users\kennethe', This folder, subfolders and files
a Allow  Kenneth Clark (kennethc@sld...  Full control ChlUsers\kennethe', This folder, subfolders and files
Add Remove View

Disable inheritance

[[]Replace all child object permission entries with inheritable permission entries from this object

Cancel Apply

Figure 6 The Advanced Permission Settings.

6. Click Add. The Permission Entry screen displays.

Permission Entry for StorCycle 3.7

Principal:  Select 2 principal
Type: Allow

Appliesto: | This folder, subfolders and files

Basic permissions: Show advanced permissions

Full control
Modify

Read & execute
List folder contents
Read

Write

Special permissions

Only apply these permissions to objects and/or containers within this container Clearall
Add a cendition to limit access. The principal will be granted the specified permissions only if conditions are met.
Add a condition
oK Cancel

Figure 7 The Permissions Entry screen.

7. If necessary, select a Principal user.
8. Using the Applies To drop-down menu, select This folder, files and subfolders.
9. Under Basic Permissions, select Full Control.

10.Click OK to.close the Permissions Entry screen, then click OK to close the Advanced
Permission Setting screen.

11.Click ©OK to close the Folder Properties screen.
12.Reépeat through for additional NAS storage locations.
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Give a new user the ability to create symbolic links

If migrate / store projects will replace files with symbolic links for transparent access, ensure
the new user can create symbolic links.

1. Use the keyboard shortcut Windows logo key+R to open the Run window.

2. In the Open: field enter secpol.msc and click OK. The Local Security Policy window
displays.

3. Select Local Policies > User Rights Assignment, and then double-click Create symbolic
links. The Create symbolic links Properties screen displays.

4. Add the Service User account name.
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CONFIGURE VOLUME SNAPSHOTS FOR THE STORCYCLE
DATABASE - WINDOWS

Before you can install the StorCycle solution, you must configure your system to create
volume snapshots for the StorCycle database.

Use the instructions in this section to configure volume snapshots in a Windows environment.
Note: The below commands require Administrator privileges.
1. Create a new volume and assign it as drive letter.
a. On your keyboard, press with Windows + R keys. The Run window displays.

b. Enter diskmgmt .msc. The Disk Management window displays.

=7 Disk Management - [m] X
File Action View Help
e F|HE»HD

Volume [Layout  [Type  [FileSystem | Status | capacity | Free spa... | % Free
=@ Simple asic NTFS Healthy (Boot, Page File, Crash Du... 204740 GB 198632.. 97%
= (Disk 0 partition 1) Simple Basic Healthy (Recovery Partition) 499 MB 10ME 100%
= (Disk 0 partition2)  Simple Basic Healthy (EFI System Partition) 99MB %MB  100%
= (Disk O partition 5)  Simple Basic Healthy (Primary Partition) 0MB OMB 100%

= Disk 0
B

499 MB

asic
2047.98 GB
Online Healthy (Recovery Partition)

©
%9 MB 2047.40 GB NTFS
Healthy (EF| System Partition | Healthy (Boot, Page File, Crash Dump, Primary Partition)

= Disk 1
Basic g
5O g @

Onli Unallocated

~/cD-ROM 0
DVD (D:)

No Media

W Unallocated Bl Primary partition

Locate the row of the disk on which you want to create a new volume.

d. If necessary, initialize the disk by right-clicking on the disk number (1) and
selecting Initialize Disk.

e. To create the volume, right-click the unallocated volume (2) and select New Simple
Volume. The New Simple Volume Wizard displays.

f. Click Next to start the wizard.

g. On the Specity Volume Size screen, if desired, change the pre-entered value for
Simple volume size in MB, and click Next.

h. On the Assign Drive Letter or Path screen, if necessary, select Assign the following
drive letter:, then use the drop-down menu to select a drive letter.

i Click Next.
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jo On the Format Partition screen, select Format this volume with the following
settings.

k. Configure the following settings for the volume:
¢ Using the File system drop-down menu, select NTFS.
¢ Select your desired Allocation unit size.
* Enter the desired Volume Label.
e Select Perform a quick format.

e Make sure Enable file and folder compression is cleared.

Q IMPORTANT Do not use file and folder compression when creating a volume to store

database snapshots.

I. Click Next. On the Summary screen, verify all information is correct, then click
Finish.

. Open a command prompt. On your keyboard press Windows + R. The Run window

displays.

. In the entry field, type cmd and click OK.

Enter the following command to created a test snapshot.

vssadmin create shadow /for=<drive letter>:

where <drive_letter> is the letter assigned to the drive in Step h on page 54.
Verify the test snapshot was created successfully:

vssadmin list shadows
Delete the test snapshot:

vssadmin delete shadows /for=<drive letter>:

where <drive_letter> is the letter assigned to the drive in Step h on page 54.

During the StorCycle solution installation, specify the new volume path for the database.
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DOWNLOAD AND INSTALL THE STORCYCLE SOFTWARE

Use the following instructions to download and install the software.

1. Sign in to the server where you want the program to run as a user that is a member of
the “Administrators” Local Group.

2. Download the Spectra StorCycle solution installer.

3. Run the installer, ssc.revision.msi, where revision is the revision number for the
software.

4. Follow the on-screen instructions to install the software until you reach the Service
Account screen.

15 Spectra StorCycle Setup - >

Service Account SPEmA)

Spedify the service account for the Spectra StorCydle service, Leave empty for default
LocalSystem account.

Account name (Example: domainuser or \user):
Password:

i, The account entered here will not be validated. Make sure that the account details
~ entered are correct.

Figure 8 The Service Account screen of the StorCycle
install wizard.

5. On the Service Account screen, do one of the following:

* Leave the Account name and Password fields empty if you want the Spectra
StorCycle service to run under the Local System user.

-OR-

* Enter‘the Account name and Password you created in Configure the User Account
on‘page 45.

6. Click Next and continue to follow the installation steps.

7. When the product installation completes, click Finish to close the install wizard.
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ENABLE LONG PATHS

A Windows host system running the StorCycle application must be configured to use long file
paths. Enabling long file paths increases the number of characters allowed in a file and
directory path name from 260 characters to 32,767 characters.

Enabling long paths requires both a registry change and group policy change. You may need
to consult your IT administrator for assistance making these changes.

Use the instructions in this section to enable long paths.
1. Press Windows+R on the keyboard. The Run dialog box displays.
2. Type regedit, and click OK. The Registry Editor window displays.

3. Using the expanding menu in the left-hand pane, navigate to HKEY_LOCAL _
MACHINE\SYSTEM\CurrentControlSet\Control\FileSystem.

eqist itar -
i Registry Edi o %
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\FileSystem
v E Computer Name Type Data
HKEY_CLASSES_ROOT ab) (Default) REG_SZ (value not set)
7 Ly HKEY_CURRENT USER 8 DisableDeleteNotification REG_DWORD 000000000 (0)
v || HKEY_LOCAL_MACHINE b e~ T ey, o _nnonnann e
BCDOOOO0000 = L " N
HARDWARE Eth“b'd o FEC.DWORD O<oocoeon ]
SaM — —
SECURITY i’;'ﬂ MNifsBugcheckOnCorrupt REG_DWORD 0z 00000000 (0)
SOFTWARE I;'_@_] MtfzDisablefdot3NameCreation REG_DWORD 000000001 (1)
;, SYSTEM f;'_é] NtfsDisableCompression REG_DWORD 0ncO0DD0D00 (0)
ActivationBroker 4";'-5] NifsDisableEncryption REG_D'WORD 00000000 (0)
ControlSet0D1 Iﬁ] MifsDisableLastAccessUpdate REG_DWORD (xB0000000 (2147483648)
v CurrentCentrolSet i’;'ﬂ MtfsDisableLfsDowngrade REG_DWORD 0z 00000000 (0)
v Control I;'_@_] NtfsDisableVolsnapHints REG_DWORD 0500000000 (0)
: {7746D80F-97ED-4E26-5543- 26B41FC22F7S} %] NtfsEncryptPagingFile REG_DWORD (00000000 (0)
MccessibilitySettings j';'-ﬂ NitfshemorylUsage REG_DWORD (500000000 (0)
ACPI 7] NtfsMFftZoneReservation REG_DWORD 000000000 (0)
ApplD %4 NtfsQuotallotifyRate REG_DWORD 0x00000e10 (3600)
AppReadiness %% RefsDisableL astAccessUpdate REG_DWORD 000000001 (1)
Arbiters #)5crubMode REG_DWORD 0x00000002 (2)
‘;‘“dkm . %) SuppressinheritanceSupport REG_DWORD 0x00000001 (1)
ackupRestore %) SymlinkLocalToLocalEvaluation REG_DWORD 0x00000001 (1)
i’;'ﬂ SymlinkLocalToRemoteEvaluation REG_DWORD 0z 00000001 (1)
EarlyLaunch o1 :
Eie 45_%] SymlinkRemoteToLocalEvaluation REG_DWORD 0500000000 (0)
Errat f;'_uﬂSymlmkREmntETDREmDtEEvaluatiun REG_DWORD 0ncO0DD0D00 (0)
rrata
ement 4";'-5] UdfsCloseSessionOnEject REG_D'WORD 00000003 (3)
Iﬁ] UdfsSeftwareDefectManagement REG_DWORD 000000000 (0)
— Jties i’;'_tﬂWmNFi\eSystem REG_DWORD 000000000 (0)
Grap’hicsDrivers I;'_n%]WmQSTruncatedE(tens\ons REG_DWORD 000000001 (1)
GroupOrderList

Figure 9 The Registry Editor window.

4. Right-click the Filesystem folder and select New>DWORD (32-bit) Value.
appears in the right-hand pane of the Registry Editor.

5. Enter LongPathsEnabled as the value name.
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6. Double-click the New Value. The Edit DWORD (32-bit) Value dialog box displays.

Edit DWORD (32-bit) Value

Walue name:

X

| LongPathsEnabled

Baze
(@) Hexadecimal

() Decimal

Walue data:

L |

Cancel

Figure 10 The Edit DWORD dialog box.

7. For Base, confirm Hexadecimal is selected.
8. Enter 1 in the Value data dialog box and click OK.
9. Select File>Exit to close the Registry Editor.

10.Press Windows+R on the keyboard. The Run dialog box displays.

11.Type gpedit.msc, and click OK. The Local Group Policy Editor window displays.

=/ Local Group Poli itor -
=/ Local Group Policy Ed O X
File Action View Help
e nHE = BEl T
= Local Computer Policy ~ | Filesystem
« i Computer Configuration )
| Software Settings Enable Win32 long paths State Comment
=l Windows Settings Edit policy settin
~ [ 7| Administrative Templates = S e et e
| Control Panl Requirements Enables ]_
| Network At least Windows Server 2016, = Z
| Printers Windows 10
| Server Description:
~| Start Menu and Taskbar Enabling Win32 leng paths will allow
v [ System manifested win32 applications and
| Access-Denied Assistance indows Store applications to access
| Wind S pplicati
= App-V paths beyond the normal 260
I Audit Process Creation character limit per node on file
- ) systems that support it. Enabling this
=l Creéant\als Delegation setting will cause the long paths to be
| Device Guard accessible within the process,
| Device Health Attestation Service
| Device Installation Mote: This registry setting is not
= stored in a policy key and thusis
f Disk NV Cache considered a preference. Therefore, if
- Disk Quotas the Group Policy Object that
_| Display implements this setting is ever
| Distributed COM removed, this registry setting will
| Driver Installation remain.
| Early Launch Antimalware
| Enhanced Storage Access
| File Classification Infrastructure
— itz cboos Sbodow Copy Provider
| Filesystem
TG meancution
| Group Paliey
| Internet Communication Management
1 isCsl
2 v | Extended / Standard /
3 setting(s)

Figure 11 The Local Group Policy Editor window.
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12.Using the expanding menu in the left-hand pane, navigate to Computer

Configuration>Administrative Templates>System>Filesystem. The right-hand pane
refreshes to display the filesystem options.

13.Double-Click Enable Win32 long paths. The Enable window displays.
14.Select Enabled, then click OK.

& Enable Win32 long paths ] X

5] Enable Win32 long paths Ermreedaiig Mext Setting

(O Not Configured Comment:
@ Enabled
O Disabled
Supported on: [ At |east Windows Server 2016, Windows 10
Options: Help:

Enabling Win32 long paths will allow manifested win32
applications and Windows Store applications to access paths
beyend the normal 260 character limit per node on file systems
that support it. Enabling this setting will cause the long paths to
be accessible within the process.

Cancel Anply
Figure 12 The Enable Win32 long paths dialog box.

15.Select File>Exit to close the Local Group Policy Editor.

Note: It may be necessary to reboot the Windows system after enabling long paths.

59



ENABLE LAST ACCESSED TIME

Window Server 2019 and later disable tracking of the Last Accessed Time field by default. If
your workflow requires tracking of last accessed time, the default behavior must be modified
by a registry key.

This section is optional - you only need to enable this setting if you require tracking of Last
Accessed Time.

Use the instructions in this section to enable long paths.

-—

4‘
5.

. Press Windows+R on the keyboard. The Run dialog box displays.

Type regedit, and click OK. The Registry Editor window displays.

Using the expanding menu in the left-hand pane, navigate to HKEY_LOCAL_
MACHINE\SYSTEM\CurrentControlSet\Control\FileSystem.

Double click the row of the NtfsDisableLastAccessUpdate value.

Enter Hexadecimal value of 0, then click OK.

Note: If you are enabling this setting after installing and using the StorCycle application, the change

is not retroactive. The server must process data for a period of time before accurate last access
time values are stored with files.
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INSTALL THE STORCYCLE SOLUTION

The StorCycle.rpm file is delivered as a link from a Spectra representative. Move the .rpm file
to the server where you plan to install the StorCycle solution. Complete all Configure Volume
Snapshots for the StorCycle Database - Linux on page 65 and Create the StorCycle Mongo
Database Repository installation steps before running the .rpm StorCycle file.

1. Navigate to the directory in which the .rpm file is located or give the full path to the file.
The .rpm must run as root.

2. To install the StorCycle .rpm, use the following command:

sudo yum install -y ssc-production-X.X.X.XXX.XXXXXXXX.rpm

3. If desired, change the user from root using the following commands (where user and
group refer to the user you want to change):

sudo chown -R user:group /var/lib/ssc

sudo vi /usr/lib/systemd/system/ssc.service

# User=root - change root to the new user name

sudo setcap CAP NET BIND SERVICE=+eip /sbin/ssc

sudo systemctl restart ssc
START, STOP, AND RESTART THE SERVICES

To check if the services are running, execute the following commands.
MongoDB: sudo systemctl status mongod
StorCycle: sudo systemctl status ssc

To start the mongod or StorCycle processes, issue the appropriate command below.
MongoDB: sudo systemctl start mongod
StorCycle: sudo systemctl start ssc

To stop the mongod orStorCycle processes, issue the appropriate command below.
MongoDB: sudé  systemctl stop mongod
StorCycle: sudo. systemctl stop ssc

To restart the mongod or StorCycle processes, issue the appropriate command below.
MongoDB: sudo systemctl restart mongod

StorCycle: sudo systemctl restart ssc
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Icon

Meaning

Description

* Warning - A job completed with warnings or errors, for example, a file
to be migrated / stored was already migrated / stored, therefore, it was
skipped. Determine the cause of the problem and remedy it if necessary.

* Error - A job failed with warnings or errors, for example, the StorCycle
solution cannot communicate with a storage location. Determine the
cause of the error and remedy it as soon as possible.

User

Indicates the user currently logged in and provides access to the Logout
function.

Other Icons

The table below describes icons that display on various screens in the user interface.

Icon Meaning Description
Actions Displays all actions possible for the corresponding storage location or
Drop Down migrate / store project.
E Cancel Click to cancel a queued, verifying, or active job.
Clone Click to duplicate a previous migrate / store project with a new name or to
@ create a new BlackPearl storage location using the same endpoint and
credentials of an existing location.
Delete / Click to delete jobs or logs, or to disable projects.
o Disable
G Delete Files | Click to delete files.
Details Click to display details. On a message details screen, you can also mark
e the message as read.
9 Download Click to download logs. See Logs on page 245.
° Edit Click to edit a migrate / store project, storage location, department, or

user.
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Icon Meaning Description
Ingest Click to have the StorCycle solution ingest the data in the bucket
e associated with the BlackPearl target to manage it.
e List Click to see the listing of items in a catalog.
Pause / Click to pause the schedule for a project or disable the project.
@ Disable
Refresh Click to refresh the jobs listing.
Note: The Refresh icon displays on several background colors.
0 Restore Click to restore the object in the catalog search.
Resume / Click to resume the schedule for a project or disable the project.
@ Disable
Run Run a recurring or single-run migrate / store, database backup, or scan
0 project.
Savings Click to open the Savings Calculator section of a Scan Job Details screen.
Calculator See Savings Calculator on page 239 for more information.
Send Test Click to send a test email to the associated user.
Email

©0

View Details

Click next to a storage location to view details about the storage location.
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LOG INTO THE USER INTERFACE

Use one of the following methods to log into the Spectra StorCycle solution user interface.

e If you created a desktop shortcut during the installation process, double-click the shortcut
to launch the StorCycle user interface.

¢ Using a supported web browser, do one of the following:
e If you are on the server, enter https://localhost and press the Enter key.

¢ If you are on a host on the same network as the server, enter the IP address for the
Spectra StorCycle solution server with the https: port (for example
https://xxx.xxx.xxx.xxx/app) and press the Enter key.

Note: You mustinclude https://.

A StorCrcLe

“ Jsername

Password

LOGIN

Figure 14 The Spectra StorCycle solution Login screen.

1. Enter the Domain for a Domain User or clear the Domain for a Non-Domain User.
Note: This field only displays when Active Directory / LDAP is configured.
2. Enter the primary administrator username and password.
The default username is administrator. The default password is spectra.
Notes: e Usernames are case insensitive.

e Spectra Logic recommends that you change the default password for the primary
administrator (see Configure Users on page 143).

3. Click Login to log in. The remainder of this guide assumes that you are logged in to the
Spectra StorCycle solution user interface.

After five unsuccessful login attempts, a local user is locked out and the password
must be reset by an administrator. See Reset a Local User Password on page 228

for instructions.

IMPORTANT . . . . . .
Active Directory user login attempts follow Active Directory policies. To protect the
Active Directory server, the Spectra StorCycle solution adds a 1 second delay on

the next login attempt for every invalid login attempt.
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LOAD LICENSE KEYS

License keys enable features and capacity within the Spectra StorCycle solution.

Use the instructions below to load new license keys.

1. Click Settings £¢ in the toolbar and then select Configuration > Licenses & SSL
Certificate. The Licenses & SSL Certificate screen displays showing any licenses currently

installed in the software.

QA & @ ©@a 2Administrator

A SrorCrcie

Users Non-Spectra NAS Storage Cloud Storage Expires

Unlimited T8

a SorCycle 0=

Figure 15 The Licenses & SSL Certificate screen.

2. Click Load Licenses. The Load Licenses dialog box displays.

Load Licenses >

This action will replace all existing license keys with the keys specified below. All
installed license keys not specified below will be removed. Enter one key per line.

License Keys

License Key

625X35T3DMQM47X

License Key

©

SUBMIT

Figure 16 The Load Licenses dialog box.

3. Click the minus (-) sign next to any license that you want to remove.

4. Click the plus (+) sign to add a new line for entering a license. Enter all license keys,
exactly as provided, one per line.

5: Click Submit to save the license keys. The Licenses & SSL Certificate screen displays
with the newly entered keys listed.
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STORAGE LOCATION BEST PRACTICES

To monitor the cost savings from migrating from the Primary Storage Tier to the Perpetual
Storage Tier, for each storage location enter a department (see Configure Departments on
page 224) and a cost per terabyte (TiB). StorCycle will then monitor the amount of data moved
between storage locations and calculate an associated cost savings.

The use of local storage (for example \ \localhost\c$) for source or target storage locations is
not supported.

Source Storage Location Best Practices - General

Note: A BlackPearl gateway cannot be configured as a source storage location.

StorCycle Storage Locations that are sources of data (data to be migrated) can be configured to
be at the top-level directory of a storage server share or at a sub-directory lower down in the
directory structure path.

Consider the following when deciding where to place the StorCycle source Storage Locations:

* Do the directories contain data for different departments or groups and is tracking of
storage usage and cost by department/group desired? If so, each department/group should
have its own Storage Location.

¢ Are there different pools of data that will have different methods of being scanned or
archived? For example, some data may need to be scanned weekly whereas other data
never needs to be scanned. Or, one pool of data may be archived manually by project or
directory, whereas another pool of data is automatically archived on a scheduled basis
based on the age of the data. If these different types of pools of data exist, then each should
have their own Storage Location.

Source Storage Location Best Practices - NAS Storage

When creating a NAS share on a Windows host, several permissions are inherited by the
share. If a permission does not already exist on the Windows host, it is created.

Inherited permissions from archive and restore target directories may conflict with
permissions StorCycle attempts to archive or restore from the original source objects and
directories. When permissions conflict, the operation may generate warnings, errors, and may
make changes to file.accessibility. Typically these permissions are CREATOR_OWNER,
CREATOR_GROUP, AND EVERYONE.

Spectra Logic recommends disabling inheritance for both archive and restore target directories
as described below. This allows the StorCycle solution to preserve the existing permissions of
the source object during archive and restore operations.

Note: BlackPearl NAS source storage does not support symlinks.
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CONFIGURING STORAGE

Storage consists of both source and target storage locations. Source storage data is scanned

and archived to target storage using migrate / store jobs. Restore jobs move data from target
storage back to the source storage location.

Supported Source Storage - NAS, S3, Google Cloud

Support Target Storage - Spectra BlackPearl NAS, non-Spectra NAS, S3, AWS, Microsoft
Azure, Google Cloud

The StorCycle solution runs on Windows servers and supports CIFS/SMB
IMPORTANT  networked storage or runs on Linux servers and supports NFS-protocol storage or

CIFS/SMB networked storage.

Notes: e Storage locations cannot be deleted after they are used in a project, but can be hidden
from the Storage screen. See Retire/Delete a Storage Location on page 126 or more
information.

e You cannot configure a storage location to use encryption before encryption is
configured or the encryption password is re-entered after a server reboot. See Enable
Encryption on page 214 for more information.

e To clone a current BlackPearl storage location, see Clone a BlackPearl Storage Location
on page 121.

e To ingest data from a BlackPearl bucket, see Ingest Data in BlackPearl Bucket on
page 124.
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INGEST DATA IN BLACKPEARL BUCKET

A bucket on a BlackPearl system with data added outside of the StorCycle solution can be
ingested so that the objects in the bucket are managed by the StorCycle solution, allowing you
to restore the contents of the bucket.

Notes: e You cannotingest a bucket previously used as a target for a migrate / store project.

e A second ingest of the same storage location will ingest new files added to the bucket
outside of the StorCycle solution, and will update files changed in the BlackPearl
bucket.

e If the ingested bucket name matches a StorCycle server path, and the storage location
and bucket contain file(s) with the same name(s), the ingest of those files will fail.

1. To ingest a BlackPearl bucket, first configure it as a BlackPearl storage location. See
Configuring Storage on page 90.

Note: You cannot ingest a storage location configured to use encryption or packing.

2. On the storage screen (see Figure 17 on page 91), select the Actions menu and select
Ingest @ next to the BlackPearl storage location. The BlackPearl name Ingest dialog box
displays.

BP-1 Ingest Q© X

o Note 0 Properties

Note:
After an ingest, the BlackPearl bucket will not be available for migrate/store jobs.

Retention policies will not execute on ingested BlackPear/ data.

O

Figure 43 The BlackPearl name Ingest Note dialog box.

3. Select the check box to Confirm that you understand that the BlackPearl bucket is not
available for migrate / store jobs after the ingest, and that retention policies do not delete
ingested data.
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DATABASE BACKUP

The StorCycle solution requires daily database backups configured and scheduled before any
migrate / store jobs can run.

If something happens to the StorCycle database and you do not have a backup,
IMPORTANT  you will lose information about what files are migrated and where they are

located.

Database backups are specific to each operating system. Database backups and
the Database Archive and Restore actions cannot be used to migrate the

A IMPORTANT  database across operating system server platforms. For example, you cannot
restore a database to a Windows system if it was originally created by a Linux
system, and vice versa.

The Jobs pane of the main dashboard (see Figure 116 on page 232) provides the date and time
for the last successful Database Backup. The background color for the Database Backup status
indicates the age of the last successful backup:

e White — Less than one day old.
* Yellow — One to seven days old.
* Red — Greater than seven days old.

Note: The StorCycle solution displays a red banner message on the user interface to remind
administrators if a daily database did not run in the last 24 hours.

Post Archive Action Delay

The StorCycle solution requires additional database protection for any migrate / store job that
removes or replaces original source files. The StorCycle solution requires the completion of
two successful database backups before the removal or replacement occurs.
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Creating a Database Backup

Use the instructions below to configure a database backup.

Note: Itis recommended to check the backup directory after creating your first database backup to
verify the backup completed as expected.

1. Click Settings £¢ in the toolbar and then select Database Backup. The Database Backup

screen displays showing recurring and single run Database Backup Projects and database
backup jobs.

A.STORCYC.LEw Qa &« @ ©a 2Administrator

Database Backup Schedules
Schedules to back up all configuration and application databases

Recurring Projects

Name Enabled Targets Schedule Actions

BackupDb to [LT CIFS Encrypted Target 1] GZLKMY Mar 15 03:38:42.485 true LT CIFS Encrypted Target 1 Next Run: Mar 15, 2023 4:59.00 PM 6 o o
BackupDb to [LT CIFS Target 1] JDBBrt Mar 14 14:42:34 986 true LT CIFS Target 1 Next Run: Mar 15, 2023 1:25:00 PM 9 o o
BackupDb to [LT Packing BlackPearl 1] DikOBC Mar 14 02:34:09 479 true LT Packing BlackPearl 1 Next Run: Mar 15, 2023 2:41:00 PM e o o
BackupDb to [LT CIFS Target 2] Wdnmfc Mar 13 16:22:38.911 true LT CIFS Target 2 Next Run: Mar 16, 2023 12:55:00 AM ﬁ a n -

Single Run Projects

Name Enabled Targets Schedule Actions

BackupDb to [LT BlackPearl 1] KYnnDo Mar 15 10:50:52.625 true LT BlackPearl 1 Run Now Q o o

BackupDb to [LT BlackPearl 1] yfgAYJ Mar 15 09:38:19.445 true LT BlackPearl 1 Run Now 6 o o

BackupDb to [LT BlackPearl 1] ndWgXM Mar 15 09:35:07.425 true LT BlackPearl 1 Run Now 0 ° o

BackupDb to [LT CIFS Encrypted Target 1] wxjxwQ Mar 15 09:25:21.357 true LT CIFS Encrypted Target 1 Run Now anon -

'SCHEDULE NEW DATABASE BACKUP

Figure 45 The Database Backup screen.

2. Click Schedule New Database Backup.
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CONFIGURE GLOBAL SETTINGS

If desired, use the instructions below to edit the Global Settings.

1. Click Settings £ in the toolbar and then select Configuration > Global Settings. The
Global Settings screen displays showing the current global settings.

A STorCyCLE Q & @ @& 2Administator

Global Settings
Settings that apply to all jobs and storage locations.

Currency usb

Method to determine file age Creation Time
Session timeout 8h
Hostname Override

Remove HTML Links on Restore false

EDIT GLOBAL SETTINGS

Figure 51 The Global Settings screen.

2. Click Edit Global Settings. The Global Settings dialog box displays.

Global Settings ® X
Currency
UsD -
Method to determine file age 0
Last Accessed Time -
Checksum Type o
Cryptographic -
o

Hostname Override

& ptional) Use this value instead of hostname lookup

@) Remove HTML Links on Restore @

Session timeout 0
99 : 0
Hours Minutes

SUBMIT

Figure 52 The Global Settings dialog box.
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Daily Restore Limit

0 GiB -

Daily limit for restore users

Figure 55 The Active Directory / LDAP Settings dialog box
with Allow any Active Directory / LDAP user to restore
selected.

10.Click Next. The second screen of the Active Directory / LDAP Settings dialog displays.

Active Directory/LDAP Settings Q@ X
O
7]
User
BaseDN
Example: ou=people,dc=example dc=com
9
User/Group Membership Query
PREVIOUS  SUBMIT

Figure 56 The Active Directory / LDAP Settings dialog box
screen 2 without Use OpenLDAP selected.

11.Select whether oriot to Use OpenLDAP. If you select Use OpenLDAP, continue with
Configure Active Directory / LDAP Using OpenLDAP on the next page. If you do not
select to use.OpenLDAP, continue to Step 12 on page 140.

12.Enter a User, in the format user@domain, for the user associated with the passwords on
the prévious screen. The user must be authorized to make Active Directory / LDAP
queries.
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13.If desired, enter a BaseDN.

14.1f desired, enter a custom User / Group Membership Query.

Only system administrators who have an understanding of the organizations
A IMPORTANT domain settings should modify the AD/LDAP group search query.

15.Click Submit to save the Active Directory / LDAP settings.
Configure Active Directory / LDAP Using OpenLDAP

If you selected Use OpenLDAP, the dialog box updates to display the OpenLDAP setting fields.

Active Directory/LDAP Settings 0O X
BindDN
Example: cn=admin,dc=example,dc=com
BaseDN
Example: ou=people dc=examg =com

Jsermname Attribute

Example: uid

Email Attribute

Example: mai

User/Group Membership Query

PREVIOUS  SUBMIT

Figure 57 The Active Directory / LDAP Settings dialog
box with Use OpenLDAP selected.

1. Enter the BindDN, for example cn=admin, dc=example, dc=comn. This is the
credential‘used to authenticate to the LDAP server and perform operations.

2. Enter.the BaseDN, for example cn=people, dc=example, dc=com. This specifies the
root location for the LDAP search for user accounts.
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CHAPTER 7 - SCAN

This section provides instructions for using the Scan wizard.

Scanning OVerVIeW ... ... 151
Scanning from the ROOt . ... .. 151
Scanning from a SUD-DiIreCtory ... 151
A Migrate / Store Job’s Effect on Scan Data ... 156

Create a Scan Project ... .. . 158
Scan Wizard—Scan SOUICe ... . . 159
Scan Wizard—Schedule .. .. . 160

Pause a Scan Project ... . . 163

Resume a Scan Project ... .. 163

CancelaScanlJob .. 163

Disable a Scan Project ... 164
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DISABLE A SCAN PROJECT

Disabling a scan projects stops a project with a recurring schedule, or a single run project
scheduled for the future, from running and removes it from the list of projects on the Scan
screen (see Figure 68 on page 158).

Note: Disabling a project does not cancel a job that is currently running. To cancel a scan job that is
queued, verifying, or active, see Cancel a Scan Job on the previous page.

To disable a scan project, do one of the following:

¢ For a single run project, click Disable @) next to the project on the Scan screen (see
Figure 68 on page 158). A confirmation screen displays. Click Delete to confirm disabling
the project.

e For a Recurring project, click Pause § or Resume @), select Disable Project from the
Choose Action drop-down list. A confirmation screen displays. Click Submit to confirm
disabling the project.

Note: Even after disabling the project, the project name cannot be reused.
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CHAPTER 8 - MIGRATE OR STORE DATA

This section provides instructions for using the Migrate / Store wizard.

Migrate / Store Overview ... . . 166
Using Scan Results for Migration ... 166
Create a Migrate / Store Project ... . .. 167
Create a Migrate / Store Project ... . 169
Migrate / Store Wizard—Project Name ... 170
Migrate / Store Wizard—File Parameters ... 172
Migrate / Store Wizard—Set Targets ... 175
Migrate / Store Wizard—Schedule ... .. 178
Run a Migrate / Store Project ... . 181
Pause a Migrate / Store Project ... ... 181
Resume a Migrate / Store Project ... .. 181
Cancel a Migrate / Store Job ... .. 182
View Migrate / Store Job Details ... .. .. 183
Edit a Migrate / Store Project .. .. 183
Clone a Migrate / Store Project ... ... . 184
Disable a Migrate / Store Project ... .. . . .. 184
Delete a Migrate / Store Project ... . .. 185
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MIGRATE / STORE OVERVIEW

A Migrate / Store project moves scanned data from primary storage to secondary storage.
When configuring a new Migrate / Store project, if a scan was previously done, StorCycle
graphically displays all scanned data within the selected storage location by file size and age.
This allows a user to easily select to move all scanned files or only a portion based on
particular file sizes or file age from primary storage to a lower-cost storage medium.

File age is the most important property for determining which files should be migrated. The
older the file, the less likely that it is to be accessed. File age is typically determined by the
date the file was last accessed, but StorCycle also optionally allows file age to be based on the
last modified date or creation date of the file. To change the basis for file age, see Configure
Global Settings on page 136.

File size is also important for determining which files to migrate:

e Migration of smaller files from primary storage does not have as big of an impact on
freeing up space and improving performance when compared to moving large files.

e Small files transfer to secondary storage at a slower rate (MiB/s) than large files.

* Small files have a larger impact on the count of files/objects in object storage. Object
storage systems like the Spectra BlackPearl system typically have an object count
maximum. Packing, described in Configuring Storage on page 90, can address this issue.

Using Scan Results for Migration

When migrating data, users have the choice of whether to scan before migrating.

* Scan before Migrate / Store — Perform a new scan, and then migrate files that meet the
specified criteria for age and size. Use this option if a prior scan result is not available, if it
has been a long time since the latest scan, or if there has been a large content change in the
storage location.

e Use Last Scan — Migrate files that meet the specified criteria for age and size based on the
most recent scan result. This is the most efficient choice.
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CREATE A MIGRATE / STORE PROJECT

Configure a migrate / store project to find and move objects to secondary storage.

Understanding Migrate / Store Project Functionality

Use the information in this section to understand the behavior of certain aspects of a migrate /
storage project that may apply to your storage environment.

Directories

When the StorCycle solution migrates / stores or restores files, it also migrates / stores
or restores associated directories. While the StorCycle solution ensures that a file does
not already exist on the target and does not overwrite the file, it may overwrite existing
directories.

* When the Windows version of the StorCycle solution overwrites a directory, it resets
the permissions / ACLs based on the permissions / ACLs that are on the directory
that it is migrating.

* When the Linux version of the StorCycle solution overwrites a directory, it does not

reset the permissions / ACLs (because Linux does not have an "Auto Inherit" flag
like Windows).

The StorCycle solution migrates / stores empty directories.

Having the target directory for a migrate / store job open in Windows Explorer may
cause "The process cannot access the file because it is being used by another process"
errors.

Previously Migrated Files

The StorCycle solution does not migrate / store files that have been previously migrated
/ stored, even if the file has changed on the source storage location. If you want to
migrate / store the file again, you must first move it to another path location.

File Extended Attributes

The StorCycle solution migrates / stores and restores the access, created, and modified
times, and the DACLs (Windows) or group/owner/mode (Linux). For BlackPearl and S3
targets, these attributes are added to the objects as metadata.

The StorCycle solution does not migrate / store Alternative Data Streams or SACLs.
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Symbolic or HTML Links

When the StorCycle solution migrates / stores symbolic links to Spectra or non-Spectra
NAS, they are migrated / stored as a text file containing the symbolic link path, even if
the target does not support symbolic links. The symbolic link on the source is replaced
by a StorCycle link (HTML link or symbolic link) if you selected one of these options.

When the StorCycle solution migrates / stores symbolic links to a BlackPearl system or
S3 storage location, they are migrated / stored as a zero byte object, with the symbolic
link path stored in the object metadata. The symbolic link on the source is replaced by a
StorCycle link (HTML link or symbolic link) if you selected one of these options.

When the StorCycle solution migrates / stores symbolic links to an Amazon Glacier
storage location, no object is stored in Amazon Glacier, however the symbolic link path
is stored by the StorCycle solution. The symbolic link on the source is replaced by a
StorCycle link (HTML link or symbolic link) if you selected one of these options.
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Create a Migrate / Store Project

Use the instructions below to configure a new migrate / store project.

IMPORTANT The StorCycle solution requires that dglly database backups are configured and
scheduled before any migrate / store jobs can be created.

1. Click Migrate / Store in the taskbar. The Migrate / Store screen displays showing

configured recurring and single run migrate / store projects and current and completed
migrate / store jobs.

ASTORCYCLE@ Q & @ €@ 2Administrator
Migrate / Store Projects
Configured projects to migrate / store data
Recurring Projects
Name Source Targets Root Directory Schedule Actions
Archive from LT CIFS Source 2 to LT CIFS Target 1 OedMFg Mar 16 10:22:49.511 LT CIFS Source 2 LT CIFS Target 1 Ewiiiﬁg};e 2;’“ Run: Mar 17. 2023 1:31.00 pcrions ~
Archive from LT VersChanged CIFS Source 1 to LT BlackPearl 1 vaNoxF Mar 16 07:18:10.156 gﬁ:?ha"gm cIFs LT BlackPearl 1 Ei‘i:;ﬁ;ﬁh E;’“ Run: Mar 16, 202361200 pcrions ~
:;c:‘:v:sf;:r;w LT VersAll CIFS Source 2 to LT CIFS Encrypted Target 1 JOIZIh Mar 16 LT VersAll CIFS Source 2 gr(g',‘(l;? Encrypted \DIRUINGSLI-0316_00_07 48 :Jge):gﬂ;anArljar 16, 2023 ACTIONS )
Single Run Projects
Name Source Targets Root Directory Schedule Actions
ScanAndArchive from LT VersAll CIFS Source 2to LT CIFS Target 1 tvCznT Mar 16 11:42:52.725 LT VersAll CIFS Source 2 LT CIFS Target 1 \DIRIUXRrdw-0316_09_59 31 Run Now ACTIONS ~
Archive from LT VersAll CIFS Source 2 to LT CIFS Target 1 vizdJE Mar 16 11:40:52.705 LT VersAll CIFS Source 2 LT CIFS Target 1 \DIRRIXDkDc-0315_01_49_44 Run Now ACTIONS ~
ScanAndArchive from LT VersAll CIFS Source 2 to LT CIFS Target 2 USgUmb Mar 16 11:35:32.689 LT VersAll CIFS Source 2 LT CIFS Target 2 \DIRmMSLBRPE-0316_17_09_29 Run Now ACTIONS ~
'

Figure 73 The Migrate / Store screen.

2. Click New Migrate / Store Project to start the Migrate / Store wizard.
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Migrate / Store Wizard—Project Name

The Project Name screen of the Migrate / Store wizard allows you to configure the project
name and storage location.

New Migrate / Store Project

@ eroiect name — @) File Parameters

Figure 74 The Project Name screen of the Migrate / Store wizard.

1. Enter a unique Project Name for the project.

A project name must be unique across all Scan, Migrate / Store, Restore, and

Database Backup projects. Names of deleted projects cannot be reused.
IMPORTANT . . .
The name of a Migrate / Store project can be used to search for the project and

associated files.

2. If desired, enter a Description for the project.
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DELETE A MIGRATE / STORE PROJECT

Use the instructions below to delete all files associated with a migrate / store project.

Note: The Delete Project link is only available for Administrator or Crypto Officer users.

1. Click Delete Project in the taskbar. The Delete Project screen displays.

ASTORCYCLEM QA & © ©&A 2 Administrator

Delete Project

Delete Migrated/Stored Files and Project

SEARCH BY PROJECT NAME SEARCH BY TAG

Project Name

Showing: 1 -4 of 4

Name Description Targets Created Time Delete

Isilon to GCP with HTML Target BlackPearl 02/21/2024 7:03:00 AM G

Figure 81 The Delete Project screen.

2. Select how you want to search.

¢ Search by Project Name on the next page

¢ Search by Tag on page 187
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A STorCyvciE”

Reqgistered Users

Ui prnarmse

FPassward

LOGIN

Anonymous Users

SEND REQUEST TO ADMINISTRATOR

Figure 85 The Spectra StorCycle Solution Login screen
with link to email the Administrator.

If you are a registered user, log in to complete the restore. The Restore wizard runs with all
fields populated to restore the requested file(s). See Restore Wizard —Files to Restore on
page 196 for more information.

If Active Directory / LDAP was configured with Allow any Active Directory / LDAP user to
restore selected (see Configure Active Directory / LDAP on page 138), any Active Directory /
LDAP user on the domain can restore files even if they are not configured as a StorCycle user.
Log in using your Active Directory credentials.

If Active Directory / LDAP was not configured or not configured with Allow any Active
Directory / LDAP user to restore selected, and you are not a registered user, click Send
Request to Administrator. The Send Request to Administrator screen displays.
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Restore Wizard—Files to Restore

The Files to Restore screen of the Restore wizard allows you to select from which migrate /
store project to restore files.

If storage locations use storage location security, The restore wizard will only

IMPORTANT display projects associated with source storage locations configured with an AD /
LDAP group to which you are a member. See Storage Location Security on

page 85 for more information.

New Restore

o Flles to Restore

0, SEARCH FOR PROJEC

Figure 90 The Files to Restore screen of the Restore wizard.

¢ C(lick Search for Project to open the Catalog Search Dialog box (see Search for Project on
the next page for instructions).

¢ Use the drop down fields to Select the Project Manually (see Select the Project Manually on
page 201 for instructions).
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3. In the Files / Directories field, enter the full or partial file or directory name, and click
Search.

If you selected one or more linked instances, a tab for each linked instance included in
the search displays the number of matches found.

If you selected Include All Versions, the screen displays a Latest Version tab and a
Versioned Files tab for this instance of StorCycle software. The Latest Version tab
displays the latest version of all files. The Versioned Files tab displays all versions of
versioned files including the latest version with a code appended to the file name that
indicates the date and time that the file was migrated / stored in the format
yyyymmddhhmmss using a 24-hour clock.

Select a tab to display all migrate / store jobs containing a file or directory with a name
containing the search string.

Notes: e Non-versioned files do not display on the Versioned Files tab.
e Linked Instances only display the latest version of files.

e When a versioned file is restored, the data and time information is removed from the
file name.

e Ifajobisrestored from a target with packing enabled and which contains a versioned
file which has been deleted due to keep XX versions, the StorCycle solution does not
include the deleted file in the restore, even if it still exists in a pack. The deleted
version does not exist in the StorCycle database and the restore job completes without
warnings or errors.

4. Click Restore @ next to the job from which you want to restore files. Alternatively,
expand the project and select a single file to restore.

5. The user interface returns to the Restore wizard with the correct Previous Migrate / Store
Project and Previous Migrate / Store Job selected. Or, if you selected a single file, the
information for the single file is automatically populated.

Note: If the job is on a linked instance, you will need to log into the linked StorCycle solution and
continue creating the restore project on that instance. Files can only be restored to storage
locations configured in the linked instance.

6. Continue with Select Files to Restore on page 202.
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Search by Tag

Catalog Search Q@ X
SEARCH BY PROJECT NAME SEARCH BY FILE NAME SEARCH BY TAG
Linked Instances
User Guide Example A This Instance h
@ THISINSTANCE (1)
Showing: 1-10f 1 5 rows

Name Description Created Time Restore
Docs-1 03/17/2023 9:23:01 AM o
~
v Tags

Figure 93 The Search by Tag tab of the Catalog Search dialog box.

1. If applicable, select which StorCycle instances you want to search. The default is this
instance only. See Configure Linked Instances on page 219 for information on
configuring linked instances.

2. In the Tag field, enter a full or partial tag, and click Search.

The tab for each linked instance included in the search displays the number of matches
found. Select a tab to see all migrate / store jobs with a tag containing the search string.

3. Click Restore @ next to the job from which you want to restore files.

4. The user interface returns to the Restore wizard with the correct Previous Migrate / Store
Project and Previous Migrate / Store Job selected.

Note: If the job is on a linked instance, you will need to log into the linked StorCycle solution and
continue creating the restore project on that instance. Files can only be restored to storage
locations configured in the linked instance.

5. Continue with Select Files to Restore on the next page.

Select the Project Manually

1. From the Previous Migrate / Store Project drop-down, select a previously configured
project which executed the job from which you want to restore files. See Migrate or Store
Data on page 165.

2. From the Previous Migrate / Store Job drop-down, select the previously executed job
from which you want to restore files.

Note: [f the project was deleted manually or because of retention policy, the drop-down for
Previous Migrate / Store Job will be empty.

3. Continue with Select Files to Restore on the next page.
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Select Files to Restore

Select Restore All Files in Project, Specify Single File, or Browse File Listing.

Depending on which option you select, the dialog box updates to display more fields.
Continue with the applicable section below:

¢ Restore All Files in Project
* Specify Single File

* Browse File Listing

Restore All Files in Project

If you select Restore All Files in Project, all files in the migrate / store job are restored. Click
Next and continue with Restore Wizard —Restore To on page 204.

Specify Single File

If you select Specify Single File, the dialog box updates to request the file name.

Specify Single File -

Exact File Mame

NEXT

Figure 94 The Specify Single File restore fields.

1. In the Exact File Name field, enter the full file name including the path to the share and
the file extension.

2. Click Next and continue with Restore Wizard —Restore To on page 204.
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Browse File Listing

If you select Browse File Listing, the dialog box updates to display all files and sub-directories
in the selected job.

Browse File Listing -

Browse File Listing: ScanAndArchive from LT CIFS Source 1 to LT CIFS
Encrypted Target 1 CNJroX Oct 9 07:28:17.288-1

\DIRbvrXGJs-1006_13_45_14

.. to source 1

0

[+
<]

BNFUHyDmrk-1006_21_40_54 bar

+

BtHZaDGySj-1006_13_45_15.bar

ChdQVELRED-1006_13_45_14.bar

[+
O 00O

+/

CuFVInpQzm-1006_19_50_18.700

Figure 95 The Browse File Listing restore fields.

1. Browse to find the files or directories that you want to restore and select the check box
next to the name. Directories highlight purple when selected.

2. Click Next and continue with Restore Wizard —Restore To on the next page.
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Restore Wizard—Restore To

The Restore To screen of the Restore wizard allows you to configure the location where the
objects will be restored.

New Restore

9 Files to Restore

Restore_20230317104154

Restore Files

DIR RRxHRR-0317_16_11_25
DIR UdompQ-0317_05_07_57
DIR nkBTAs-0316_12_14_59
DIR 0EHsJG-0317_10_24_12
DIR zpUgHk-0316_08_43_58
DIRAC gWNi-0317_15_53_16
DIRAEIGEDJ-0317_10_03_03
DIRAGID |1-0317_04_55_53
DIRATCSWIS-0317_10_42_48
DIRAx0JIMR-0317_13_07_13
DIRBFmatSP-0314_10_18_51

DIRBGiBjmv-0317_15_12_28

DIRBXHTQWC-0317_10_26_36

PREVIOUS HEXT

Figure 96 The Restore To screen of the Restore wizard.

1. If desired, edit the Restore Project Name.

A project name must be unique across all scan, migrate / store, restore, and

RN INT database backup projects. Names of deleted projects cannot be reused.
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2. If desired, enter a project Description.

3. Select whether to Restore Files, Restore Individual HTML Links, Restore Single HTML
Link, or Restore Symbolic Links Only.

e Restore Files —The file is restored to restore destination.

¢ Restore Individual HTML Links —An HTML link to instructions for restoring the file
from secondary storage is placed in the restore destination.

* Restore Symbolic Links — A symbolic link to the file on a NAS target is placed in the
restore destination.

Note: The Restore Symbolic Links Only option is only available if the original migrate / store
project used the Create Symbolic Links option.

4. If you are restoring Symbolic links, the original source location is entered as the Restore
Destination. Symbolic links can only be restored to the source location of the original
migrate / store job. Continue with Restore Wizard —Schedule.

If you are restoring files or HTML links, from the Restore Destination drop-down, select
one of the following;:

e Select Create New Source and enter the Storage Location Name and Server Path for a
new NAS storage location

Note: If you want to add additional detail for the new storage location, see Edit a Storage Location
on page 126.

Storage location server paths should not overlap. For example:
e The storage location server path should not be a sub-directory of an existing

storage location path.
A IMPORTANT .« The storage location server path should not have a sub-directory that is used
by an existing storage location path.

¢ The storage location server path cannot be the same as an existing storage
location path with different capitalization.

IMPORTANT plan to ingest. See Ingest Data in BlackPearl Bucket on page 124 for more

: The server path name should not be the same as a BlackPearl bucket that you
information.

¢ Select one or more previously configured storage location(s) as the destination. The
directory structure of the Restore Destination displays.
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5. Select the starting sub-directory on the Restore Destination to be the restore directory.

If you restore to a location other than the original source location, the StorCycle
IMPORTANT  solution attempts to restore the original permissions of each file, but may not be

able to depending on the properties of the restore location.

Notes:

If a restore project attempts to restore a file to a location in which a file of the same
name already exists, the restore fails. The existing file is not overwritten.

If symbolic links were created for migrated files, when the files are restored to their
original location, the symbolic links are deleted.

If HTML links were created for migrated files, when the files are restored to their
original location, the HTML links are deleted or retained depending on Remove HTML
Links on Restore setting on the Global Settings screen. See "Configure Global Settings"
on page 136.

On Windows system files and CIFS file shares, the StorCycle solution migrate / stores
and restores file permissions / ACLs, but does not migrate / store Alternative Data
Streams or SACLs.

When the StorCycle solution migrates / stores or restores files, it also migrates / stores
or restores associated directories. While the StorCycle solution ensures that a file does
not already exist on the target and does not overwrite the file, it may overwrite
existing directories.

e When the Windows version of the StorCycle solution overwrites a directory, it
resets the permissions / ACLs based on the permissions / ACLs that are on the
directory that it is migrating.

e When the Linux version of the StorCycle solution overwrites a directory, it does not
reset the permissions / ACLs (because Linux does not have an "Auto Inherit" flag
like Windows).

Spectra Logic recommends that you restore files to a new directory location.

Having the target directory for a migrate / store job open in Windows Explorer may
cause "The process cannot access the file because it is being used by another process"
errors.

If files weré migrated / stored from an S3 source to a BlackPearl storage location they
can only be restored to a Spectra or Non-Spectra NAS storage location and metadata is
not restored.
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Restore Wizard—Schedule

The Schedule screen of the Restore wizard allows you to configure when to run the restore
project.

New Restore

° Files to Restore

Restore Now

[ Email on job completion,o

PREVIOUS  SUBMIT

Figure 97 The Schedule screen of the Restore wizard.

Select Restore Now or Set Restore Time to set the run schedule.

e Restore Now below

* Set Restore Time on the next page

Restore Now

1. If desired, select the Email on job completion check box to have an email sent to the
logged in user when the restore completes.

2. Click Submit to save the project. The project starts immediately.

While the job is active, hovering over the total bytes for the job in the Restore Jobs
section of the Restore screen displays the restore performance, see Figure 119 on
page 234.
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Set Restore Time

If you select Set Restore Time, the dialog box updates to display the following fields:

New Restore ® X

° Files to Restore ° Restore To o Schedule

Schedule

Set Restore Time

- (pw)

< December 2020
SU MO TU WE TH

1 2 3

6°8 9 10

13 14 15 16 17
20 21 22 23
27 28 29 30

[ Emailonjob complenon.e

PREVIOUS  SUBMIT

Figure 98 Setting a start time.

. Use the up and down arrows to select the Start Time for executing the restore.

. Using the calendar, select the Start Date on which to execute the restore.

If desired, select the Email on job completion check box to have an email sent to the
logged in user when the restore completes.

Click Submit to save the project. The project runs as scheduled.

While the job is active, hovering over the total bytes for the job in the Restore Jobs
section of the Restore screen displays the scan performance, see Figure 119 on page 234.
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CREATE A RESTORE PROJECT USING BROWSE OBJECTS

Configure a restore project to move data from secondary storage back to primary storage by
searching for and selecting all desired data.

Use the instructions below to configure a new restore project using browse objects by source.

1. Click Browse on the taskbar. The Browse Objects screen displays.

ASTORCYCLEM 2 Q @ ©@a 2Administrator
o KCS3

KCS3 -

o0 (] ) I

Filters

25rows  Showing: 1-25 of 25+

No Filter Criteria

Path size ~ Created Tme ~ Actions
m Jken-source-vail-buckeydir-1/test-fie-0 10 Bytes 0913012024 12:04:59 PM o=
Iken-source-vail-buckeydir-1/test-fie-1 10 Bytes 0913012024 12:04:59 PM [E4]
Jken-source-vaik-bucketdir-1/test-fle-10 10Bytes 09/30/2024 12:04:59 PM Oz
Jken-source-vaik-bucketdir-1/test-fle-11 10Bytes 09/30/2024 12:04:59 PM Oo®
Jken-source-vaik-bucketdir-1/test-fle-12 10Bytes 03/30/2024 12:04:59 PM Oo®
Jken-source-vaik-bucketdir-1/test-fle-13 10Bytes 03/30/2024 12:04:59 PM Oo®

(B RESTOREALL

Figure 99 The Browse Objects screen.

2. Using the Sources drop-down menu, select an existing project to browse / search.
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Filters ~
Name/Path (7]

Match

e . Example @

(+
Tags o
Tag
Tags e
[+
Date o

Time Archived A

Start

{ October 2023 }

S0 MO TU WE TH FR S5A

1 2 3 4 5 8 7

Figure 100 The Filters option windows.

3. If desired, apply filters to the search. Click Filters to expand the filter options. The
following filters are supported:

¢ Name/Path—The Name/Path filter searches for files in the specified directory or files
with matching names. The Name/Path filter supports a set of additional search
operation parameters accessible through a drop-down menu: == (equals), = (not equal),
A_ (starts with), _$ (ends with), and *_* (contains).

e Size—The Size filter searches for files in a specified size or range. Use the left drop-
down menu to apply < (less than), > (greater than), == (equals), and != (not
equal) operations. Use the right drop-down menu to select B, KiB, MiB, GiB, and TiB
units.

e Tags—The Tags filter searches for files with exact tag matches.

e Date—The Date filter searches for files in a specified date range. From the drop-down
menu, select between Time Archived, Last Accessed Time, Creation Time, or Last
Modified Time then select a start date from the calendar display below.

Note: You can click the + button in the bottom left to add an additional filter in the Name/Path,
Size, and Tags categories.
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CHAPTER 10 - OTHER SETTINGS AND
FEATURES

This section provides instructions for configuring non-required settings that help you use the
StorCycle solution.

Enable Encryption ... .. . 214
Re-Enter the Encryption Password ... . 216
Edit Crypto Officer Contact Information ... . . 218

Configure Linked Instances ..., 219
Edit a Linked Instance .. ... .l 221
Delete a Linked INStanCe ... 221

Replace the SSL Certificate ... 222

Configure Departments ... .. 224
Edit a Department 225
Delete @ DePartmMeNt 225

Load or Remove Licenses ... .. 226

Reset a Local User Password ... 228

Restore the Database fromaBackup ... 229
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ENABLE ENCRYPTION

The StorCycle solution supports a single encryption key for all storage targets. The key used
for encryption and decryption is saved in memory. If the server reboots, the encryption
password must be re-entered. The StorCycle solution automatically regenerates the encryption
key.

Safely store the encryption password in a secure location. If you lose the
encryption password, you are not able to use the StorCycle solution to restore the
encrypted data after a server reboot. Additionally, any migrate / store jobs to an
encrypted target fail.

CAUTION

Once encryption is enabled and the encryption password is set, it cannot be

IMPORTANT disabled and the password cannot be changed.

StorCycle encryption does not protect the file name and metadata information

IMPORTANT on the target.

Only users with a Crypto Officer role can enable or disable encryption. See

IMPORTANT Configure Users on page 143 for more information about different user types.

> BB B

Note: Using encryption may have a performance impact on the server CPU.
Use the following instructions to set an encryption password.

1. Click Settings £ in the toolbar and then select Encryption. The Encryption screen
displays.

ASTORCYCLE” o & @ @44 =Administrator

Encryption

Values can be edited only by a user with the Crypto Officer Role

Status Enabled

Version 1.0.0

Passwor d 8 Single-key encryption password has been set and verified

Single key encryption password will need to be entered after server restart.
Contact Informtion

call 911

2023-03-16T11:54:34 559740-crypto engine passed intemnal self checks

Encryption Log

Figure 102 The Encryption screen.
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2. Click Set Password. The Encryption dialogue box displays.

Encryption Q@ X

Persist key to local file

Require encryption key on restart -

[t

Save encryption key to local file

Password

Confirm Password

Single-key encryption password will need to be entered after server restart. Provide

info to locate users with a Crypto Officer role in an emergency.

Contact Information

SUBMIT

Figure 103 The Encryption dialog box.

3. Select either Require encryption key on restart or Save encryption key to local file.
4. Enter and confirm the Password.

5. Enter Contact Information for one or more Crypto Officers who can be contacted if the
encryption password must be re-entered. You cannot enable encryption without
providing contact information for a Crypto Officer.

It is important to have up to date Crypto Officer contact information because
IMPORTANT  migrate / store jobs to encrypted targets or restores from encrypted targets fail

until the encryption password is re-entered after a StorCycle server reboot.

6. Click Submit.

7. Securely store the encryption password.

If you lose the encryption password, you are not able to access the data stored by
/N CAUEION .
the StorCycle solution after a server reboot.

After enabling encryption and setting the encryption password, you can configure new storage
locations to use encryption. See Configuring Storage on page 90 for more information.
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Re-Enter the Encryption Password

A red banner displaying "Encryption password not set" indicates that the StorCycle server
rebooted and you must re-enter the encryption password.

Once encryption is enabled and the encryption password is set, it cannot be
A IMPORTANT disabled and the password cannot be changed.

IMPORTANT Only users with a Crypto Officer role can re-enter the encryption password. See
Configure Users on page 143 for more information about different user types.

Use the following instructions to re-enter the encryption password.

1. Click Settings £ in the toolbar and then select Encryption. The Encryption screen
displays.

A STorCyCLE A Q @ @ ©@a 2Administator

Encryption password not set

Encryption
Values can be edited only by a user with the Crypto Officer Role

Status Non-operational
Version 1.0.0
Password ﬂ Single-key encryption password has not been set

Single-key encryption password will need to be entered after server restart.
Contact Information
as

2021-06-25T22:01:14.068655-crypto engine passed internal self checks -

Encryption Log

SET PASSWORD

Figure 104 The Encryption screen.



2. Click Set Password. The Encryption dialogue box displays.

Encryption

Persist key to local file

Require encryption key on restart -

fi

Save encryption key to local file

Password
Confirm Password
Single-key encryption password will need to be entered after server restart. Provide

info to locate users with a Crypto Officer role in an emergency.

Contact Information

SuUBMIT

Figure 105 The Encryption dialog box.

3. Select either Require encryption key on restart or Save encryption key to local file.
4. Enter the Password.

5. Update the Contact Information.

It is important to have up to date Crypto Officer contact information because
IMPORTANT  migrate / store jobs to encrypted targets or restores from encrypted targets fail

until the encryption password is re-entered after a StorCycle server reboot.

6. Click Submit.

After the password is submitted, the StorCycle solution regenerates the encryption key.
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Edit Crypto Officer Contact Information

Use the following instructions to edit Crypto Officer contact information.

1. Click Settings £ in the toolbar and then select Encryption. The Encryption screen
displays.

ASTORCYCLE“ a & @ @4 2Administrator

Encryption

Values can be eited only by a user with the Crypto Officer Role

B Singickey encrypton password has bean set and verlied

Single-key encryption password will need to be entered after server restart.
Contact Information

call 911

2023-03-16T11:54:34.559740-crypto engine passed intemnal self checks

Encryption Log

Ex
Figure 106 The Encryption screen.

2. Click Edit . The Encryption dialog box displays.

Encryption

Persist key to local file

Require encryption key on restart

Password

Single-key encryption password will need to be entered after server restart. Provide

info to locate users with a Crypto Officer role in an emergency:

Contact Information

call 811

SUBMIT

Figure 107 The Encryption dialog box.

3. Enter contact information for one or more Crypto Officers who can be contacted if the
encryption password must be re-entered. You cannot enable encryption without
providing contact information for a Crypto Officer.

It is important to have up to date Crypto Officer contact information because
IMPORTANT  migrate / store jobs to encrypted targets or restores from encrypted targets fail

until the encryption password is re-entered after a StorCycle server reboot.

4. Click Submit.
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CONFIGURE LINKED INSTANCES

Configure linked instances to search for data managed by other StorCycle solution
installations. Linked instances are helpful when you have multiple StorCycle solutions
installed and want to be able to use one instance to scan for data on the other instance.

The linked instance can be on the same server platform (Windows or Linux) or a different
platform.

Note: All StorCycle instances must be at StorCycle version 3.5.0 or later, to be linked.
Use the instructions below to configure a linked instance.

1. Click Settings £ in the toolbar and then select Linked Instances. The Linked Instances
screen displays showing all currently configured linked instances.

Note: Linked instances are not bi-directional. If you want StorCycle instance A and StorCycle
instance B to be able to search the other's managed data, you need to create a linked instance
from StorCycle instance A to StorCycle instance B and then another from StorCycle instance B
to StorCycle instance A.

A STorRCyCiE Q & @ €A 2Administrator

Linked Instances
Other StorCycle® Instances to be searched

Showing: 1 -5 of 15

Name Description Endpoint Status Actions
ADLI https://10.2.3.60 () o o
CENTOS-MOREY https://10.2.4.52 () o 6
CENTOS-MARK https://10.2.4.33 () o 6
WINDOWS-KENNETH https://10.2.2.20 1) ° e
WINDOWS-NICK https://10.2.2.42 () Q0

NEW LINKED INSTANCE

Figure 108 The Linked Instances screen.

2. Click New Linked Instance. The New Linked Instance dialog box displays.
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New Linked Instance

Description

Endpoint

Username

Password

ConfirmPassword

CREATE

Figure 109 The New Linked Instance dialog box.

3. Enter a unique Name for the linked instance.
4, If desired, enter a Description for the linked instance.

5. Enter the Endpoint for the linked instance in the format https: xxx.xxx.xxx.xxx. Do
not include /app. If the StorCycle instance does not use the default port, add :XxXx to
the endpoint, where XXX is the port number.

6. Enter the Username and enter and confirm the Password for a user configured on the
StorCycle instance to which you are linking.

7. Click Create to configure the linked instance. The connection to the link instance is
verified and the status displays on the Linked Instances screen.

Icon Meaning Description

0 Online The StorCycle solution successfully connected to the linked instance.

Unreachable The StorCycle solution could not connect to the linked instance. Hover
0 over the icon for more information.
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RESTORE THE DATABASE FROM A BACKUP

To minimize the possibility of losing data migrated / stored since the last
C CAUTION database backup was created, contact Spectra Logic Technical Support (see
Contacting Spectra Logic on page 9) before using the instructions in this section

to restore the database from a backup.

Database backups are specific to each operating system. Database backups and
the Database Archive and Restore actions cannot be used to migrate the

A IMPORTANT  database across operating system server platforms. For example, you cannot
restore a database to a Windows system if it was originally created by a Linux
system, and vice versa.

Use the following instructions to restore a database from a database backup. Database
restorations are typically performed when a system is damaged or upgraded.

Windows Server

1. Re-install the StorCycle software. See Download and Install the StorCycle Software on
page 56. Make note of the installation directory.

2. Stop the StorCycle service. Navigate to the Services screen. Select the StorCycle Service.
Click the Stop Service button in the upper left corner of the screen.

3. Find the database backup file. In your destination storage locations, look for backup files
which are named ssc-nodeld-hh-mm-ssZ.zip. The file with the latest date code is the most
recent backup.

4. Unzip the database backup file.

5. Open a Command Prompt window as an administrator and change directory to the
StorCycle install directory used in Step 1 on page 229.

6. Execute ssc.exe database restore <path to unzipped database
directory>.

Note: Use database restore —--help to view help for the command.

7. Restart the StorCyele service. Navigate to the Services screen. Select the StorCycle
Service. Click the Start Service button in the upper left corner of the screen.

Linux Server

1. Ensure the Mongo database repository is updated and compatible. See Create the
StorCycle Mongo Database Repository on page 69.
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2. Re-install the StorCycle software. See Install the StorCycle Solution on page 71. Make
note of the installation directory.

3. Find the database backup file. In your destination storage locations, look for the ssc-db-
backup directory. The backup files are named ssc-nodeld-hh-mm-ssZ.zip. The file with the
latest date code is the most recent backup.

4. Unzip the database backup file.

unzip -d target directory -u -q the database zip file
5. Stop the StorCycle service.

If you are the root user, execute:

systemctl stop ssc

If you are a user who has root access, execute:

sudo systemctl stop ssc

To check that the StorCycle service has stopped, execute:

sudo systemctl status ssc
6. If you are the root user, execute:

/usr/sbin/ssc database restore <path to unzipped database
directory>/SSC—XXXXXX7

If you are a user who has root access, execute:

sudo /usr/sbin/ssc database restore <path to unzipped database
directory>/ssc—-xXxXxxXXZ.

You will be prompted to enter the root password.

Note: Use /usr/sbin/ssc database restore --help to view help for the command.

7. Restart the StorCycle service.
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STORCYCLE DASHBOARD

View the Dashboard by clicking Dashboard in the taskbar. For information on using the
embedded BlackPearl dashboard, see Using the BlackPear]l Embedded Dashboard on page 254.

—
SPECTRA A SrorCyraie Q & @ @4 2Administrator

o4 i -
Dashboard +" Migrated Data $ Storage Cost Savings

By Storage Location By Department By Storage Location By Depariment
Migrate / Store

Browse 'I
Total Archived: 5.5 TIB Total Cost Savings

© Target Storage
User Licenses

Storage Space Object Count Storage
1.9 TiB In 1086164 Objects No Expiring Keys

fSe -

Recent Migrate and Restore Jobs
Active Jobs Progress

BackupDb to [LT GIFS Target 2] fluuws Mar 16 12:13:25.833-1 Total Bytes: 0 Bytes
Backup Database -

Figure 116 The Dashboard screen.

The dashboard provides a quick graphical display of available resources and cost saving
gained by using the StorCycle solution. More detail can be seen in StorCycle reports (see
Reports on page 241).

Migrated Data — The Migrated Data pane displays the amount of data migrated by source
storage location, and if departments are configured, by department. Hovering your mouse
over a colored section of a graph displays the storage location or department represented by
the color and the associated amount of data. Clicking a pane displays a table representation of
the information in the two graphs.

Storage Cost Savings — The Storage Cost Savings pane displays the money saved by
transferring data from high cost primary storage to lower cost secondary storage. If Cost/TiB
or Department is not entered for storage locations (see Storage on page 82), this section
displays zero cost savings. Hovering your mouse over a colored section of a graph displays
the storage location or department represented by the color and the associated cost savings.
Clicking the‘pane displays a table representation of the information in the two graphs.

Target Storage — The Target Storage pane displays the used space and object count on target
Storage Locations. Hovering your mouse over a colored section of a graph displays the storage
location or object count represented by the color and the associated amount of data or count.
Clicking the pane displays a table representation of the information in the two graphs.
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Savings Calculator

Click Savings Calculator @ at the bottom of a Scan Job Detail dialog box to display the Savings
Calculator.

Savings Calculator X

Potential Space Savings:
||

Last Scan categorized by age and size

150GiB =

030  >30 Days >00Days > Months >1Year >2Years 7 Years > 1ooeE

Total to Migrate: 150 GiB of 150 GiB

Object Size

All Sizes

1240742

Targets Cost per TiB

Target(s) v 100

Potential Savings: $1450.20

Figure 123 The Savings Calculator.

1. Using the Object Age drop-down, select the age of files to include.

Notes: e Object Age is determined using the configured Method to determine file age. See
Configure Global Settings on page 136 for more information.

e Only those objects meeting the Object Age and the Object Size requirements are
included.

2. Using the Object Size drop-down, select size of files to include.
Note: Only thoseobjects meeting the Object Age and the Object Size requirements are included.

3. The Source and Share Cost per TiB are entered automatically with the source of the job
and the Cost/TiB entered when creating the source storage location. The Share Cost per
TiB can be altered in the Savings Calculator. Making changes to the Share Cost per TiB in
the Savings Calculator does not change the value set for the storage location.
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4. If desired, select one or more Target(s). The Targets Cost per TiB updates to display the
total of the Cost/TiB entered for all selected Target(s). The Targets Cost per TiB can be
altered in the Savings Calculator. Making changes to the Targets Cost per TiB in the
Savings Calculator does not change the value(s) set for the storage location(s).

5. The Potential Savings value indicates how much you can save by moving the selected
files from primary storage to secondary storage.
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View Message Details

To see more detail about a message, click Details @ to the right of the message. The Message
Details screen displays.

Note: Some sections of the Message Details use local time and some use UTC, each marked
accordingly.

o
Figure 127 The Message Details dialog box.
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LOGS

The Spectra StorCycle solution automatically creates error logs and writes event information
into log files for troubleshooting purposes. When one of the log files reaches 10 MiB in size,
the log file text is written to a timestamped file and the existing log file is cleared. Up to ten,
10 MiB files of each type are stored on the server. A log set, which gathers the current log of
each type, can be generated manually.

Note: The current log file is not cleared when a log set is created. If one log set is created and then a
second log set is created before the log file reaches 10 MiB in size and is cleared, the two log
sets will have overlapping information.

Click Settings £¢ in the toolbar and then select Logs. The Logs screen displays showing the
currently saved log sets.

ASTORCYCLEB Qa o« @ €©Aa 2Administrator
Logs

Diagnostic log sets

Name Date Actions

manual_5EEF 15420D42B8DB348050691A7TCTERS_2023-03-16_20-44-05 03/16/2023 1:45:22 PM e e

manual_5E6F 15420D42B6DB348050691A7CYENS_2023-03-16_18-51-49 03/16/2023 11:52:57 AM 9 o

manual_5EEF 15420D42B8DB348050691A7TCTERS_2023-03-16_14-26-39 03/16/2023 7:28:36 AM 9 o

CREATE REW LOG SET

Figure 128 The Logs screen.

Create a Log Set

1. Click Create New Log Set. The Create New Log Set dialog box displays.

Create New Log Set

Daifpou want o create a new lag set manually?

Figure 129 The Create New Log Set dialog box.

2. Click Yes. A new log set is collected immediately.
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Download a Log Set

To download a log set, click Download @ next to the log set that you want to download. The
log set begins downloading to your host computer.

Delete a Log Set

To delete a log set, click Delete @ next to the log set that you want to delete. Click Delete to
confirm the deletion.

Note: Deleting a log set does not delete the log files, just the gathered set of log files.
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CHAPTER 12 - UPGRADE OR REMOVE THE
STORCYCLE SOLUTION

This section provides instructions for upgrading the Spectra StorCycle solution software to a
new version, and instructions on removing the software.

Upgrade the StorCycle Solution ... ... . ... 248
WiNdOWS SerVer 248
LiNUX SO VO 248

Remove the StorCycle Solution ... .. . 251
WiNdOWS SeIVer 251
LiNMUX SO VO 252
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UPGRADE THE STORCYCLE SOLUTION

Use the following instructions to upgrade the StorCycle solution to a new version.

IMPORTANT Spectra Logic strongly recommends that you create a database backup before
upgrading the software. See Database Backup on page 129.

Notes: e Program data is retained with an upgrade.

e Downgrading is not supported.

Windows Server

Use the following instructions to download and install the new version of software on a
Windows server.

1. Sign in to the server where you want the program to run as a user that is a member of
the “Administrators” Local Group.

2. Download the Spectra StorCycle solution installer.

3. Run the installer, ssc.revision.msi, where revision is the revision number for the
software.

4. Follow the on-screen instructions to install the software. Leave the Account name and
Password fields empty to run the StorCycle service using the previously configured
account.

Linux Server

When upgrading the StorCycle solution, in some cases, you cannot upgrade directly from your
current version to the newest version. The StorCycle solution requires that you upgrade to all
intermediate StorCycle versions with unique MongoDB versions between your current version
and your target StorCycle version. You cannot skip a StorCycle version if the MongoDB
version changes between your current and target StorCycle version.

For example, as shown in the table below, you can upgrade from StorCycle 3.6.2 to 3.7.1
directly, skipping version'3.7.0, because the version of MongoDB required for those versions of
StorCycle does not change.

However you cannot upgrade directly, from version 4.0.0 to version 4.3.0 as the MongoDB
version is not the same between both versions. You would first need to upgrade from
StorCycle.version 4.0.0 to 4.1.0, then 4.1.0 to 4.2.0, and finally from 4.2.0 to 4.3.0. During each
of those upgrades, you also must upgrade the MongoDB repo. You cannot skip upgrading the
MongoDB when installing a newer version of the StorCycle solution. Both must be upgraded
inssequence to allow for proper database conversion.
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Use the following instructions to download and install the new version of software on a Linux
server.

1. Update your MongoDB repository. Use the table below to determine the supported
version of MongoDB.

StorCycle Version Number | MongoDB Version Number
3.6.2 MongoDB 4.0
3.7.0 MongoDB 4.0
3.7.1 MongoDB 4.0
4.0.0 MongoDB 4.2
4.1.0 MongoDB 4.4
4.2.0 MongoDB 5.0
4.3.0 MongoDB 6.0
4.4.0 MongoDB 7.0

2. Open the terminal and sign in as a superuser.

Note: The following commands reflect upgrading to StorCycle version 4.4.0. If you are installing a
different version of the software, you will need to adjust the values in red below to the
appropriate version listed in the table above.

3. Create a file named:
/etc/yum.repos.d/mongodb-org-7.0.repo
4. Open the file and enter the following:
[mongodb-org-7.0]
name=MongoDB Repository

baseurl=https://repo.mongodb.org/yum/redhat/releaseversion
/mongodb-org/7.0/x86 64/

gpgcheck=1
enabled=1
gpgkey=https://www.mongodb.org/static/pgp/server-7.0.asc

5. Obtain the link for the new version from a Spectra representative. Copy the .rpm file to
the server where the StorCycle solution will be installed.

6. Navigate to the directory where the .rpm file is located or give the full path to the file.
The .rpm must run as root.
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7. To install the StorCycle .rpm, use the following command:

sudo yum install -y ssc-production-4.4.0.XXX.XXXXXXXX.rpm
8. If desired, change the user from root using the following commands:

sudo chown -R user:group /var/lib/ssc

sudo vi /usr/lib/systemd/system/ssc.service

# User=root - change root to the new user name
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REMOVE THE STORCYCLE SOLUTION

When removing the StorCycle solution, no data is removed from storage targets, but records
of where data is persisted, and object metadata tags are lost.

Windows Server

Uninstall the StorCycle Software

Use the following instructions to remove the StorCycle solution from a Windows server.

Note: Product configuration, metadata information, license keys, logs, and the product database are
not removed when uninstalling the software.

1. Sign into Windows with a user that is a member of the "Administrators" Local Group.

2. Run the installer, ssc.revision.msi, where revision is the revision number for the
software. Follow the on-screen instructions to install the software.

3. On the Welcome screen, click Next. The Change, repair, or remove installation screen

displays.
Spectra StorCycle Setup [
Change, repair, or remove installation .
Select the operation you wish to perfarm. SF’ECTR.A’.)

Change

Spectra StarCycle has no independently selectabile features.

Repairs errors in the mast recent installation by fixing missing and carrupt files,
shortouts, and registry entries,

Bemove

Remaves Spectra StorCycle from your computer.

[ ek | e cancel |

Figure 130 The Change, repair, or remove installation
screen.

4. Click Remove. A confirmation screen displays.

5. Click Remove to confirm the removal.
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6. Optionally, if you want to delete the product configuration, metadata information,
license keys, logs, and the product database associated with the StorCycle solution,
delete the directory C:\ProgramData\Spectra Logic Corporation\Spectra StorCycle.
Once deleted, the information cannot be recovered.

IMPORTANT If yoq plan Fo reinstall the StorCycle solution, Spectra Logic recommends against
deleting this data.

Uninstall the MongoDB Service

Optionally, use the following commands to remove the MongoDB service.
1. Use the Services console to stop the service.

a. Sign in to Windows with a user that is a member of the “Administrators” Local
Group.

b. Use the keyboard shortcut Windows logo key+R to open the Run window.
¢. In the Open: field enter services.msc and click OK. The Services screen displays.
d. Right-click the MongoDB service and select Stop.

2. Open a Windows command prompt as an Administrator, and run the following
command:

sc.exe delete MongoDB

Linux Server

Uninstall the StorCycle Software

Use the following instructions to remove the StorCycle solution from a Linux server.

Note: Product configuration, metadata information, license keys, logs, and the product database are
not removed when uninstalling the software.

If you are the root user, execute yum erase ssc

If you are a user who hasxoot access, execute sudo yum erase ssc. You will be prompted
to enter the root password:

Uninstall the MongoDB Database

Optionally, use the following commands to remove the MongoDB database.
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i CAUTION Product configuration, metadata information, license keys, logs, and the product
database are removed with the MongoDB database.

1. Stop the mongod process by issuing the following command:
sudo service mongod stop

2. Remove any MongoDB packages that you had previously installed.
sudo yum erase $(rpm -ga | grep mongodb-org)

3. Remove MongoDB databases and log files.
sudo rm -r /var/log/mongodb

sudo rm -r /var/lib/mongo

Remove Configuration and History Information

Optionally, use the following command to remove StorCycle configuration and history
information.

sudo rm /var/lib/ssc
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CHAPTER 13 - USING THE BLACKPEARL
EMBEDDED DASHBOARD

This chapter describes the use of the BlackPearl Embedded Dashboard in the StorCycle

solution. The embedded dashboard allows you to view information about a BlackPearl system

configured in the StorCycle application. It also allows you to easily configure and manage
commonly used functions of the BlackPearl system.

Accessing the BlackPearl Embedded Dashboard ... 255

Using the BlackPearl Embedded Dashboard ... 256

View the Status of the BlackPearl System ... . . . ... 257
View System OVEIVIEW ...

View Notifications

View Jobs

View Buckets

VW POOIS

View Tape Partitions - Main View
View Tape Partitions - Tape State View ...
VieW Tape DriVes
View Tape Management
Dashboard Actions

Create a Volume Snapshot

Export @ Tape Cartridge ..o
Online a Tape Cartridge .. ...
Verify @a Tape Cartridge ...
Change Job Priority .l
Create @a BUCKET ... .
Start a Storage Pool Verification ... .
Put a Tape Partition into Standby ...

Offline a Tape Drive
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ACCESSING THE BLACKPEARL EMBEDDED DASHBOARD

To access a previously configured BlackPearl storage location and view the embedded
dashboard, select the Settings menu and select BlackPearl. The Storage screen displays with
only BlackPearl storage locations displayed.

ASTORCYCLE“ Q & @ ©@a 2Administrator

Name Location Retention

Description Device Type (Days) Version Dashboard

a ¥

Target http://smdu-block21- Target
BlackPearl mgmt.em-dvt.local Target o7z BlackPear|

Figure 131 The Storage screen.

The Storage screen lists configured BlackPearl storage locations along with their description,
device link, location type, retention policy, BlackPearlOS version, and dashboard.

To access the embedded dashboard, click the link in the Dashboard column.

Note: In order to access the embedded BlackPearl dashboard, the BlackPearl system must be
running BlackPearlOS 5.7.0, or later.
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USING THE BLACKPEARL EMBEDDED DASHBOARD

The embedded dashboard allows you to quickly view the status of critical aspects of the
BlackPearl system and easily perform commonly used functions of the system.

IS Sm4u-21 Overview

570

Cache Capacity Database Capacity Disk Capacity Tape Capacity Active Jobs

| ) - ™\

1% 4% 6% 20% 4.

185.37 GiB / 64.53 TiB 2591 GiB/720.87 GiB 11.73 TiB/ 198.26 TiB 1.3TiB/6.48 TiB Active

Notifications

[ ° OK o Info Warning Q Error
Message Created
Q Update succeeded August 31, 2023 4:26 pm |2',
] Activation Key Installed August 29, 2023 8:58 am =
Rows perpage: 6§~ 1-20f2

{3) CHANGE PRIORITY | Active Canceled Complsted
Name Bucket Request Type Priority original Size Amount Transferred to Cache Created
PUT by 10.5.2.110 aic4ugs-nfikeep PUT Normal 181.64 GB 82.87 GIB September & 2023 5:07 am
PUT by 10.5.2.110 aicdulds-nfidelete PUT Normal 205.56 GiB 120.51 GiB September 8, 2023 2:57 am
PUT by 127.0.0.1 localnfi PUT Normal 2439 GiB 21516 GiB September 7, 2023 $:18 pm
Rows perpage: 10 « 1-30f3

B Buckets

+ CREATE

Name Owner Data Policy Created

Spectra-BlackPearl-Backup-sm4u-21-50030480018b8b31 Administrator Database Backup August 29, 2023 9:04 pm
aic4u05-nfidelete Joe Chmura Single Copy on Tape August 29, 2023 1:12 pm
aic4u05-niikeep Joe Chmura Single Copy on Tape August 29, 2023 1:04 pm

Figure 132 The Embedded Dashboard.
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VIEW THE STATUS OF THE BLACKPEARL SYSTEM

Use the sections below to view the status of multiple aspects of the BlackPearl system.

View System Overview

The Overview pane provides a quick look at the most critical aspects of the BlackPearl system.

IS Sm4u-21 Overview

57.0

@ Cache Capacity @ Database Capacity @ Disk Capacity @ Tape Capacity @ Active Jobs

1% 4% 6% 20% 4. .

185.37 GiB / 64 53 TiB 2591 GiB / 720.87 GIiB 1.73TiB /19826 TiB 3 TiB / 6.48 TiB Active

Figure 133 The Overview pane.

1. The BlackPearl cache capacity and percentage of used cache space.
2. The capacity of the BlackPearl database and percentage of used space.

3. The capacity of all disk-based storage connected to the BlackPearl system and percentage
of used space.

4. The capacity of all tape-based storage in the tape library connected to the BlackPearl
system and percentage of used space.

5. The number of active jobs running on the BlackPearl system.

Mouse-over the green section of any percentage graph to display the amount of used space,
and over the gray section to display the amount of remaining space.

Tape Capacity

<

Remaining: 26.64 TiB

Figure 134 Mouse-over a graph to view
specific details.
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View Notifications

Notifications provide information about errors that occur on the system, caution messages that
alert you to issues that may impact your workflow, and informational messages. Additionally,
notifications may provide troubleshooting advice to help you resolve issues that may occur.

Notifications
1
fr n
@ Q [ Q oK o Info Warning e Error ]

[ Message ] [ Created ]
(i ] Activation Key Installed August 25, 2023 12:41 am @ (]
(i ] The backup of the BlackPearl database has finished August 24, 2023 9:03 pm (]
(i ] Activation Key Installed August 24, 2023 12:41 am (]
(i ] The backup of the BlackPearl database has finished August 23, 2023 9:04 pm (]
(i ] Activation Key Installed August 23, 2023 12:41 am (]
Rows perpage: 5~ 1-50f 19 >

Figure 135 The Notifications pane.

1. Use the Notification Type buttons to switch between OK, Info, Warning, and Error
messages.

2. Contains a brief description of the notification.
3. Displays the timestamp the notification was generated.

4. Click the Details Button to view additional message Details and Troubleshooting Advice.

Activation Key Installed

DETAILS

Details: Activation key Remote Support Enabled has been installed.
Troubleshooting There is currently no troubleshooting message set for this error.
Advice: Please contact Spectra Logic If you require assistance

Figure 136 The Notification details dialog box.
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View Jobs

The Jobs pane provides information on each Active, Canceled, or Completed job processed by

the BlackPearl

system.

@

Name

PUT by 127.0.0.1
PUT by 127.0.0.1
PUT by 127.0.0.1
PUT by 10.5.2.120
PUT by 127.0.0.1
PUT by 10.5.2.130
PUT by 10.5.2.120
PUT by 10.5.2.130
PUT by 10.5.2.120

PUT by 10.5.2.130

{¥) CHANGE PRIORITY

Bucket

Spectra-BlackPearl-Backup-sm4u-21-50020480018b8b3f
Spectra-BlackPearl-Backup-sm4u-21-50020480018b8h 37
Spectra-BlackPearl-Backup-sm4u-21-50020480018b8b3f
g
Spectra-BlackPearl-Backup-sm4u-21-50020480018b8b3f
SpectraApp1

d

e

SpectraApp2

c

Request Type

PUT

PUT

PUT

PUT

PUT

PUT

PUT

PUT

PUT

PUT

Priority
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal

Normal

[ Active

Canceled | Completed ]

®

[original Size  Amount Transferred to Cache |
661 MiB 6.61 Mi5
5.25 MiB 5.25 Wi
6.1 MiB 6.1 MiB
1000 MiB 1000 MiB
5.4 MiB 5.4 MiB
435 MiB 4.35 MiB
3 GiB 3GiB
25 MiB 25 MiB
300 MiB 300 MiB
75 MiB 75 MiB

Rows per page

10 «

Created @

August 24, 2023 9°00 pm
August 23, 2023 9:00 pm
August 22, 2023 9°00 pm
August 22, 2023 12:38 pm
August 21, 2023 9°00 pm
August 21, 2023 2:46 pm
August 21, 2023 2:46 pm
August 21, 2023 2°46 pm
August 21, 2023 2:46 pm

August 21, 2023 2°46 pm

1-100f 15 >

Figure 137 The Jobs pane.

1. Use the Job Type buttons to switch between Active, Canceled, and Completed jobs.

. The name of the job includes the job type and the IP address of the job initiator.
. The bucket used in the PUT or GET operation.

of job request.

. The assigned priority of the job.

2
3
4. The type
5
6

. The original size and amount of data transferred to the BlackPearl cache.

7. Displays the timestamp of when the job was initiated.

Use the Change Priority button to change the priority of an active job. See Change Job Priority
on page 269 for more information.
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View Buckets

The Buckets pane provides information about all buckets configured on the BlackPearl system.

&3 Buckets

Name @ Owner @ Data Policy @ Created @

Spectra-BlackPearl-Backup-sm4u-21-50020480018b8b3f Administrator Database Backup August 21, 2023 9:00 pm
SpectraApp SpectraApp Single Copy on Tape August 21, 2023 2:33 pm
SpectraApp1 SpectraApp Single Copy on Tape August 21, 2023 2:45 pm
SpectraApp2 SpectraApp Single Copy on Tape August 21, 2023 2:45 pm
a SpectraApp Single Copy on Tape August 21, 2023 2:45 pm
b SpectraApp Single Copy on Tape August 21, 2023 2:45 pm
c SpectraApp single Copy on Tape August 21, 2023 2:45 pm
d SpectraApp Single Copy on Tape August 21, 2023 2:45 pm
e SpectraApp Single Copy on Tape August 21, 2023 2:45 pm
f SpectraApp Single Copy on Tape August 21, 2023 2:46 pm
Rows per page: 10 = 1-10 of 12 >

Figure 138 The Buckets pane.

1. Displays the name of the bucket

2. The bucket owner configured on the BlackPearl system.
3. The data policy used by the bucket.

4. Displays the timestamp of when the bucket was created.

The Create button to create a new bucket. See Create a Bucket on page 269 for instructions.
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View Pool

S

The Pools pane displays information about all disk storage pools configured on the BlackPearl
system including dedicated BlackPearl cache and database pools.

-

P START VERIFICATION

—_—

]

= Pools

@ -
pool552 @

pool570 A @& BlackPearl_Cache A @ BlackPearl_Dat... A

V]

NAS Disk DS3 Disk DS3 Disk NAS Disk
[ ] \ L L %
2% 1% 4% 3%

954 53 GiB / 4215 TiB 8.01TiB/ 7242 TiB 2591 GiB/ 720.87 GiB 276 TiB /8298 TiB

Figure 139 The Pools pane.

1. Each percentage graph displays both the used and remaining space for the associated

pool.

2. Use the Filter button to select which pools to display on the Pools pane.

3. Click the Details button to view additional information about a specified pool.

pool552

DETAILS

Completed on September 1, 2023 10:12

Verify Status:

"y am

Verify Errors:
pool552 276 TiB/ 82.98 TiB
-
wol552 (CIFS) 276 TiB/ 82.98 TiB

Figure 140 The pool details dialog box.

Use the Start Verification button to verify the data contained on the pool. See Start a Storage
Pool Verification on page 270 for more information.
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View Volumes

The Volumes pane displays information about all volumes configured on the BlackPearl
system.

Note: The Volumes pane only displays on NAS systems.

[ snAPSHOT @—) =

—

[} vol552 V] vol570
Pool: pool552 Pool: pool570
Share Type: CIFS Share Type: CIFS
L] L]
: 0, o
3% 2%
276TiB /8298 TiB 95451 GiB /4215 TiB

Figure 141 The Volumes pane.

1. Each percentage graph displays both the used and remaining space for the associated
pool.
2. Use the filter button to select which pools to display on the Pools pane.

Use the Snapshot button to create a snapshot. For more information see Create a Volume
Snapshot on page 267.
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View Tape Partitions - Main View
The Tape Partitions pane displays information about the tape partitions configured on the tape

library attached to the BlackPearl system. The Tape Partitions pane features both a main view
and a tape cartridge state view.

To display the main view, manipulate the slider (2) to the left position.

®§ Tape Partitions
(1) PUT ON STANDBY @—) . =

@ t680-1_sm4u-21-LTO6

LTOS LTO8 LTO_CLEANING_TAPE

-  22% 0% N/A

10.6TiB /47 95 TiB 3274 GiB/24.09TiB 0B/0B

—

Figure 142 The Tape Partitions pane - main view.

1. Each percentage graph displays both the used and remaining space for the associated
type and generation of media present in the tape partition. Mouse-over the green section
of any percentage graph to display the amount of used space, and over the gray section
to display the amount of remaining space.

2. Use the slider to change the display a graph of the current state of each tape cartridge
present in the partition.

3. Use the Filter button to select which pools to display on the Tape Partitions pane.

If you need to service the tape library, you can put a tape partition into a standby state. See
Put a Tape Partition into Standby on page 270 for more information.
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View Tape Partitions - Tape State View

The Tape Partitions pane displays information about the tape partitions configured on the tape
library attached to the BlackPearl system. The Tape Partitions pane features both a main view
and a tape cartridge state view.

To display the tape cartridge state view, manipulate the slider (2) to the right position.

"3 Tape Partitions

(1) PUT ON STANDBY ®—> . =

& t680-1_sm4u-21-LTO6

—_—

BlackPearl Foreign

\4‘

— Managed

Figure 143 The Tape Partitions pane - main view.

1. The state of all tape cartridges in the partition. Each state combines different generations
of tape media if present. Mouse-over any part of the graph to display more detailed
information.

2. Use the slider to change the display a graph of the current state of each tape cartridge
present in the partition.

3. Use the Filter button to select which pools to display on the Tape Partitions pane.

If you need to service the tape library, you can put a tape partition into a standby state. See
Put a Tape Partition into Standby on page 270 for more information.
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View Tape Drives

The Tape Drives pane displays information about all tape drives installed in the tape library
connected to the BlackPearl system.

(1) TAKE OFFLINE

OO OO O, ® © ®

Cleaning Reserved
Status Type Serial Number Tape Barcode Current Task Online

Required Task Type
Normal LTOG 1023003646 519615L5 WriteChunkToTapeTask No Yes ANY
Normal LTOG 1024003646 503887L5 WriteChunkToTapeTask No Yes ANY

Figure 144 The Tape Drives pane.

W N

60
7.
8.

. The current status of the tape drive.

The drive type and generation.
The drive serial number as assigned by the tape library.

The physical barcode of the tape cartridge loaded into the tape drive. This field is blank
when no tape is loaded.

The current task being performed by the drive. This field is blank when no task is in
progress.

Indicates if the tape drive requires cleaning.
Indicates if the tape drive is online or offline.

The reserved task type, if configured. The default setting is Any.

Use the Take Offline button to take the drive offline. See Offline a Tape Drive on page 270 for
more information.
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View Tape Management

The Tape Management pane displays the status of all managed tapes in the tape library
connected to the BlackPearl system.

™ Tape Management
fy exporT @ VERFY (1) ONLINE TAPE

f Search By, ]

Search Barcode -
Barcode @ State @ Role @ Write Protected @ Bucket @ Last Verified @ @
296358L5 Normal Normal No T Z
348178L5 Normal Normal No Z
348179L5 Normal Normal No Z
349148L5 Normal Normal No Z
41697505 Normal Normal No Spectradpp1 A

Rows perpage: 5~ 1-5 of 50 >

Figure 145 The Tape Management pane.

1. The physical barcode label on the tape cartridge.

2. The current state of the tape cartridge. See the BlackPearl User Guide for more
information.

Indicates if the tape is configured for use as a Normal or Test tape.
The physical Write Protected status of the tape cartridge.
The name of any BlackPearl bucket(s) present on the tape cartridge.

Displays the timestamp of the last tape verification.

N o w R

Click the Details button to display additional information about the selected tape
cartridge.

8. Use the Search entry field and Search By drop-down menu to find a specific tape
cartridge.

See one of the following sections for instructions to export, verify, or online a tape cartridge:
e Export a Tape Cartridge on the next page
* Verify a Tape Cartridge on page 268
e Online a Tape Cartridge on page 268
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DASHBOARD ACTIONS

In addition to displaying information about the BlackPearl system, the embedded dashboard
allows you to perform the most frequently-used actions as described in the sections below.

Create a Volume Snapshot

A volume snapshot is an image of a volume's configuration and data makeup as they were
when the snapshot was generated. Restoring to a previously created snapshot allows you to go
“back in time” and restore the volume to the state it was in when the snapshot was created.

Here is how to create a volume snapshot:
1. In the BlackPearl dashboard, navigate to the Volumes pane.
Note: The Volumes pane only displays on NAS systems.
2. Select the volume for which you want to create a snapshot.
3. Click Snapshot.
4. If desired, edit the pre-generated Snapshot name.

Create Snapshot X

Create a snapshot
Snapshot

vol552_snap_2023-09-08-14:30:43

SUBMIT

Figure 146 The Export Tape dialog box.

5. Click Submit.

Export a Tape Cartridge

Exporting a tape cartridge prepares it for physical removal from the attached tape library. In a
Spectra Logic tape library, the cartridge is moved from the storage pool to the Entry/Exit pool,
before it is physically exported from the library at the library front panel.

1. In the BlackPearl dashboard, navigate to the Tape Management pane.
2. Select the tape you want to export.

3. Click Export.
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4, If desired, edit the Export Label and Export Location.

Export Tape X

Exporting this tape will render all data on this tape unavailable for download
until it is imported again.

Export Label Export Location

Are you sure you want to export this tape?

SUBMIT

Figure 147 The Export Tape dialog box.

5. Click Submit.

Online a Tape Cartridge
Setting a tape cartridge to "online" prepares the cartridge for use by the BlackPearl system.
This allows the system to use the tape cartridge for data storage operations.
Here is how to online a tape cartridge:
1. In the BlackPearl dashboard, navigate to Tape Management.
2. Select a tape in the Offline state.
3. Click Online Tape.
4. Click Submit.

Verify a Tape Cartridge

The BlackPearl system can perform a data integrity verification of all data on a selected tape
cartridge to confirm it is still viable. While the verification is in progress, client access has
priority over the data integrity scan.

Here is how to verify a tape cartridge:
1. In the BlackPearl'dashboard, navigate to Tape Management.
2. Select the tape you want to verify.
3. Click Verify Tape.
4. Click Submit.
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Change Job Priority

If desired, you can change the priority of an active job on the BlackPearl system.
Here is how you change the priority of a job:

1. In the BlackPearl dashboard, navigate to the Jobs pane.

2. If necessary, click Active to display the list of active jobs.

3. Select the job for which you want to change priority.

4. Use the drop-down menu to select a new priority for the job.

5

. Click Submit.

Create a Bucket

Buckets on the BlackPearl system are data transfer targets for read and write operations. When
you create a new bucket on the solution, you assign it a owner and a data policy. You can then
use the new bucket in your other Spectra software applications as a target for data storage on
the BlackPear] solution.

Here is how you create a new bucket:
1. In the BlackPearl dashboard, navigate to the Buckets pane.
2. Click Create.

3. Enter a Bucket Name.

Create Bucket X
Bucket Name
user: Policy:
@
Administrator - Database Backup -

Figure 148 The Create Bucket dialog box.

4. Usingthe User drop-down menu, select an owner for the bucket.
5. Using the Policy drop-down menu, select a data policy for the bucket.
6. Click Submit.
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Start a Storage Pool Verification
The BlackPearl system can perform a data integrity verification of all data on a selected
storage pool to confirm it is still viable.
Here is how to start data verification on a storage pool:
1. In the BlackPearl dashboard, navigate to the Pools pane.
2. Select the pool that you want to verity.
3. Click Start Verification.
4. Click Submit.

Put a Tape Partition into Standby

If you need to perform service on the tape library associated with your BlackPearl gateway, or
with the BlackPearl gateway itself, you must first put the tape library into a standby state.
Otherwise, the BlackPearl gateway may attempt to use the tape library while it is in service.

Note: After the tape partition is placed in standby, any currently running tape operations continue
until they are complete, which may take 30 minutes or longer.

Here is how to out a tape partition into standby:
1. In the BlackPearl dashboard, navigate to the Tape Partitions pane.
2. Select the partition you want to set to standby.
3. Click Put On Standby.
4. Click Submit.

Offline a Tape Drive

If a tape drive is experiencing errors and needs to be physically replaced, the drive can be
taken offline to prevent the BlackPearl system from using the drive for data storage operations
until the replacement is complete.

Here is how to offline a tape drive:
1. In the BlackPearl dashboard, navigate to the Tape Drives pane.
2. Select the drive you want to offline.
3. Click Take Offiine.
4. Click Submit.
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